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Preface

Electronic and wirel ess technol ogies have changed the way we do business
forever. We have seen fast paced changein thelast decade not only ininfor-
mation technol ogy advancement but also in businessmodel design and strate-
gicdirection. Technology has become central to company operationsaswell
asstrategy. Successful companiestoday recognize el ectronic technologiesand
the Internet as mainstream to business success. Wirelesstechnology is be-
coming increasingly important for compani es seeking ameansfor cost cutting,
enhanced productivity and improved efficiency. Thefuturefor electronic and
wirelesstechnol ogy applicationswill continueto be promising to companies
seeking competitive advantage.

K eeping abreast of technol ogical advancement has never been more difficult
or moreimportant for companies asthey competein anincreasingly global
economy. Change comesfrom every direction and competitiveforces surface
from nontraditional sources. Thedot com eraforced traditional companiesto
think in new waysin order to remain competitivein anewly emerging market-
place. Today, businessiselectronic and e-businessisbusiness. Just asinthe
PC revolution thereisapoint at which thereisno turning back. Computers
today areagiven necessity for doing business. Thedigital transformation has,
likewise, pushed companiesto anew eraof electronic business. That erais
being pushed astep further with the advent of wirel esstechnol ogies and mo-
bilecommerceinitiatives. Tomorrow, businesswill be mobile. Thesetransfor-
mationswill not only impact the way businessistransacted but it will impact
thevery fabric of society.

Electronic and wireless technol ogies continue to evolve. Technological inno-
vation provides opportunities for new business applications and consumer
products. Standardsplay abig rolein the direction and eventual success of
new productsand applications. Currently alack of international standardshas
made progress difficult astelecommunications companiesmove along differ-
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ent standards paths. Competing standards and technol ogies have emerged
that make decision making for companies more difficult asthey plan for tech-
nology advancements. Europe and Asia (Japan) have advanced in wireless
technology faster than the US and other parts of theworld. Movement to-
ward third generation (3G) technol ogies has been slower than expected due
to the high cost of building out networks and the uncertainty in demand to
recoup the costs. Inthe US, for example, thetrend to movetoward 2.5G was
based on lower coststo implement than would be required for 3G. Japan and
Europe have moved more quickly down the 3G path but not without tremen-
dous cost in license agreements and network expense. Wi-Fi and the devel -
opment of hot spotsaround the US have progressed with some success. Cost
isamajor considerationinthesedecisionsbut it isunclear how all thesetech-
nologieswill evolvein thefutureand which will eventually win out. Companies
aretaking fewer risks and testing the waters more cautiously in thewireless
technology realm. Uncertain economic conditions have al so contributed to the
confusion and proliferation of standards and technol ogies. The consumer per-
spective has not hel ped, asthe demand for wirelesstechnol ogies and devices
has not been as substantial aswas expected. Worldwide trends and market
conditionswill continueto evolve and play asignificant rolein thefuturedi-
rection of electronic and wirelesstechnology applications.

Currently, successful mobile commerce strategies have focused on applica-
tionsand opportunitiesins de the organi zation. These applications have greater
potential for return oninvestment than those directed toward consumer com-
merce. It isnot difficult for companiesto make the business casefor wireless
technology applicationsinside the company that meet objectivesfor cost sav-
ings, enhanced productivity, and increased efficiency. For example, salesforce
automation and field force automation are key areasfor companiesto target
for return oninvestment. Wirel esstechnology makesit possiblefor sales per-
sonnel to get critical information on clientsand productswhile awvay fromtheir
desks. Thissavestime, improves customer relationships, and increasesrev-
enue and profitability. Field force personnel can get accessto schedules, forms
that need to be completed on the job, and product information from their
handheld devices. Thiscan cut labor costs and reduce the extratime and cost
of inputting datamore than once. Data can be captured at the point of access,
whichwill also reduce error rates. Wirelesstechnology isalso being used in
the warehouseto keep inventory current and to improve accuracy. Thistrans-
latesinto happier customers. WirelessL ANs have also been implemented to
improveefficiency intheworkplace. In addition, companies can now wirelessy
track their assetsthrough Radio Frequency | dentification (RDID) technol ogy.
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Thistechnology isexpected to replace bar codes when the price point reaches
an affordablelevel. Product information can be stored on these tagsthat track
the product along the supply chain and keep track of important information
that was not before possible. Combined with | ocation technol ogy, company
assets can be located at any point in time. Telemetrics allows companiesto
wirelessly accessinformation and monitor statuslevelsat all times. For ex-
ampl e, electricity meters can be read through wirelesstechnol ogy, eliminating
the need for a person to read each meter manually. Layers of labor may be
eliminated with some applications providing additional cost savings. Machines
can be monitored at adistance and alerted when there are problems detected.
For example, thetoner in aprinter can be monitored and the company’s sup-
pliersnotified to place an order without theintervention of ahuman. Wireless
Customer Relationship Management (CRM) is still another avenuefor com-
paniesto exploit. Wireless technology provides another channel to interact
with the customer. There are challengesfrom the marketing perspective but
the potential isreal if implemented correctly.

From aconsumer perspective, wireless technology has not taken off to the
degree expected, especially in the United States. In Europe, short message
system (SMS) wasthedriver for wireless devices. In Japan, entertainment,
ring tones, and wirel essicons pushed mobile consumer commerceforward. In
the US market, consumersare still waiting for thekiller application. The de-
mand for wireless has been slow to gain momentum because consumers do
not see apressing need. Mobile payments are expected to be one meansfor
pushing mobile businessforward. Currently, security isanissuefor many ap-
plicationsand privacy issues play arolein acceptance of applicationssuch as
location-based services. Consumers are skeptical about technologiesthat can
track their location at all times. Applicationsthat providefor safety such ase-
911 and information avail ability that istimely such aslocal directionswill be
most likely to succeed inthe US consumer market. The consumer market has
experienced an increasein wireless access through laptops, personal digital
assistants (PDAS), and cell phones. There hasal so been anincreasein house-
holdsthat have wireless networks. Asthese trends continue, acceptance of
mobile commerce applicationswill increase aswell.

Currently, worldwide trendsindicate aperiod of transition from mainstream
electronic businessto mainstream mobile business. It isunclear how long this
transition will take. The eventual movement to 3G and 4G networks will
providetheinfrastructure for companiesto moveforward with wirelesstech-
nology applications. Aswill be discussed in the chaptersthat follow, many
issuesremain to be addressed that have surfaced asaresult of these techno-



logical advancements. The enabling technologieswill aso undergo improve-
mentsthat will further enhancetheir usefulness. New technologieswill con-
tinueto proliferate and further complicate the existing platformsand infra-
structure. Voiceintegration, for example, will emergeto play aroleinfuture
mobile technology applications. Technology can be expected to continueto
change and evolve aswell asplay anincreasingly significant rolein the strate-
gicdirection of companies.

Organization of the Book

Thebook isorganized into four sectionswith 11 chapters. Section | addresses
theroleof Customer Relationship Management (CRM) in the context of Internet
and mobile commerce channels. CRM hasbecomeincreasingly important for
companies as el ectronic and wirel esstechnol ogies have provided new oppor-
tunitiesto interact with customers. The evolution of CRM from traditional
systemsto e-CRM to wireless CRM has provided companieswith both new
challenges and new opportunitiesfor devel oping innovative customer strate-
gies. Companiesin thedigital erahave been forced to reinvent their compa-
nies from the customer perspective. Chapter 1 addresses abroad array of
issuesrelated to evolving CRM systems and potential research directions.

Section |1 addresses specific issuesrelated to wirel ess technol ogies and mo-
bile commerce. Specifically, Chapter 2 addressestheissues of information
presentation on handheld devices. Thisissue has been significant from the
consumer perspective. Information must be packaged in waysthat limit the
amount of information that must be read by the end user but at the sametime
providevalueintimely information. The authors addresstheissues of human
interface and interaction in this context. Chapter 3 addressesthe critical issue
of making payments on mobile devices. Many believe solutionsto mobile pay-
ments may be adriving force behind mobile commerce. In this chapter the
authors examinethe various options for mobile payments and resulting chal-
lenges. Standards, security and consumer acceptance are discussed inthis
context. Chapter 4 examinestheissues associated with 3G multimedia ser-
vices specificaly from the perspective of the Italian market. Conclusionsfrom
the study can be compared and applied to other markets. L essons |earned
may berelevant for other markets. Finally, Chapter 5 addresses abroad per-
spective on wirelesstechnology and mobile commerce for devel oping coun-
tries. Devel oping countries have found it advantageousto leapfrog traditional



technol ogies through the use of wireless applications. The authors provide
specific examples of how these technol ogies are being implemented and the
development of new business opportunities afforded by these technol ogical
advancements.

Section |11 takes amore focused look at specific technologies and issues
relevant to thedigital agein general. Chapter 6 examinesdigital watermarking
technology in the context of specific applicationsand potential problems. The
authorsexplain the specifics of thetechnology and its potential benefits. Chap-
ter 7 addresses digital rights management and theissuesrelated to the protec-
tion of intellectual property indigital format. The authors develop adomain
model to provideinsightsonissuesand future trends. Chapter 8 looks at the
dynamic nature and role of ad hoc networks. Changeratesare examinedin
the context of these networksthat form, change and dissolvein an ad hoc way
routinely. The authors examine theimpact of these networks on network func-
tionality.

In Section 1V, thefocus shiftsto specificissuesrelevant to el ectronic business.
In Chapter 9 the authorsreport results of an empirical study that measuresthe
loyalty of Internet shoppersto online companies. Based on thefindings, the
authors provide recommendationsfor online companies. In Chapter 10, find-
ings of astudy on managers’ perceptions of the benefits and difficulties of
Internet usein hotelsisdiscussed. Finally, acase study is presented in Chap-
ter 11 that addresses the pros and cons and other issuesrelevant to reverse
auctions.

A strength of the book isitsinternational flavor. Authors of the chaptersare
fromavariety of countriesall over theworld. Thisgivesthe reader perspec-
tiveson theissuesfrom different world viewpoints. Culture, therole of gov-
ernment, legal environmentsand other differencesamong countries may play
akey roleinthedirection countriestake on varioustechnologiesand the sig-
nificance of security, privacy, ethicsand other related issues. It has become
increasingly important to look at the direction of technological advancement,
trends, and specific applicationsfrom aglobal perspective.
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Chapter |

Customer Relationship
M anagement on
| nter net and
M obileChannels:

An Analytical Framework
and Research Directions

Susy S. Chan, DePaul University, USA

Jean Lam, IBM, USA

Abstract

Thelnter net has served as an effective channel for companiesto buildand
manager el ationshipswith customers. Themobilechannel, emerging from
the conver genceof wir el esscommuni cationsand the mobile Web, promises
to deliver additional support to meet consumer needs. This chapter
examines features of customer relationship management (CRM) as
implemented on the Internet (eCRM) and the mobile channel (MCRM)
from the customer’ s perspective. It further explores how companies can

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



2 Chan & Lam

better coordinate their CRM strategies between these two channels to
support e-commer ce customers. We propose an analytical framework to
examine the current eCRM and mCRM practice in terms of customer
loyalty, branding, customer satisfaction, customization, and trust. These
fivefactors affect customer acquisition, sales and services, and customer
retention. A checklist was developed to guide the evaluation of CRM
practice for e-commerce sites. Several examples and research directions
are discussed in the chapter.

I ntroduction

Customer rel ationship management (CRM) involvesthedeployment of strat-
egies, processes, and technol ogiesto strengthen afirm’ srelationship with
customersthroughout their lifecycle—from marketing and sal es, to post-sales
service. Themotivationfor CRM stemsfrom companies’ desiretoincrease
their revenuesand profitability throughimproved customer satisfactionand
retention (Reichheld, 1996; Reichheld & Sassar, 1990; Winer, 2001). | nternet
technology hastransformed CRM into electronic CRM (eCRM), because
companiescanusel nternet technol ogiesto capturenew customers, track their
preferencesand onlinebehaviors, and customi ze support and services. Fur-
thermore, the convergence of wirelesscommunication and mobilelnternet
providescompanieswith opportunitiestointeract withtheir customersthrough
anew mobilechannel.

Despite the potential growth of mobile commerce for location-aware and
customer-awareservices(Varshney, 2003), recent research pointsout that
most mobilesitesweredesigned primarily for supporting existing e-commerce
customers(Chanetal., 2002). Customerswho arealready familiar withthe
interfaceand servicesprovided onacompany’ sWebsitearelikely to benefit
morefromitsmobilesite. Therefore, out of awiderange of mobileservices
(Varshney, 2003; Varshney & Vetter, 2001), itislogical toconsider themobile
channel asappropriatefor building and retaining rel ationshipswithexisting
customers. Becauseof current technol ogy and usability barriers(Chan & Fang,
2003; Ernst & Y oung, 2001; Shimetal., 2002), businessesand consumersare
hesitant to adopt themobilechannel . Research isneeded to examine how the
mobilechannel canbeeffectively leveragedto attract and retaine-commerce
customers.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Customer Relationship Management on Internet and Mobile Channels 3

Themain purpose of thischapter isto providean analytical framework for
examining how companiescan build and managerel ationshipswiththeir e-
commercecustomershby leveraging thelnternet and themobilechannels. We
takeacustomer’ sperspectivein examiningthefirm-customer interactions
throughthesetwo channels. Thechapter focusesonthefeaturesof content and
services presented on companies’ Web and mobile sites. Our intent isto
identify (a) how CRM can be effectively coordinated between these two
channels, and (b) key research questionspertinent totheeCRM and mCRM
coordination. Our proposed framework examinesCRM implementationacross
three phases of an e-commerce site's interactions with its customers —
acquisition, sales/service, and retention. I nteractionsin each phaseareal so
examined a ongfivefactorsthat areessential to I nternet-based CRM solutions:
(1) customer loyalty, (2) branding, (3) customer satisfaction, (4) customization,
and (5) trust. Weapply thisframework to several e-commercesitesandtheir
corresponding mobile sites to explore how CRM features are currently
incorporatedintothesesites. A checklist, derived fromtheframework, was
usedforthesiteanalysis. Fromthisexploratory work, weidentify commonali-
ties between eCRM and mCRM, and the respective roles played by each
channel. Furthermore, we propose a set of research questions for future
investigation. Thischapter contributesto abetter understanding of mobile
commercetechnol ogy and strategies. Inparticular, it addresseshow organiza-
tionscanoptimize CRM by leveraging theuniquecharacteristicsof Internetand
wirelesstechnologies.

CRM and E-Commerce

CRM Research

CRM isastrategy for companiesto build and managelong-termrel ationships
withtheir customers. Researchershaveshownthat CRM implementation can
providebetter customer service, aswell asimprovement and management of
customer expectations and loyalty (Cho et al., 2001; Reichheld, 1996;
Reichheld & Sassar, 1990; Romano, 2001; Winer, 2001). CRM also comple-
ments afirm’s capability to present products, quality, and servicesto its
customers(Chen& Sukpani, 1998). By implementing CRM sol utions, many

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



4 Chan & Lam

firmsexpecttoimproveprofitability by gaining customer loyalty, customizing
offerings, and lowering costs.

Theincreasing pressure on profitability has motivated companies across
differentindustry sectorstoinvestin CRM solutions. AnlInternetimpact study
showsthat CRM applicationsarethemost widely adopted e-businesssolutions
(Varianetal., 2002). Ontheaverage, 71% of companiesin thisstudy have
adopted Internet-based solutions for customer service and support, 68%
adopted e-marketing for customer devel opment, and 52% adopted e-com-
mercefor salesand transactions. Generally, aninvestment inretaining repeat
customerscontributesmoreto acompany’ sprofitability than do marketing
expendituresfor attracting new customers. Reichheld and Sassar (1990) have
demonstratedthat theoverall profit generated by existing customersover seven
yearsexceeded those generated by new customers. For e-commercecompa-
nies, theneed to expand customer baseand attract repeat customersmay be
equally important for their sustainability. Forrester Research (2003) has
projectedonlineretail salestogrow to$96 billionin 2003, a26%increasefrom
2002. However, thisgrowth only represents4.5% of total retail salesin2003.
E-commercestill haspotential for further growth. Therefore, adual emphasis
oncustomer acquisitionand retentionisimportant toachieveprofitability for e-
commercecompanies.

CRM approachesarebuilt onthe concept of relationship marketing, which
emphasizesbuilding along-termrelationship withindividual customers. In
contrast, traditional transaction marketing maintainsashort-termfocusonthe
transaction of products. Relationship marketing embracesstrategiesof per-
sonal and ongoing exchangeswith customersfor brand management, feedback,
knowledgeacquisition, and customer differentiation (Moon, 2002). Knowl -
edgeacquisition enablescompaniesto gather better information about their
customersthrough sometype of self-disclosure. Customer differentiation
allowscompaniesto offer servicesthat match different customer needsand
customer values. Essential torelationship marketingisthestrategy of custom-
izing the marketing mix —products, services, communications, channels, and
price. Thus, “therelationship marketing processinvol vesaniterativecycleof
knowledgeacquisition, customer differentiation, and customi zation of theentire
marketingmix” (Moon, 2002).

Researchers and industry practice tend to adopt a suppliers’ (or firms')
perspectiveof relationship marketing by emphasizing thegoal of customer
retentionand profitability (Hennig-Thurau& Hansen, 2000; Hennig-Thurau &
Klee, 1997). Most of therel ationshipandloyalty programstendtofocusonthe

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Customer Relationship Management on Internet and Mobile Channels 5

company’ sdrivefor transforming rel ationshipsinto profit (Winer, 2001). In
contrast, lessattention hasbeen devoted to understanding customers' motives
andwishesregardingtheir rel ationshipswith thecompanies.

Thel T approachto CRM stemsfromearly research on customer resourcelife
cycle(CRLC). Differentlifecyclemodeshavebeenusedfor analyzinghow a
company canstrengthenitsrel ationshipwith customersthroughtheapplication
of informationtechnology (Burnstine, 1980; Ives, 1984). 1ves(1984) expands
IBM’ sfour-stagemodel into 13 stepsto: (1) establish customer requirements,
(2) specify requirements, (3) sel ect sources, (4) order productsor services, (5)
authorizeand pay for product/services, (6) acquireproducts/services, (7) test
and accept products/services, (8) integrate products/servicesinto existing
processes, (9) monitor product/service performance, (10) upgradeproducts/
services, (11) maintainthe condition of products/services, (12) transfer or
disposeof products/services, and (13) account for the products/services. In
practice, this CRLC model may be simplified into three broad phases of
interactionsbetween afirmanditscustomers—acquisition, sales/service, and
retention.

For e-commerce, theacquisition phaseemphasizesmarketing activitiesthat are
based on personalizationtechnol ogy tofacilitatethecustomer decision process
inthepre-salesphase. During the salesphase, creating customized transac-
tionsmakesacustomer’ sshopping and purchasi ng experiencemoreefficient
and satisfactory (Lee & Shu, 2001). An e-commerce site can enhance
customer retention by building customer trust and | oyalty through avariety of
onlinefeatures(Hoffmanetal., 1999; Lee& Shu, 2001; Papadopoulouetal.,
2001). Thesefeaturesenabl e customersto check the statusof transactions,
shipments and orders, and to work collaboratively with the sales force.
Incentivesfor repeat visitsthrough push e-mail sand other loyal ty programscan
alsoenhancecustomer trust andloyalty.

Electronic CRM

I nternet technol ogy enabl escompani esto capturenew customers, track their
preferencesand onlinebehaviors, and customize communications, products,
services, and price. The mass customization concept, or the one-to-one
approach, promoted by writers such as Peppers and Rogers (1993), has
becomethe“mantra’ of eCRM (Winer, 2001). A company’se-commerce
Web site integrates marketing, sales/service, and post-sales support as a

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



6 Chan & Lam

seaml essfront-end to meet customer needs. Therefore, e-commerceWeb sites
have become viable channelsfor customer acquisition, sales/service, and
retention.

Thelnternet playsan activeroleincustomer acquisitionviae-marketing, which
emphasi zesproacti veandinteractivecommuni cationsbetween companiesand
their customers. Companiescan provideinformationon productsand services
ontheir Web sitesfor prospective customers. Advanced searching capability
and functions for product and service inquiry can attract new and repeat
customersto visit, compare products and prices, and reach decisions for
purchase. Companiesal so createonlinecommunitiestofacilitatesocial groups
among existing and prospective customers. Online product discussionsand
reviewsencourage customer -i nitiated communi cationsbetween firmsand
customersand amongfellow customers(Strauss, 2000). Theseonlinecommu-
nities improve customer loyalty, branding, and trust, which can lead to
increased salesand improved customer relationships(Lee& Shu, 2001).

The Mobile Channel

Theconvergenceof mobilelnternet and wirel esscommunicationtechnology
haspromised users* anytimeanywhere” accesstoinformationfor their work
and personal communication. M obileservicessupport m-commercetransac-
tionsand improved management of personal activities, mobile office, and
mobileoperations(Alanen & Autio, 2003). Among many mobileapplications
proposed by wirelessresearchers (e.g., Kannan et al., 2001; Mannecke &
Strader, 2001; Varshney & Vetter, 2002), mobile financial applications,
|ocation-awareand context-awareadvertising, and locati on-based services
seemto hold special promise (Varshney, 2003). Thesemobile servicesmay
providecustomized support for individual users.

Many researcherspoint tofour reasonsthat themobilechannel could beused
tobuildrel ationshipswith customers. Themobilechannel andwirel esstechnol-
ogy enable companiesto: (1) personalize content and services; (2) track
consumers or users across media and over time; (3) provide content and
service at the point of need; and (4) provide content with highly engaging
characteristics(Kannanet al., 2001). Anckar and D’ Incau (2002) point out
that consumersaremost interestedin serviceswith highmobileval uesthat meet
spontaneousand timecritical needs, such aschecking stock quotes, driving
directions, and short messages.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.
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A recent study indicatesthat, at present, most of theavail ablemobilesitestend
tosharesimilar interfaceswiththeir corresponding Web sitesand primarily
support existing customers(Chan et al ., 2002). For example, Amazononly
offersthe1-click order optionfor purchasingfromitswirelesssite. Thisfeature
doesnot allow customersto review order detail sbeforesubmitting theorder.
Onceanorderissubmitted, itisdifficult for customerstonavigatetotheright
screenonthehandheld deviceto cancel theorder. Therefore, only experienced
mobilecustomerswho havealready built trustin Amazon andtheinterfaceof
the1-click order optionwouldfindit efficient toorder productsfromthemobile
Amazon site. In comparison, new customers would be hesitant to use the
mobilechannel. Inthecaseof accessingeBay by awirelessPDA device, users
often encounter alarge number of resultsfrom aproduct search. The high
volumeof transferred datacan resultin connection errorsand frustrate new
customers. Only seasoned eBay customersaremorelikely to benefit from
usingahandheld deviceto monitor abidinprogress.

Thesefindingsimply that current mobilesiteshavebeendesigned primarily to
support existing e-commerceusers. Theinherent difficultiesusingthewireless
technology may discourage prospective customers from exploring a new
mobilesite. Thesebarriersincludelimited bandwidth and poor connectivity,
small screendisplay, anddifficulty ininput formatsof wirelesshandheld devices
(Chan& Fang, 2003). Thestudy by Anckar and D’ Incaur (2002) i ndicatesthat
e-commerce users are more likely to adopt m-commerce services. Their
findingfurther confirmsthepropositionthat themaobilechannel ismorerel evant
to customer support andretention than acquisition.

An Analytical Framewor Kk

Basedontheabovereview, weproposeananalytical framework for examining
how e-commercesitesimplement CRM strategiesonlineand onthemobile
channel. Thisframework views eCRM and MCRM across three phases of
customer interactionswith an e-commercesite— acquisition, sales/service,
and post-sal esretention. In each phase, theframework al so examinesCRM
implementation according tofiveinter-related factors— customer loyalty,
branding, customer satisfaction, customization, andtrust. Thesefivefactors
represent thesalient characteristicsof relationship marketing, asemphasized
by Winer’'s (2001) customer relationship model, Lee and Shu’'s (2001)
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framework of American Customer SatisfactionIndex (ACSI),and Andaleeb’s
(1992) research on trust in relationship marketing. Winer’ smodel (2001)
identifiescustomer satisfaction asthekey to establishing customer rel ation-
ships. Customer loyalty, customization, community building, and uniqueser-
viceswith branding contributeto high customer satisfaction and retention.
Winer further emphasizesthat deliveringahighlevel of customer satisfaction
that exceedscustomer expectationincreasesprofitability —akey objectiveof
relationshi p management strategy. L eeand Shu’ s(2001) ACSI framework
explainstheimportanceof customization and brand buildingtorai secustomer
perception of quality and val ue of productsand services. A higher level of
perceived quality and valueof productsand servicescontributesto customer
satisfactionand customer loyalty inamulti-layer fashion. Andaleeband Anwar
(1996) point out that trust is one of the most widely confirmed factorsin

Table 1. An analytical framework for CRM

Factors\ Phases Acquisition Sales & Service Retention
Customer Loyalty Loyalty program details Custom service for member | Delivery options
Loyalty program enrollment and status customer Order tracking
Loyalty program status display Capability to redeem reward | Help desk service
Loyalty program reward Membership convenience Product review and discussion
Custom status customer display | service group
Customer feedback/survey
Return policy
Branding Large customer community Exclusive interface for Exclusive product

Unique branding product/service | transaction support
Exclusive product

Customer Information consistency Easy to use transaction Delivery options
Satisfaction Product variety interface Order tracking
Product and price comparison Alternate product and Help desk service
Attractive graphic interface pricing recommendations Product review and discussion
Self-management capability Payment options group
Company details Customer feedback/survey
Efficient and accurate search Return policy
engine
Product review
Customization Profile and preference self- Question posting/ inquiry Profile and preference self-
manage capability capability manage capability
Self-help, FAQ Use customer profile Self-help, FAQ
Personal custom display information to complete Customer purchase history,
Preference product suggestion product transaction detail billing, delivery history,
Fast check-out service and status

Delivery tracking

Custom incentive

Custom services. E.g.,
personal reminder

E-mail promotion notification

Trust Information consistency Payment options E-mail order notification
Privacy statement for customer Order confirmation Help desk support
profile Security measurements,

Authentication mechanism digital certification, SSL
Authorization mechanism transmission, encryption,
Third party signature non-repudiation

Authentication mechanism
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relationship marketing. Table 1 providesan overview of thefive CRM factors

andtheir rolesinthethree phasesof firm-customer interactions. Theensuing
sectionsdiscussthe proposed framework ingreater detail.

Customer Loyalty

Dick and Basu (1994) conceptualize customer loyalty asthestrength of the
relationship betweenanindividual’ srelativeattitudetowardsanentity (brand,
service, store, or vendor) and repeat patronage. The work of Lowenstein
(1997) further introduces the concept of commitment into the relational

paradigmthroughtheidentification of what hetermed* commitment-based”

companies. These are firms that adopt a proactive approach to creating
customer value and |l oyalty management by constantly anticipatingandre-
spondingtolatent customer needs (L owenstein, 1997). Accordingto Aakar
(1991, 1996), customerswho exhibit the highest level of commitment to a
brand will also demonstrate ahigh level of loyalty. Dekimpe et al. (1997)
emphasizethat companiesshouldtreat their loyal customersasacompetitive
asset. Indeed, customer loyalty representsabasi sfor charging pricepremiums
andabarrier tocompetitiveentry (Aaker, 1996). Accordingly, companiescan
provideuniquecustomer benefitsthat aredifficult for competitorstomatchin
order toachieveahigher level of customer loyalty (Evans& Laskin, 1994).

Rel ationship marketing strategy includesintroducing customer loyalty pro-
grams, like frequent flyer and reward programs, membership, and online
community. For example, American Airlinesoffersthe AAdvantageprogram
foritsfrequent travelers. Thisprogram encouragescustomersto accumul ate
mileagefromtravelingwith American Airlinestoredeemfreeplaneticketsfor
futuretrips. Similarly, Starwood Hotel Group hasimplemented the Starwood
Preferred Guest programfor repeat customersto accumul ate hotel pointswith
Starwood-chain hotel sand redeem these pointsfor automati c upgradesand
freevacations.

E-commerceplayerscanachievecustomer loyalty by providing thefollowing
CRM features:

»  Detailedinformationabout theloyalty program;
* Incentivesforjoiningtheloyalty program;
* Instructionsfor creating apersonal account;
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»  Detailedinformationabout apersonal account with purchasehistory and
loyalty statusinformation;

*  Personalized servicesfor repeat customers;
*  Frequent buyer incentivessuch asdiscountsor personal upgradeservices,

* A status page on customer loyalty status, upgrade options, redeem
procedures, and special discounts/promotions;

»  Special servicesfor frequent buyers—no cost delivery, priority seating,
and/or 1-click checkout; and

*  Onlinemechanismstoactively collect feedback fromfrequent customers.

Companies have used loyalty programs for marketing and attracting new
customers. Theseprogramsareal soimportant for repeat customerswhovalue
theeffectivenessand conveniencefor registered memberstoredeemrewards
and updates. Ane-commercesite can al so enhance customer loyalty through
retention effortssuch ascustomer feedback, statusinformation about loyalty
programs, and help desk services. Therefore, loyalty programsareimportant
for all threephasesof firm-customer interactions.

Branding

Theefficient useof branding canincreaseproduct differentiation (Aaker, 1991,
1996) and build customer rel ationshi psby influencing acustomer’ sattitude
towardsthebrand. A customer’ sperception of thefunctional, experiential, and
symbolic aspects of the product can strengthen customer loyalty to the
company. Good brandingtacticsincludeselling exclusiveproductsand ser-
vicesand having alargee-community of customer participants.

Inane-commerceenvironment, brandinginvolvesanumber of strategies:

*  Buildingalargecustomer community throughonlinechat rooms, discus-
sionsessions, and product reviews(e.g., onlinechat roomson M SN.com
and Amazon’ scommunity of onlinereviewers) toaccentuatethecustomer’s
experiencewiththebrand,;

*  Providing unique branding productsor services(e.g., eBay’ sauction
trading) todifferentiateasitefromitscompetitors;
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*  Providing exclusive brand name products, such as Gap.com and
JCrew.com;

*  Providingsupplementary servicestoenhancethemainbusinessandraise
thebarrier toentry, suchasCitibank’ sonline personal banking services
throughciti.com; and

*  Providinguniqueinterfacesto support customer shopping experiences
(e.g., Amazon’s one-click ordering interface and Peapod’ s grocery
shoppinginterface).

L argecustomer communities, unique branding of productsand services, and
exclusive brands help to attract new customers. Exclusive products and
services help to build long-term customer loyalty and retention. Internet
technol ogy hasal so enabled companiesto create brand recognition through
their uniqueuser interfacedesignfor transaction support.

Customer Satisfaction

Customer sati sfactionisamajor factor inretaininglong-term customersand can
indirectly attract new customersthroughreferral . Researchershaveusedthe
confirmation/disconfirmation (C/D) paradigmto explaincustomer perception
of performanceand quality (Anderson & Sullivan, 1993; Fournier & Mick,
1999). The C/D paradigm states that customer satisfaction stems from a
customer’ s comparison of post-purchase and post-usage evaluation of a
product withtheexpectation prior topurchase(Achimetal.,2001). Oliver and
Swan (1989) suggest that customer satisfaction occurswhenthe purchasing
experienceand after-sal esservicemeet thecustomer’ sexpectation. Customer
satisfactionisoftenviewed asacumul ativeexperience, measured asthegeneral
level of satisfaction based on the overall experience with the firm (e.g.,
Garbarino & Johnson, 1999). So CRM tactics, implemented acrossmultiple
channels, canformacumulative customer experience.

Silk and Kalwani (1982) suggest that fairnessand easeintheordering process
affect consumer satisfaction after purchase. If customersfeel they arebeing
treatedfairly andfeel easy withtheordering process, they aremorelikely tobe
satisfied withtheproducts. Extending thisfinding to thee-commercecontext,
onecan suggest that user interfaceand usability arefactorsthat contributeto
good customer satisfaction. Thereexistsahigh correl ation between perceived
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convenienceand customer satisfactionwiththeproductsand servicessoldon
the Internet (Lee & Ahn, 1999). For e-commerce, low price, low asset
specificity, and clear description areimportant product and servicecharacter-
isticsthat attract onlineshoppers.

Therefore, ane-commercesiteshouldincorporatethefollowing featuresto
build customer satisfaction:

*  Widevariety andlower priceproducts,

»  Useful descriptionsand pricecomparisonfor productsand services,
o Sdf-servicecapability;

»  Self-help, FAQ, and help contact services;

»  Easy-to-usetransactioninterface;

»  Easy-to-understandtext, images, and animationto communicatewiththe
customers,

*  Accurateinformation about productsand servicesto support pre-pur-
chaseservices,

*  Company details;

»  Searchenginesforinformationsearching;

*  Productreviewsanddiscussion;

»  Different paymentanddelivery options;

*  Recommendationsfor alternate product and services,
e Comparableproductsand serviceswithlower prices,
*  Purchaseanddeivery confirmation;

*  Follow-upe-mail notificationfor product and servicestatus;
*  Anordertracking method;

*  Follow-upsurveysfor customer feedback; and

e Easyoptionsfor product return.

Thequality of informationandinterfacedesignfor information searchonane-
commerce site helps to draw new customers. For transaction and service
support, goodinterfacedesignand usability of theshopping cart arecritical to
acustomer’ sshopping or serviceexperience. Availability of timely post-sales
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support, such asorder tracking and responseto customer inquiry, contributes
to customer satisfactionandretention.

Customization

Customizationin CRM refersto theentiremarketing mix —communications,
products, services, processes, prices, and channels. Lee and Shu (2001)
emphasizethat thelevel of customization hel psto shapecustomers' perception
of quality inproductsand services. By tail oring productsand servicesto meet
individual customers’ needsand preferences, acompany canfulfill and exceed
customer expectationsandincreasetheir perception of product quality. By
usingthe ACSI model, L eeand Shu (2001) demonstrate how the perceived
guality and perceived valueof aproduct contributeto customer satisfactionin
amulti-layer fashion.

Masscustomi zationtactics, such aspersonalized direct e-mail sand product
recommendations, areessential to eCRM. Asacquiringinformation about
customersisessential torelationship marketing, thel nternet technology has
madeit easier for companiesto coll ect dataabout customer profilesand online
activities. Winer (2001) emphasizesthat building acustomer databaseisthe
first steptowardsan eCRM solution. Hismodel involvesthefollowing steps:
(1) build adatabase of customer activities, (2) analyzecustomer activities, (3)
determinethetarget customers, (4) devel optool totarget thesecustomers, (5)
implement privacy issues, and (6) definemetricsfor measuring thesuccessof
CRM program. After understanding thecustomer activitiesand sel ecting target
customers, the company can proceed to creating products and services.
Companiesshould characterizetheir customersasproduct makersrather than
product takers.

Personalizationtechniquescan beusedto customizeonlineinteractionswithe-
commercecustomers. Commontechniquesinvolvecollaborativefiltering, rule-
based, andintelligent agent-based methods. Amazon.com hasapplied these
techniquesnot only for pre-sal esproduct recommendations, but alsofor one
of their loyalty programsin the form of Gold Box special promotions. A
registered customer hasopportunitiestoreceivediscount promotionsinatimed
presentation, but only once. The Gold Box servicerememberswhat itemshave
already been shown to the same customer. Customers can also configure
products and servicesthat they areinterested in purchasing. For example,
Peapod.comallowscustomersto create personalized shoppinglists, which, in
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turn, enables customers to tailor their shopping experiences and product
choices. These forms of customization allow companies to capitalize on
customer -initiated communicationsand interactions. Inthelong run, both
firm-based and customer-initiated customization approaches can lead to
cumul ativepositivecustomer experiencewiththeproducts, services, andthe
Website.

An e-commerce site can customize its content, products, and services by
providingthefollowingfeatures:

* A personal pagedisplay, suchas“my bookstore” and*“ my newsbox”;

»  Sdf profileand preferenceupdatewith sel f-management capability;

o  Self-help, FAQ, and question posting capability;

*  Recommendationsfor productsand servicesbased on the customer’s
personal profile;

*  Customer purchasehistory, delivery history, and account status,

* Incentivesaccordingto customer preference; and

*  Personal services—rememberingthecustomer’ sdelivery address, per-
sonal reminders, previous search results, contact lists of friends and
families, andsoforth.

Customization featurescan beimplementedinall threephasesof CRM. To
support pre-sal esactivities, customi zation can beapplied by providing custom-
erswith product recommendationsand the capabilitiesto create their own
profilesand preferences. Customized order transaction processesfacilitatethe
salesphase. Featuresthat hel p to customi ze post-purchase support, such ase-
mai | promotionnotifications, delivery tracking, and sel f-management capability
for updating profilesand preferencesareimportant for customer retention.

Trust

Trustisoneof themost widely examined and confirmed constructsinrel ation-
ship marketing research. Thereisthenotionthat trust constitutesthebelief,
attitude, or expectation of aparty that therel ationship partner’ sbehavior or its
outcomeswill benefitthetrusting party itself (Andaleeb & Anwar, 1996). Trust
isbuiltonthelevel of risk, whichcan bedetermined by network infrastructure,
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Web and mobile applications, customer privacy issues, security of data
transfer, and systemauthentication (Lee& Ahn, 1999). Ononehand, easy-to-
usesysteminterfaces, consi stent and compl eteinformation, reliableconnectiv-
ity, and sufficient customer support ensure customer trust. Ontheother hand,
ahighlevel of perceivedrisk associated with these system featuresmay result
incustomer hesitationfor performingtransactionsviathemobilechannel (Chan
& Fang, 2003).

Onlinetrustisbased ontheuser’ sinternet experience. Reputation contributes
to“trust belief” and“trustintention”. Thus, third-party endorsement andicons
placed one-commercesitescan affect consumer trust (M cKnight, Choudhury
& Kacmar, 2000). Trustis”thewillingnessof aparty to bevulnerabletothe
actionsof another party based ontheexpectationsthat the other will perform
aparticular actionimportant tothetrustor, irrespectiveof theability tomonitor
or control theother party” (Mayer, Davis& Schooman, 1995, p. 712). This
definition accentuates vulnerability, which is not just risk-taking but the
willingnessto take risks. Ambrose and Johnson (1999) have applied this
definitiontotheonlineretailing environment. I nthisenvironment, theabsence
of face-to-face interaction between the buyer and the seller increases the
buyer’ svulnerability. Customer perceptionsof asite’ sassuranceof privacy
and security influencetrust. Thus, ahighlevel of perceived risk affectsa
customer’ sintentionto carry out thetransactionsonline.

Trust al so affectscustomer satisfaction and customer loyalty, andit directly
influencestheeffectivenessof theeCRM strategy. Therefore, ane-commerce
siteneedsto build customer trust by incorporating thefollowing features:

»  Consistent product and serviceinformation;

*  Product information that embodies brand equity, transience, quality,
variety, availability, aswell ascompetitivenessand optionsfor customization;

*  Priceinformationand payment options;

* A privacy statement to guarantee that customer information is kept
confidentid,;

»  Security measurement suchasadigital certificate, public-key cryptogra-
phy, authenticity, integrity, confidentiality, non-repudiation, andthird-
party verify signature, and SSL ;

*  Proper authentication mechanism;
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e Securepaymentandtransmission; and
Helpdesk support.

Trust featuresareimportant to all threephasesof CRM. Privacy statements

should bethorough, and authentication mechanismsaswell asthird-party

signaturesshould be prominently demonstrated for new customers. Secure

transactionsareessential for bringing back repeat customers.

Applying the Framework

To explore the applicability of the proposed framework, we conducted a
cognitivewalkthrough of e-commercesitesand their corresponding mobile

sitesfor thePalm OSplatform. Weal so devel oped achecklist (in Appendix)
based ontheframework to guidethecognitivewal kthrough. Thechoiceof Pam

Table 2. Summary of eCRM and mCRM — Amazon.com (books)

Factors\ Phases Acquisition Sales/Service Retention
Customer Loyalty (W) Online book (C) Coupon available for (W) Gold box
community redeem (C) E-mail for purchase

discount and promotional free
shipping

Branding

(W) Online community for
review and discussion
(W) Purchase certificate

(W) Used books and price
info to facilitate other
buying options

(C) One-click order

(M) Simple product browsing
access anywhere anytime
(W) Amazon credit card

Customer Satisfaction

(C) A Variety of products
are available.

(W) Promotion product -
books, music, special deals,
electronic, games

(W) Price comparison

(C) Book search

(W) New hard copy, paper
back and used books are
available with price
comparison.

(C) Book review

(C) Cross sales - customer
also buy items)

(C) E-mail confirmation

(W) Purchase tracking

(W) Full online support, FAQ
and contact number
(M)Simple FAQ

Customization

(W) News, preferences, and
personal recommendation
display on thefirst page
(W) Personal wish list

(W) Provide baby and
wedding registry services

(C) Require sign on for
purchase

(C) Access profile from the
web

(C) Ableto modify delivery
information

(W) Provide friend and family
occasion reminder

(W) Personal order and
personal recommendation
avalableat signin

(M) Simple book purchase
link on top of the first page

Trust

(C) Security guarantee on
personal profile

(C) Sign on required for
purchase
(C) Security indication

(C) Profileis saved on the
Web

(C) Address and purchase
information can be modified
(W) Preference can only be
modified on the Web

(C) Common Feature

(W) Web Feature Only

(M) Mobile Feature Only
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Table 3. Summary of eCRM and mCRM — United Airline (Flight)

Factors\ Phases

Acquisition

Sales/Service

Retention

Customer Loyalty

(C) Mileage plus program is
associated with the customer
purchase

(W) Redeem award

(C) Mileage Plus summary
(C) Award availability
(C) Upgrade status

cruise

(W) Price comparison
(W) Spanish version
support

(W) Serviceinformation
(W) Company details

Branding (C) Flight schedule and (M) Upgrade, travel awards,
arrival/departure detail and red carpet club areon
(W) About United, united thefirst page
product and service, contact
United
Customer (W) Promotion travel (C) Book/purchase a flight (C) My itinerary
Satisfaction packages, special deals, and | (C) Flight availability (C) Flight status

(W) Seat selection

(W) Detailed price
comparison

(W) Electronic and non-
electronic tickets

(M) Only electronic tickets

(C) Flight paging request
registration

Customization

(W) After sign on,
preference page display
with personal preference of
price dert

(C) Signon or fill in mileage
plus member number is
necessary for both platforms.

(W) E-mail promotion
registration and preference
change

(M)Book aflight, flight
status, my itinerary, travel
awards are on the first page

Trust

(W) Sign up can only
perform on Web site

(W) Customer address,
profile and form of payment
can only be changed on Web
Site

(C) Both platforms indicate
secure transaction

(C) Profileis saved on the
Web

(M) Required to be mileage
plus customer with current
profile for access

(C) Common Feature

(W) Web Feature Only

(M) Mobile Feature Only

OS version of mobile sites allowed us to evaluate a wider range of CRM
features, because Palm handhel d deviceshaverelatively larger screensand
support moreinterfacefeaturesthan WAPphonesdo. OnthePalm.Net site,
wedownloaded thewirel essapplicationsfor selected sitesontothePalm V|
devicepriortotheevaluation.

For illustration purpose, thischapter includesthreeexampl es— A mazon.com,
United Airlines(united.com), and USA Today (usatoday.com). Thesethree
sitesrepresenttheretail, travel, and newsportal industries. Tables2, 3,and 4
summarizeobservationsgenerated fromthethreecognitivewal kthrough stud-
ies. Commonfeaturesappearing on boththeWeb and themobilechannelsare
notedas“C”. Featuresonly availableontheWeb channel or themobilechannel
arenotedas“W” or “M” respectively.

Fromthesethreeexamples, we observethat eCRM supportsall three phases
of firm-customer interactions— acquisition of new customers, sales/services,
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Table 4. Summary of eCRM and mCRM — USA Today

Factors\ Phases

Acquisition

Sales/Service

Retention

Customer Loyalty

(W) Provide incentive for
online subscriber

(W) Online subscribe with
American Express, earn
member reward

(W) With signonid, the
Web site recognizes
subscriber

Branding

(C) Well known and
reputation newspaper
(W) Online archive search

(W) Can online purchase
full archive USAToday
article or get free version
of the brief highlight

Customer Satisfaction

(W) Attractive front screen
design

(C) Oneclick to the latest
news (highlights)

(W) Search engine
available

(C) About USAToday

(W) Provide quick tour and
sample complete online
paper for new customer

(W) Search engine
available

(C) News display by
category

(W) Online stock quote
inquiry

(W) More real time news
update

(W) Provide online
subscription process

(W) FAQ and feedback are
available

(W) Provide electronic version
of USAToday complete copy
online (with subscription)
(W) Online report with
delivery problem

(W) Confirmation to
subscription

Customization

(W) Customize to favorite
columnist

(W) Customize local
weather display

(W) Can subscribe asa
gift to someone else

(W) Online profile and
preference management
(W) Online address and
password maintenance

(W) Current subscriber can
retrieve past issues of paper
online

(W) Online and e-mail
reminder for when
subscription is up

Trust

(W) Provide quick tour and
sample complete online
paper for new customer
(W) Subscriber is provided
with decure login
authentication

(W) Partner with American
Express

(W) Provide multiple
payment options

(W) Online bill pay
services

(W) Confirmation to
subscription

(W) E-mail notification for
subscription

(C) Common Feature (W) Web Feature Only (M) Mobile Feature Only

andretention of existing customersthrough cross-sell, salespromotion, and
loyalty programs. In contrast, mMCRM focusesprimarily on supporting and
retai ning existing e-commercecustomers, littleattentionisfocused onacquisi-
tion of new customers.

M obilesitesrequirecustomersor subscriberstoregister onlinefirst, particu-
larly for sitesinvolvingtransactions(Figurel). Itisnot easy for new customers
toinitiaterelationshipswithacompany onthemobilesite. However, newssites,
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Figure 1. Web customer registration interface and mobile logon
authentication for United.com

Figure 2: Web Customer Registration Interface and Mobile Logon Authentication for United.com

likeUSA Today, duetothetime-sensitivenatureof their services, seem better
positioned to attract new customers. For all threesites, the mobile channel
provideslimited customer support. Other than limited product and service
information, customer self-helpand self-configurationdelivery arenot avail -
ableonthemobilesite. Mobilecustomersneedtorefer problemsor questions
back to the Web site.

Ingeneral, themobilesiteemphasizesinformationdelivery. Transactionand
registrationfunctionsarecarried out ontheWeb sites. Among thethreesites
illustratedinthischapter, themobilesite of USA Today, becauseof itsfocus
on content, offers the least amount of services for retention purpose. In
comparison, themobilesitesfor Amazon and United Airlinesincludemore
mobile servicesfor salestransaction and post-sal essupport. United Airlines
providesamore completerange of mobile servicesto meet the needsof its
mobilecustomers.

Therefore, themobilechannel supplements, rather than substitutes, thel nternet
channel for supporting and retai ning exi sting e-commercecustomers. MCRM
targetsexisting customerswhoare: (a) frequent userswithahigh purchaserate
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Figure 2. Web and mobile front screen for United.com

and strong brand loyalty, and (b) in need of “on the move” services and
spontaneousshopping. Asillustratedin Figure2, United Airlines' mobilesite
containstheessential informationandfeaturesfor afrequent traveler whois
already aregistered Mileage Plusmember. Figure 3 showsthat customerswho
chosetoaccessAmazon’ smobilesitemust overcomemany interfacebarriers
to accessthemobileservices. Thesecustomersmay already haveastrong
commitment tothebrand of Amazon.

Figure 3. Web and mobile book search and book matching display for
Amazon.com
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Resear ch Directions

Drawing fromtheliterature review and the analysis of eCRM and mCRM
presentedinthischapter, weidentify several implicationsandissuesfor future
research.

The Relationship between eCRM and mCRM

A company’ se-commerceWeb siteservesastheprimary channel for building
and managing rel ationshipswith e-customers. The current state of wireless
communicationtechnol ogy limitstherol eof themobilechannel insupporting
customer needs. It seemsmoreeffectivetousethemobilechannel for retention
of asmall number of frequent and loyal customerswho havemobileneeds. For
e-commercesitesthat emphasize complex transactionsand interactions, a
simpler version of these interactions and information delivery should be
provided for mobileusers. Companiesshould usetheprofileand preference
datafromregistered frequent usersindesigning appropriatemobileservices.
Further researchisneededto validate therel ationship between eCRM and
MCRM inseveral areas:

* HowareeCRM and mCRM featuresimplemented in other sectors of
onlineretailing, service, and content portals? How are these features
implemented acrossthree CRM phases?

*  What servicesareprovided onboth channel sS?How consistently arethese
servicesimplemented on both channel s?

*  What arecharacteristicsof best practicefor eCRM and mCRM?
AremCRM featuresmost oftenimplemented for retention purpose?

*  Howdocompaniesmaptheir mCRM todifferent wirel esstechnol ogy
platforms?

Coordination of CRM across Multiple Channels

Beyond thelnternet and the mobile channels, companiesshould develop a
synergisticapproachtocoordinating CRM strategiesacrossmultiplechannels
inorder to optimizecustomer satisfaction. For example, ahotel could provide
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aWebsitefor gueststo conduct product and servicesearch, compareprices
and services, and makereservations. Registered guestscan usetheir mobile
devicesto check and update reservations, and for advance room check-in
whenthey areontheroad. Thehotel could send e-mail alertsand location-
based information according to the guest’ s profile and preference. These
interactionscould becoordinated withthetraditional in-hotel servicestooffer
thefrequent guestsanintegrated experience. Further research should examine
multi-channel CRM insevera areas.

*  How shouldthefirm-customer interactionsbe mapped acrosstheentire
processof customer lifecycletoidentify touch pointsfor interactions?

*  What criteriashould be considered to guide the process mapping and
requirement analysis?

*  Howcouldtheinformationgathered fromdifferent channel sbeintegrated
toformacomprehensivecustomer profile?

The Tradeoff among CRM Factors

Thefive CRM factorsemphasizedintheproposed framework seemto play
differentrolesineCRM and mCRM; eachfactor al so affectsthefirm-customer
interactionsdifferently. Our limited examplesshow that customer loyalty,
customer satisfaction, and customizationfactorsare moreprominently pre-
sented ontransaction-based mobilesitesthan brandingandtrust factors. These
fiveCRM factorsareinter-rel ated. Futureresearch shouldempirically examine
their individual and collectiveimpact of thesefactorsoneCRM and mCRM.
Researchers should construct and test the underlying model in the mobile
environment to examinewhichfactorsaremost important tomobilecustomers.
Findingson specificmCRM featuresfor transaction support and retentionwill
improvetheunderstanding of specific CRM tactics.

*  HowdothefiveCRM factorsrel ateto oneanother in supporting customer
acquisition, shopping experience, and customer retention?

*  Whichfactorsaremostimportant for mMCRM?
*  Whichfactorsaremostimportant for eCRM?
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*  Areloyalty, customization, and customer sati sfactionfactorsmoreimpor-
tant thantrust and branding factorsfor mobilecustomers?

*  What kind of trade-offsamong CRM factors should be considered to
strengthenlong-term customer rel ationship?

MCRM and Customer Acquisition

Our analysisreveal sthat themobilechannel currently playsalimitedrolein
customer acquisition. Advantagesof |ocation- and context-based marketing
and mobile commerceremain conceptual ly sound but are not substantiated.
L ocation-awareadvertisingisprimarily text based. However, theintroduction
of third-generation mobile network and multimedi a-enabled mobiledevices
may changethe mobilecommerce environment. A recent study (Oh & Xu,
2003), anexploratory simulation, showsthat multimedial ocation-aware ad-
vertising messages|edtofavorableattitudesandincreasedintentiontoreuse
themobileadvertising service. Morecreativemobileservicesfor attracting new
customerswill emerge. Inthemeantime, researcherswill need to address:

*  How couldlocation-awareand context-awaretechnol ogy beeffectively
used to attract new customers?

*  What arekey concernsof new customersin sel ecting mobilecommerce
Sites?

*  Howcanmultimediatechnol ogy and short text messagesbebest designed
toattract new mobilecustomers?

Usability and Personalization Issues for mCRM

As technology advances, a wider range of wireless applications may be
introduced. Futureresearch onusability for wirelessapplications(Chanetal .,
2002; Chan & Fang, 2003) and personali zed content adaptation (Zhang, 2003;
Zhou & Chan, 2003) may contributeto moreeffectiveuseof themobileWeb
for relationship buildingwith customers. Uniquemobilefeaturesappear to be
implemented mostly by content adaptation so the mobile users can access
essential servicesandinformation moreefficiently ontheir handhelddevices.
Futureresearchwill needtoaddress:
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*  How could content and servicesbe personalized for CRM onthemobile
platform?Towhat extent arecurrent personalizationtechniquesuseful to
mCRM?

*  Wouldpersonalizationbemoreimportant formCRM intermsof informa-
tion content, transacti on support, or services?

*  Howdoestheflow of shoppingexperienceusingwirelessdevicesdiffer
fromtheonlineexperience? What aretheimplicationsof suchdifferences
oninterfacedesign?
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Appendix

CRM Feature Checklist

Customer Loyalty

L1 Does the site provide enough information about the loyalty program?

L2 Does the site provide ways to join the loyalty program?

L3 Does the site provide a persona account?

L4 Does the site provide information about purchase history and shipping status?

L5 Does the site provide personalized services for repeat customers?

L6 Does the site provide frequent buyer incentives (discount or personal upgrade
services)?

L7 Does the site provide a specia page for status customers — Status page, upgrade
options, redeem procedures, and special discount / promotion?

L8 Does the site provide specia services for frequent buyers — no cost delivery, priority
seating, or 2 clicks checkout?

L9 Does the site actively collect feedback from frequent customers?

anding
Bl Does the site have large customer community and provide chat room, discussion
sessions, and product reviews?

B2 Does the site provide specia service that differentiates it from other sites?

B3 Does the site provide exclusive brand name products?

B4 Does this site include exclusive interfaces to support order processing?

B5 Does the site provide supplementary services, which are associated with the
traditional business services and high barrier of entry: Banking, Ameritrade, and
American Express Credit Card?

oo0o0o Owo O O Oooooo

Customer Satisfaction:

a|s1 Does the site provide good variety and lower price products?

a|s2 Does the site provide good descriptions and price comparison for product and
services (extensive feature description and product performance)?

Q|s3 Does the site provide self-management capability?

Q|+ Is the transaction interface design easy to understand?

a|ss Does the site provide good text, images, and animation to communicate with their
customers?

a|S6 Does the site provide pre-sale services — accuracy product and services information?

a|s7 Does the site provide company detail ?

a|s8 Does the site provide search engine for information searching?

Q[ s9 Does the site provide product review or discussion groups?

O [ S10 | Doesthe site provide different payment options?

U | S11 | Doesthe site provide different delivery options?

O | S12 | Doesthe site provide aternate product and services suggestions?

O | S13 | Doesthe site provide comparable product and services with lower price?

O | S14 | Doesthe site provide confirmation with purchase and delivery?

O [ S15 | Doesthe site provide self-help, FAQ, and help contact services?

Q | S16 | Doesthe site provide follow-up email notification for product and services status?

O | S17 | Doesthe site provide order-tracking method?

O | S18 | Doesthe site provide follow-up survey for customer feedback?

O [ S19 | Doesthe site provide easy way for product defective or unwanted return?
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Customization

a(c Does the site provide persona page display?

aj|c2 Does the site provide self-profile and preference update (self-management
capability)?

a|C3 Does the site provide self-help, FAQ, and question posting capability?

a|c4 Does the site provide recommendations for product and services based on personal
profile?

a | C5 Does the site provide customer purchase history, delivery history, and account
status?

a | C6 Does the site provide incentives according to customer preference?

a|c7 Does the site provide persona services — remembering delivery address, personal
remainder, previous search result, friends and family contact list, etc?

Trust

a|T1 Does the site present consistent information?

a | T2 Does the site present product information with brand equity, transience, quality,
variety, customization, competitiveness and availability?

a | T3 Are the price and payment options available?

(T4 Does the site present a privacy statement to guarantee that customer information
confidential?

Q|75 Does the site present security measurements such as: digital certificate, public-key
cryptography, authenticity, integrity, confidentiality, non-repudiation, attributes of
the system (benevolence, competency, predictability), third party verifies signature,
and SSL?

a|T6 Does the site present the proper authentication mechanism?

Q|77 Is secure payment (payment gateway, firewalls and encryption) and transmission
available?

Q| T8 Does the site provide help desk support?
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Chapter I 1

PresentingL argeand
ComplexInformation
Setson
M obileHandhelds

B. Karstens, University of Rostock, Germany
R. Rosenbaum, University of Rostock, Germany

H. Schumann, University of Rostock, Germany

Abstract

The opportunity to access information at any time and any place caused
a boomin the development of small mobile devicesin recent years. Due
to their application, these handhel ds become smaller and handier, which
leads to new challenges in human-computer interaction. Due to limited
resour ces of these devices new paradigms for information presentation
and interaction facilities are needed. We take this into account by
applying concepts for interaction and display of information from the
field of infor mation visualization to mobil e pocket-sized devices. Wefocus
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on concrete problems caused by presenting huge images and large
hierarchies in such environments. Moreover, we introduce an effective
technique for browsing the World Wide Web via mobile handhelds. The
presented techniquesoffer animproved support in navigation, orientation
and interaction that enables the user to browse, interpret and handle
presented information much more easily.

| ntroduction

Small mobiledeviceshavebecomemorepowerful and popular inrecent years,
and areused in different application areas. Typical examplesare personal
mobilenavigation systems. However, inthefuture, thewirelessand mobile
accessof dataandinformationvialittlehandhel dswill becomeaspopular as
browsingtheWorld WideWeb. Since mobilehandhel dssuffer fromlimited
resources, likescreen space, interactionfacilitiesand computational power,
new paradigmsfor presenting and exploring complex information on such
devicesareneeded.

Ontheother hand, inrecent yearsthevisualization of complex information
spaceshasevolvedtoanimportant and innovativeareain computer graphics.
A variety of novel visualization approaches and frameworks have been
devel oped and proposed. Neverthel ess, these approachesweredesigned for
stationary devices, and using them for mobile handhel dsleadsto unsolved
problems.

Thischapter focuseson the presentati on of complex information on pocket-
sized devices. | nformation can berepresented graphically or by abstract data
sets. Duetothereasonthat both typesrequiredifferent treatment for presen-
tation purposes, wewant to discussthem separately.

Graphical information can bedescribed in many ways, for exampleby text,
images, video, or combinationsof them. Todiscusstypical problems, welimit
our considerationstoonemainandfrequently used class: still images. Here, we
focusonraster graphi csand show how special presentati ontechniquescanbe
usedto solvetheproblem of exploringlargeimagesonsmall displays(third
section).

Non-graphical, for example, abstract information, can al so bedescribed by a
widerangeof representations. However, themain challengefor representation
isto support the navigation and orientation in often complex information
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spaces. Thiscanbedoneby presentingthebas c structuresof theseinformation
spaces. Wediscussthistopic by twotypical examplesinthefourth section.

Webring these both basic approachestogether by considering onetypical,
well-knownandwidely used application: browsingtheWebviamobiledevices
(thefifthsection). Futurework and conclusionscloseour contributioninthel ast
section.

Togivetheinterested reader anoverview of existingandbasal work inthisarea,
webriefly describethebasicsinthefollowing section.

Current Problems and State-of-the-Art

Although hardwareof mobiledevicesissteadily improved, themainlimitations
arestill thesame and can be stated aslack of

e  Screensize/resolutionand
*  Processingpower.

Moreover, duetothesizeof mobiledevices, whichmight becomeevensmaller
inthefuture, thesetwolimitationsseemunlikely todecreaseduringthenext few
years. Ontheother hand, availableinformation setsareincreasingfromday to
day. Therefore, new strategiesfor dataaccess, presentation, andinteraction
must be devel opedinorder to present such complex information on mobile
handhelds.

Onepossiblestrategy isthe useof advanced information visualizationtech-
niques. Althoughtheapproachesinthefield of informationvisualizationhave
mostly beendesignedfor stationary devices, they focusonthesameproblem:
presentation of hugeamountsof informationonlimited screenareas. Mainly
three conceptsareappliedto solvetheproblem:

»  Efficient useof screen spaceby special presentationtechniques.

So-called Focus & ConTexT-TECHNIQUES areapopular exampleof this
approach (see Keahey, 1998; Leung & Apperley, 1994). Thesetech-
niquescombineafocusview, which showsapart of thelayout at ahigh
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degreeof detail, and acontext view, which presentsthewhol einformation
inlower detail toprovideanoverview. Dependingonthedistancefromthe
focus, thecontextisdistorted in respect of spacerequirements. These
conceptscan beusedfor information presentation on mobilehandhel dsas
well (Bjorketal., 1999; Buyukoktenetal., 2000; Fishersetal., 1997).
Toavoiddistortion, focusand context can bedisplayedintwo different
images. Thismethodiscalledoverview & petaiL (Cardetal., 1999). We
apply theseprinciplesinthethird section.

*  Visualizingthestructureof hugeinformation setsto support navigation
and orientation.

Thevisualization of anunderlyinginformationstructureisinteresting,
especially for mobileenvironments. Sincethe screen space of mobile
handheldsisvery limited, wecan presentrelatively small partsof informa-
tiononly. Thus, itisnecessary to support thesearchfor special information
toavoidextensivescrollingand panning. Thiscan bedoneby showingthe
relationships between information objects. A number of customized
methodstovisualizetheinformation structurehavebeendevel oped. We
can distingui sh between methodspresenting hierarchical structuresand
methodsfor moregeneral classesof networks. Hierarchical methodsare
well capablefor mobilehandhel ds, sincethenumber of presented nodes
(orinformation, generally spoken) can becontrolled effectively (seethe
fourth section).

*  Reducingtheamount of presented informationinan appropriateway
by usinginformation hiding.
A basic approach of information hiding is the FiLTErR FISHEYE ViIEW
(Furnas, 1981), whereinformationishidden based onthedistancetoa
pointof interest. Another exampleistheinteresting approachof Talval saari
(1999), which can be considered as an abstraction of a certain set of
information objects. Thus, thevisibility of informationiscontrolled by a
radial movement of theobjectsinto or out of the Event Horizon. Further
examplesforinformationhiding are, for example, SEcTioNn OUTLINING
based on text filtering and generation of abstracts (Brown & Weihl,
1996), or Power Browser (Buyukoktenet al., 2000) withimageremoval
or scaling. However, information hiding a sorequiressuitableinteraction
mechanismsto explorethehiddeninformation. Inthefifth sectionwe
describehow these conceptscan be used, extended, and combined with
interactiontechniquesto browsetheWorld WideWeb.
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Weusethese conceptsto display compl ex information on mobilehandheldsas
follows

*  Forlargeimages, weapply certain presentation techniques,
»  forabstract data, weapply methodsfrom structurevisualization, and
* informationhidingisusedto enablean appropriate Web browsing.

Theintroduced techniques, now discussed in moredetail, offer apowerful
approach for information presentation and can be used to display complex
information setson mobiledevices.

Presenting Graphical Information —
Displaying L arge I mages

Inmobileenvironments, thesi zeof largeimagesoften exceedsthedisplay area
of theuser’ soutput device. Therearetoo many pixelsthat havetobedisplayed
eligibly. Thisproblemisrelatedtohitchesininformationvisuaization, wherethe
content of hundreds of thousands of different valueshasto be represented
suitably. Inthissection, wewant to describe how certain presentation tech-
niquesfrominformationvisualization can beusedtodisplay largeimages.

Thebasisof every presentationtechniqueisthetransformation of theimage
fromalogical to adisplay coordinate system. Thetransformationfunction
dependsonthe used presentation technique and theavail abledisplay space.
The2D-logical coordinatesystem containstheundistorted pixel representation
of the image to display. These image data are mapped into a 2D-display
coordinatesystem, whichrepresentstheavailabledisplay areaof themobile
device.

Zoom & Pan

Theway often usedto overcomethelimitation of alimited screensizeisto pan
theundistorted imagedepending ontheviewer’ scurrentinterests. Thisway of
view and interactionisdonein every windows-like GUI, for example, the
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Windows© operating systemfamily, wheretheactual contentisdisplayedon
thescreeninseparatewindows. Duetothelimited sizeof asinglewindow, a
user hasto chooseanimageareaheor shewantsto seeby adjusting avertical
andahorizontal dider, whichindicatetherel ativeposition of thedisplayedarea
tothewholeimage. By using sliders, the user selectsan areainthelogical
coordinatesystem, which hasnearly thesamesi zeastheavail abledisplay space
inthedisplay coordinatesystem. Hence, thetransformation functionsimply
consists in a pixel mapping from one area to another. If panning is used
exclusively, theuser hasnoinformation about other areasof theimageuntil he
or shepanstothese specificregions. Furthermore, after theuser leaveshisor
her current view, all informationabout thispositionisdiscardedandwill beno
longer displayed. So, if theuser needsthisinformationany longer, heor shehas
to bear thisin mind, maybe even together with the current position. This
demandsaviewer’ scompleteattentionandisrather complicated, especially on
mobile handhel ds. Sometimesthistechniqueiscombined withzooming. By
doing so, thesel ected areainthel ogical coordinatesystem hasanother sizethan
the display area and the transformation function has to scale the image
informationtotheavailabledisplay space. Itsactual sizedependsonthezoom
factor. Zooming allowsahierarchical view of theimageand givestheuser a
better understanding of thewhol eimageinformation. Likeordinary panning, it
iseasy toimplement, but needsmore processing power sinceand additional
scaling must beexecuted. Furthermore, if theuser wantsto seeanimagedetail
together with the context thistechnique cannot beapplied.

TheRecTANGULAR FISHEYE-VIEW

Oneof thetechniguesthat can beused in mobiledevicesto combinethedisplay
of image details with additional context information isthe RECTANGULAR
FisHEYE-View (Rauschenbach, 1999). Thiskind of view belongstotheclass
of Focus & ConTexT techniques, which embed the detailed information
directly into the context. To be ableto display large parts of the image as
contextinformation, they haveto bedistorted. Focus & ConTexT techniques
aregenerally based onthereasonabl e assumptionthat theinterest of theuser
for aspecificimageregiondecreaseswiththedistancefromthedetail. Thisis
used by the RectancLE FisHEYE-ViEw by applying different distortionsto
different partsof theimage, startingwithlessdistortion near thefocusto strong
distortion near thebordersof theavailabledisplay size(Figure 1a). Basedon
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Rauschenbachetal. 2001), wesuggest threedifferentimplementationsof the
transformationfunctionwith respect tothedistortion of thecontext:

* uniform context scaling: thecompleteimageinthelogical coordinate
systemisdividedintoafocusand asurrounding context belt. Tomapthe
context onthedisplay coordinatesystem, thecontext beltisdividedinto
non-overlapping areas, each of them reaching fromthefocustooneof the
displaysborders. To every context areaauniform scaling isapplied,
depending onitssizeinthelogical and display coordinatesystem. The
uniformscalingisastraightforward and, because of application of the
scalingtolargeareas, computationally inexpensiveway of mappingthe
context tothedisplay area. A disadvantageof thismethodisaroused by
thescaling, which causesavisi blediscontinuity onthetransitionsbetween
focusand context.

*  belt-based context scaling: thismore complex implementation of the
transformation functionusesmorethan onecontext belttoallow amore
adapted scaling of thecontent. Every beltiscreatedinthe sameway as
inuniform scaling, apart fromthefact that beltsnear thefocusareless
scaled than beltsonthedisplaysborders. The use of morethan onebelt
leadsto decreased visual discontinuities, but they cannot befully re-
moved. Furthermore, it needsmorecomputational power thantheuniform
scaling, which cannot beneglected for mobiledevices.

* non-uniform context scaling: With thismethod therequirement of a
smoothtransitionfromthefocustothecontext can beachieved. Thebelt
layout isthesameasintheuniform case—asinglecontext beltisused.
Unliketheformer case, thecontext scalingfactor iscontinually decreasing
withincreasing distancefromthefocus. Conceptually, thisscalingmode
can be seen ascomposi ng the context of avery largenumber of narrow
context belts, which causes a considerable amount of computational
power and aslow screenrefreshif thefocusismoved duringinteraction.
Thismethod | eadsto the best visual results, but can beinapplicableto
mobiledeviceswithvery limited processing power.

Asinpanning, thefocusareaiscreated by asimplepixel mapping, besidesthe
fact of aconspi cuoussmaller focuscomparedtotheavailabledisplay area. The
focusitself obtainsitssizeandrelativepositionin both coordinate systems,
whichmakesit rather easy to navigatewithintheimage.
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Figure 1. Examples of image display on small devices (I)

1a) Rectangular FishEye-View 1b) Large Focus-Display

The RecTANGULAR FIsHEYE-VIEW uses most of the available space for the
context display, but in many applicationsthe user israther interested in a
specificdetail thaninthecontext. Insuch casesother solutionsmust befound.

TheLarce Focus-DispLAY

Instead of embedding the focus in the context, DetaiL & OVERVIEW —
techniques (Card et al., 1999) display them separately. Weintroduce this
concept todisplay largeimagesand makeuseof morethanonedistinctregion
to display focus and context. Figure 1b shows the LARGE Focus-DispLAY
(Karstens, Rosenbaum & Schumann, 2003) asan exampl eof suchatechnique.
Here, most of thespaceavail ableat the screen areaisused to view thedetailed
regionof currentinterest. Only asmall part of therepresentation of theimage
inthedisplay coordinatesystemisusedfor acontext overview. Theoverview
isadownscal ed version of theimage, wherethe currently displayed focus
regionishighlighted. Thisallowsapanning-likeappearanceincombinationwith
anadditional view of thewhol econtent and compensatesmost of thedi sadvan-
tagesof ordinary panning. Neverthel ess, the content region hidessomeof the
focusarea, andthisisoneof thedisadvantagesof thismethod. To overcome
this, theplacement of theoverview canbechoseninteractively, whichallows
thecompleteexploration of thefocusregion. Thetransformationfunctionis
quite similar to panning and zooming, which makes it rather fast during
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interaction. Therefore, itisuseful especialy for mobilepalm-sizedevices. The
focusareaiscreated asduring panning, except theareathat isoccupied by the
content. Thisareacontainsadownscal ed version of thewholeimageinthe
logical coordinate system, whichismapped, asduring zooming, toasmaller
areainthedisplay coordinatesystem.

ThePerspPecTiVE OVERVIEW-DIsSPLAY

The PerspecTivE OvERVIEW-DisPLAY IS another example of a DetaiL &
Overview —technique (Figure 2a). Here, two compl etely distinct areasare
usedtodisplay theoverview (top) and detail (bottom) of animage. To save
valuable screen space while displaying the overview, the image has been
perspectively warped. Thehumanrecognitionisquitefamiliar withtheperspec-
tivedistortionand canhandleit very well, whichwasthereasonfor thechoice
of such adistortion. Nevertheless, this makesit necessary to enhance the
transformationfunctiontothismapping. Thedetail isdisplayedinitsoriginal
resol utionusi ng thedescribed panni ng-transformation. Thistechniqueenables
theuser tolook at detail sof animageareaand usethemarked detail areaon
theoverview to navigatethroughtheimage. Despitetheseadvantages, thereare
two disadvantages: theincreased processing effort to computethe perspec-
tively distorted overview, and theunused display spacethat appearsby using
suchadistortion.

Figure 2. Examples of image display on small devices (I1)

2a) Perspective Overview-Display 2b) Transparent Focus-Display
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TheTRraNsPARENT Focus-DispLAY

Lastly, we want to propose atechnique that makes use of propertiesfrom
Focus & ConTexT — as well as DetaiL & Overview — techniques, the
TrANsSPARENT-Focus-DispLAY (Fig. 2b). Todisplay thefocus/detail and con-
text/overview twodifferentimagesareused. Theseimagesarecreated by the
transformationfunction. Todisplay thecontext, thewholeimageinthelogical
coordinatesystemisscaledtotheavailabledisplay size. Thefocusiscreated
asduring panning, but usinganequal or smaller sizethantheavail abledisplay
size. Afterwardstheimagesare combined by thetransformation function by
applyingafixedor time-variant o.-blending. Thisblending canvary fromthe
solid display tothecompl etevani shing of thefocusand can beadjusted by the
user or periodically by thesystem. Thisallowsasimultaneousdisplay of two
distinctimages, eachaslargeastheavail abledisplay size. To changethefocus
currently displayed, theuser can movean areamarked onthe context view,
which allows an easy and fast interaction. The main disadvantage of this
techniqueistheincreased processing power necessary to compute the o-
blending betweentheoverlapping regionsof focusand context. Neverthel ess,
tocreatetheinitial imagesfor thefocusand context only afew transformation
stepsarenecessary.

Implementation |ssues

All techniquesdescribed apply already known conceptsof informationvisual -
izationto solvetheproblem of displayinglargeimagesonsmall screens. The
implementation of thesetechniqueshasshown that they al so canbeusedin
mobileenvironments. However, sincemobilehandheldsarestill limitedintheir
capabilities, likecomputing power or memory, aconcreteimplementation must
usetheavail ableresourcesappropriately. Duetothedifferent waysto present
and to interact with image data on screen, every one of the introduced
techniquesusestheresourcesdifferently. Especially inenvironmentswhere
imagehandling exceedstheavailablecapabilitiesof thedevice, thismight cause
along responsetimeduring interaction or other unpleasant effects, which
constraintheexploration of theimage content. Thus, wewant to givesome
basic statements for the effective implementation and application of the
proposed display techniques, based on Rosenbaum and Tominski (2003).
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1. Panningisfasterthanscaling:

Thisstatement impliesthat display techniquesthat apply mostly panning
todisplay imageareasof interest (e.g., thelargefocus-display) providea
faster response time than techniques that scale the displayed image
contenttoalargeextent (e.g., therectangular fisheye-view).

2.  Asmplescalingof raster dataisfast but leadstolow quality presentations:

Thereareanumber of different methodsto scaleimagecontent. Never-
theless, thereisacorrelation between the computation speed and the
quality of thescal ed content. If more sophisticated scaling approaches,
likefiltered scaling, areapplied, theprocessing speedisingeneral slower
but |eadsto moreappealing presentations. Thisconclusionmight beused
toprovideafast scalingduringinteractionand ahighquality scalingduring
idletime.
3. Additional manipulationof theimage content needsadditional time:

Besides scaling, some presentation techniques (e.g., the perspective
overview- or thetransparent focus-display) call for additional manipula-
tion of the image content to be displayed. Depending on the kind of
manipulation (e.g., perspectivedistortion or blending), thisal so needs
additional processing power to produce the presentation. Such tech-
niquesarenot useful if mobiledeviceswithvery limited processing power,
for example Palm handhelds, are used.

4. Handling of raster dataisfaster than of vector data:

Weal so compared thehandling of raster datawith vector dataand found
that itisin most casesreasonabletowork with raster data(Rosenbaum
& Tominski, 2003). This kind of data can be loaded, processed and
displayedveryfast. Only if ahighquality outputisrequired or thenumber
of primitivesused to describetheimagecontent doesnot exceed acertain
number, using vector dataisthebetter choice.

Based onthesestatements, acertai ndisplay techniquemight haveanadvantage
over othersin specificenvironmentsand circumstances, and adevel oper must
carefully select theright approach. Neverthel ess, besidesthegiventechnical
statements, thereareanumber of points, likeuser preferencesor aconcrete
application, that also influence the choice of an appropriate presentation
techniquetodisplay largegraphical contentsonsmall screens.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Presenting Large and Complex Information Sets on Mobile Handhelds 43

Presenting Abstract Information —
Visualization of Hierarchies

Duetothelimited screen space of mobilehandhel ds, wecanonly present small
parts of an abstract information set at once. Therefore, we need a special
treatment to connect different partsof theinformation set to support navigation
and orientation. One way in doing so is the visualization of relationships
betweenthesedifferent partsof theinformation content.

Thisstructure can beexpressed asagraph, wherethenodesrepresent several
partsof theinformation, and the edgestherel ationsbetweenthem. Several
graph drawing methods have been proposed in the past (Di Battista et
al., 1999). However, it can bedifficult to keep the orientation if we cannot
assurethat all nodescan bedrawn. Ontheother hand, hierarchical structures
allow an efficient control of the number of nodes to be presented. Many
information structuresarehierarchical, for examplefilesystems. Moreover,
graphscanbedecomposedinto hierarchical structures(Abello& Korn, 2000).
Therefore, hierarchical methodscan beappliedto show informationstructures
onmobilehandhelds. A number of customized methodsfor visualizing hierar-
chical structureshavebeendeveloped (Keimetal ., 2002). Inthefollowing, we
want to discusstwo examplesfor visualizing structureson mobilehardware.
First, weadapt aneffectiveapproachfor visualizinghierarchies,theMacic Eve
View (Kreuseler etal., 2000), for our purposes. Secondly, weintroducethe
RectancLE ViEw, amethod that combinesthevisualization of abasic hierarchy
withthedrawing of general graph structures.

MAacic EYE VIEwW

Theoriginal Macic Eve View wasdesignedfor regular PCsor workstations.
Thetechnique is based on a 2D hierarchy layout, which is mapped onto a

Figure 3. Projection rays before and after moving p,
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hemisphere such that each hierarchy node islocated at the hemisphere’'s
surfaceafter themapping. Furthermore, aprojectionisintroducedinorder to
achievearocus& conText display. Applyingthisprojectionallowssmooth
transitionsbetween focusareaand context regions. For thisprojection, rays
arecomputed fromthecenter of projectionp , whichisinitially located at the
hemisphere’ soriginthrough eachnodeonthehemisphere; thatis, thedirections
of theraysaredetermined by thenodes' initial positionsat thehemisphere. For
changingfocus, thecenter of projectionp canbemovedarbitrarily, whereby
thedirectionsof theraysareretained. New positionsof thehierarchy nodesare
obtained by computing the new intersection points of the rays with the
hemisphere. Thusthe distances between nodes areincreased or decreased
depending onthepositionof p . By increasing thedistance between nodeswe
obtain more space for showing details (focus) while maintaining context
information (seeFigure3).

Furthermore, coloured rings areintroduced for minimizing the amount of
confusionthat may be caused by applying the projection. Based ondifferent
colours, hierarchy levelscanbedistinguished very easily (Figure4).

Sincereal interactive3D Focus & coNTEXT visualization exceedsthecapabili-
tiesof pocket-sized devicesthistechniquemust becustomizedinorder touse
itonmobilehandhelds. Thus, thefollowing threeadaptationshavebeen applied
(Karstens, Kreuseler & Schumann, 2003):

Figure 4. An orthogonal view of the Macic Eve View with about 1,000
nodes
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1. Reducing the number of elements to be displayed

Duetothelimited screen size, the number of represented elements must be
reduced. A simplebut intuitive way isrestricting the number of displayed
hierarchy levels. The Event Horizon introduced by Taivalsaari (1999) isan
interesting techni queto solvethisproblem. Thekey ideaisthecompressionand
expansion of the graphical representation by aradial movement of objects,
whichalignsevery object withacertaindistanceto theso-called event horizon
inthemiddleof thescreen. Theevent horizon can be considered asavirtual
container (sink) inwhich objectsarestored and, thus, asagraphical abstraction
of acertain set of nodesaccordingtotheinteractionof auser. If theset of nodes
in the event horizon is large, we can explore nodes on high levels of the
hierarchy, andif thissetisrelatively small wecan consider nodesnear theroot
node.

We applied the concept of the Event Horizon based on the following
considerations:

*  Theuser must specify themaximum number of |evel sthat can bedisplayed
out of the event horizon. This is done due to the variety of mobile
handhel ds, applicationsand requirements.

»  Theamount of nodesinsidean event horizonisgiven by threedifferent
graphicstyles:
*  Minigraph: Thestructureinsidetheevent horizonisabstracted by an
iconographicview. Only littleedgesareusedto createaminimized
representation of thelevel structureinsidethesink.

»  Circlets (concentric circles): The sink is represented by small
concentriccircles. Eachcirclerepresentsonehierarchy level inside
thesink.

e Symbol: Onelittlecolour-coded circleisdrawnwherethecol our
reflectsthenumber of nodesinthesink.

Thethree alternativestry to provide atradeoff between minimum loss of
information (minigraph) and minimum spacerequirementsinthedisplay (sym-
bol). Figure 5illustratesthedrawing styles.

Furthermore, subtreescan befol ded and unfol ded toreducethecomplexity of
thehierarchy. Arbitrary nodesof the structure can be selected and theentire
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Figure 5. Different views of the event horizon: Minigraph with circlets
(left) and symbols (right)
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subtreesbel ow will befolded (hidden). Only theroot nodeof afoldedtree(i.e.,
thepreviously selected node) remainsvisibleandismarked asfolded. The
reverseoperationisapplied when selecting afolded node; that is, theentire
subtreebel ow will beunfolded and displayed.

2. Reducing the complexity of the graphical output

Instead of 3D, a2D representation of theMagicEyeViewisused. Thisisdone
by an orthogonal projection of thehierarchy ontoacircular 2D display region.
Furthermore, smplegraphical primitivessuchascircles, trianglesand straight
linesare used instead of 3D primitivesand curves. Replacing curveswith
straight lines for edge drawing curves may cause overlapping problems.
Therefore, curvedrawingisstill offeredasan optionat thecost of slowingdown
display performance.

Moreover, weareusingasimplified Focus & conTExT-approach by moving
nodesin 2D either towards(movingintofocus) or away (movinginto context)
from the center of the circular display region, instead of using a center of
projectionin 3D. Figure 6 gives an examplefor the Macic EYE VIEw on a
mobilehandheld.
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Figure®6. Visualization of hierarchical structures: The Macic Eve Viewon
a mobile device
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3. Smplifying interaction functionality

Theoriginal Macic EveView providesrichinteractionfunctionality suchas3D
transformations(zoom, rotation or translation), focusing areas, folding and
unfolding subtrees(Herman et al., 1998), changing parameter val ues, annota-
tionsand soforth. While3D functionsarenot needed for mobilehandhel dsthe
remaining operationsareimplemented based ontheavailableinput mecha-
nisms. Nearly all interactions can be done viatheinput pen; in particular,
pointing withthepen (for annotationor fol ding) or movingthepenfor focusing
should bementioned.

Using thesesadaptations, wecan statethat it ispossibletousetheMacic EvE
View onmobilehandhel dsfor upto 300 nodesininteractivetime. Among other
things we have used the original Magic Eye View asavisual interfaceto
represent ahugeontol ogy inthefield of tourismindustry. Now, wecanprovide
thisfunctionality at mobilehandhel dsaswell. For example, amobileuser can
click atanodeon hisor her handhel d, representing rel evant topicsfromtourism
industry, to beinformed, for example, about hotel s, restaurantsor cultural
eventsintheuser’ sdirect environment.
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TheRectancuLAR View for MobileHandhelds

TheRecTanGULAR ViEw wasdevel oped for displaying andinteracting with
large networks on mobile handhelds (Karstens, Kreuseler & Schumann,
2003). Thescenarioto usethesetechniqueis: auser can browseonanetwork
of nodesand edgesin alevel of detail and select nodesthat represent other
levelsor piecesof information. New |evel sor underlyinginformationcanbe
providedinconjunctionwithaserver if necessary. Firstof al, onemight ask -
what kind of graphiseasy tocomputeand to display onamobilehandheldwith
asmall display areaanda33MHz CPU?Hierarchical structurescontaininga
root nodeand nodesarrangedinlevelsoffer advantageous preconditionsto
compute effectivelayoutsfor mobile handhel ds, aswe have shown for the
Maaic Eve View. Thisisnot the case with more general networks. In our
examplewewant todisplay alargegraphwith 3,389 nodesand 7,311 edges.
Moreover, werestrict theconsiderationson aPalm environment. Wehaveto
find appropriate layouts, which should be easy to compute and should not
produce edge crossings or unnecessary holes. Most layout algorithms for
networks are very expensive to compute, such asforce directed methods,
which computeoptimal layoutsbased onthephysical analogy of springforces.
Ancother common problemwithexistinggraphlayoutsisundesired global layout
changes, when nodesor subgraphsareinserted or del etedfromthegraph. Thus
we use a hierarchical layer based algorithm for graph display on mobile
handhel ds: theoriginal method presented by Sugijama, Tawaand Toda(1981).
Improvementsof theal gorithm areintroduced and publishedin Battistaet al .
(1999). Thealgorithm containsthreesteps:

* LayerAssignment:

Thenodesof thegraph areassignedtolayers. Dummy nodesareinserted
if nodesaremorethanonelayer apart.

*  Crossingreduction:

Thenodesand subgraphsare permuted to minimizethe number of edge
crossing.

o Alignment:
Thenodesinalayer arealigned horizontally.
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Classical horizontal layouts can only display about 100 nodes. In order to
extend the number of displayablenodesweapply aradial layout, but arrange
thelevelsas squares, and not as circlesaround theroot in the center of the
screen. Thus, weexploit therectangul ar screen spacemoreefficiently. More-
over, thisapproachisvery fast sincenodealignmentsrequireoneincremental
integer addition per nodeonly. However, adisadvantage of thismethodisthe
necessary decisionof at which sideof thesguareanodemust beplaced. If one
nodeismapped onto onesideof thesquare, the subtreebel ow must be placed
atthesameside. Thus, arranging thechildren of theroot alongthefour sides
of the square influences the appearance of the layout tremendously. This
arrangement isdoneby exploring the compl exity of the substructures. How-
ever, placinganodeanditsentiresubtreeat thesamesideof asquare(asitis
doneby thelayout algorithm) hasanother maj or advantage— user orientation
after folding subtreesismuch better supportedthaninacirclebased layout.

Theintroduced approach exceedsthe computation power of aPalm-device.
Thereforewehaveto decidewhich partsof theal gorithm haveto becomputed
onaPC andwhichonthemobilehandheld. Onesuitableway iscomputing layer
assignment and crossing reductiononthe PC, and transferring ahierarchical
graphtothemobilehandheld. Eachtransferred nodeisassociated withalevel
of thehierarchy and aside of thesquare. The mobilehandheld providesthe
followingfunctions: Specifyingthenumber of level stobedisplayed, computa-
tionof theexact positionintheRecTanGLE ViEw, andinteractionfacilitieswith
thegraph.

Figure 7. Visualization of a graph with the RectancuLAr View (Left: Full
hierarchy with 332 nodes. Right: Zoomed hierarchy with many folded
subgraphs - nodes with underlying graphs are black)
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Sincecomputinganddrawing hierarchiesof largegraphsistimeconsumingand
complex, we restrict the dimension of the hierarchy to be computed. Our
solutionusesthe Coffmann-Graham-L ayeringtofind layerswithaminimum
width (number of nodeswithout dummy nodesper layer). Nodesthat werenot
assigned by thisprocedurearestoredin separate substructures. Inour example
thegraphwith 3,389 nodeswastransformedinto ahierarchy with 332 nodes
and several substructures. Thehierarchy and thesubgraphsareconvertedinto
separate databasesand transferredto the Palm. Asby customizingtheradial
Macic Eve View to PDA environments, weapplied different adaptations:

1. Reducingthenumber of elementsto bedisplayed:

Not all nodesof theoriginal graph areinsertedintothehierarchy. The
hierarchy islimitedto400 nodes. Thisisbecausewehavefoundthatitis
impossi bleto display morenodesat the sametimeon mobilehandhel ds.
Thenumber of displayed|ayerscan beadjusted by zooming. Moreover,
subgraphscanbefoldedinorder to providemorespacefor theremaining
nodes.

2. Reducingthecomplexity of graphical output:

TheRecTanGULAR VIEW isa2D-technigque. Only simpleprimitivessuch
aslines and points are used. The cal culations of node positions only
requireincremental integer addition. Therefore, changesof thelayout are
fast and easy to compute. Furthermore, colour-coding of nodes is
restrictedtoavery few colours. L eaf nodesaregreen, nodeswithchildren
arered andfolded nodesarebrownish. Thusitiseasy todistinguish“root
nodes’ of folded subtreesfromreal leafs. Anextracol our isusedto mark
all nodeswithunderlyinggraphs(seeFigure?).
3. Smplifyinginteractionfunctiondity:

Thepresentationstartswiththefull hierarchy. Thelayout canbechanged
by selecting nodesandfoldingitssubgraphs. Analternativefor changing
thepresentationisusingtool bar buttons. Thebuttons(at theleft hand side)
can beusedfor zoominginand out, showingthemark of anode, drawing
theunderlying graph or showing ahistory. Textual information can be
presented at the status bar at the bottom of thewindow.

Considering theseadaptations, wecan statethat it ispossibletowork withthe
RectancuLARVIEWinreal timeevenif mobilehardwarewithlittleprocessing
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power isused. We can handle structures around 3,400 nodes at once. We
found thisisagood number to show relevant partsof complex information
spaces.

Presenting Compound Information —
Browsing the World Wide Web

Inthissectionweconsider aspecial applicationfor theinformati on presentation
onmobilehandhelds, thebrowsing of Web contents. Inparticular, thiscovers
theadaptati on of Web pages, which havenot been sketched for such devices.
Thisrequiresaspecial treatment to ensuretheinformation of thewholeWeb
can be used.

Thereareseveral approachesfor theadaptation of Web pages:

*  Devicebased adaptation:

For different typesof devices, specia Web pagesareavailable. Examples
areWeb pagesmadewithWML. Theadvantageof thesetechniquesisthe
optimal usageof devicedependent properties. A drawback isthelittle
availability of such special pages.

»  Layout based adaptation:

Here, different layout classesaredefined based on criterialikedegreeof
abstraction. These classes can be applied to Web pages. For example,
layoutscan bespecifiedfor different output mediaby using cascadingstyle
sheets(CSS). However, aproblemistheneedfor aspecial preparation
of theWeb pages.

*  Client based adaptation:

Thisapproachusestheoriginal informationand changesthepresentation
on the output device only. Appropriate adaptation can be done by
applying special algorithmsor rulesto aWeb browser. Some examples
that use Focus & ConTexT (FLipZooming: Bjork etal., 1999; CZWeb:
Fishersetal.,1997) or overview & peTaIL (Power Browser: Buyukokten
etal., 2000; WebThumb: Wobbrock et al., 2002) arewell known. The
necessary information must bequickly generated fromtheoriginal docu-
ment.
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*  Document based adaptation:

Any Web pageistransformed withtheir presentation onthedisplay in
mind. Itispossi bleto changethestructureor content of elementsof aWeb
page. Examplesare section outlining, thereplacement fromtext partsby
hyperlinks(Zippers: Brown & Weihl, 1996), theremoval or scaling of
pictures(Power Browser), or thetext filtering and generation of atext
summary (West: Bjork etal., 1999).

Wehavedevel oped aclient-based adaptati onin connectionwith techniques
from the document based adaptation to present Web pages on mobile
handhelds. That meanswe avoid adocument adaptation onthe server. Our
designcriteriahavebeenasfollows:

e providethesameinformation,
» dlowtheaccessibility of al information, and

*  use the same presentation as on PC-oriented HTML sites as far as
possible.

Additionally, overview representations have to be presented. Werestrict
ourselves on documents containing frames, tables and HTML elements,
especiadly usedinscientificarticles.

Thebaseof thetechnol ogy isadatastructurecalled WescrarH, whichrecords
thelayout of aWeb page. TheWEesGraPH isatreewith nodesand edges. L eaf
nodesrepresent singleWeb elementsliketext, illustration, link, and heading.
Interior nodescontain at least onechild node. Theseareframes, tables, table
contentsand paragraphs. Furthermore, aset of possibleedgesmust bedefined
to specify therel ationshi psbetweenthenodes. An exampleistheedgesof a
paragraph node. Children of aparagraph could be paragraph nodes, tables,
text, illustrations, links, and headings. That meansthepossibleedgesfroma
paragraph areedgesto oneor moreof thoseel ements. For aclear specification
of theWeb document somefurther definitionsand rulesmust bemade:

*  Theroot of the WescraPH isaframe-node or paragraph-nodesrepre-
senting thewholedocument.

*  Childnodesarealigned.
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* Heading-nodesareassignedto positionO.

e Ontable-nodes, thetable-content-nodesareordered regarding row and
column number and thetablenodeisasinglenodein aparagraph node.

Based on the WesGRrAPH, three concepts (SecTion FoLbinG, RELATIVE SizE
and Keyworp Overview) havebeen devel oped for thepresentationof HTML
documents.

Weintroduced Section FoLbinG astheconcept of information hidingtoreduce
theamount of informationto bedisplayed. For thispurpose, an enhancement
of section outlining (Brown & Weihl, 1996) that replacestextual partsof a
document by hyperlinksisused. Sectionfolding operateson aWEeBGRAPH, SO
every nodeor subgraph canbereplaced or hiddeninthepresentation. Because
thereareseveral classesof nodes, itispossibleto processthemdifferently to
achievean efficient treatment. For exampl e, togeneratethetextual information
for hypertext, we can use the name of thetablein atable node or the first
sentenceinatext node. Inorder to usesectionfolding optimally, anautomatic
computationof thestarting situationisnecessary. Moreover, for information
filteringusing atree, theFilter-FishEye-View (Furnas, 1981) canbeapplied.
A degreeof interest (DOI) isdetermined starting from the current point of
interest (POI) withadistancefunctionandthecertainlevel of detail (LOD).
Uninteresting information can behidden by athreshold value.

With the concept ReLATIVE SizE, the extent of elements of a Web pageis
adaptedtothedisplay of amobiledevice, soitispossibletohandlenodetypes
liketext, structural componentsandillustrationsdifferently. Textual elements
canusefontsandfont sizeof thehandhelds. Thesizefor structural components
can beprocessed by absol utesize, by therel ative sizecomparedto parent- or
sister nodesor asacollectionof child nodes. For structural elementsliketables,
theoptimal columnwidth can bedetermined fromthe presentationwindow, so
itispossibletoavoidhorizontal scrollbars. Onthehandheld, imagescanbe
displayedinitsoriginal size, scaled or also with animplementation of the
RecTtANGULAR FIsHEYE-VIEw to make use of itsadvantagesdescribed inthe
thirdsection.

Theapproach Keyworp Overview usestechniquesfromtextfilteringfor the
fast navigationon Web sites. Key-wordsarelistedinanadditional window, so
itispossibletojumptotheappropriateregionsof thepresentationwindow. The
keywordsarearranged either accordingtotheobject typesor thepositionin
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Figure 8. Section folding on columns and table items

the Web document. Thus, the keyword overview easesthe orientation and
navigation, especialy inunstructured sides.

Apart fromthepresented possibilitiesitisal so possibleto chooseafull size
view withtheassistanceof scrollbars. Inasectionfol ding view auser canreach
all information of theoriginal document by aninfo-bar asplaceholder. By
interaction in the section folding window or inthe keyword overview, the
current point of interest can be changed. Subtreescan befol ded and unfolded
manually, so besideautomatic sectionfoldinganinteractivesectionfoldingis
alsopossible.

All thepresented techniqueshavebeenimplemented andintegratedintoaWeb
browser. Figure 8 showsan ordinary Web site, displayed using thel nternet
explorer (left) and threedifferent presentationsof thissite, using our proposed
concepts. Inthe second pictureall information isfolded and the pictureis
scaled. Thethird pictureshowsan unfol ded paragraph of interest anditslocal
environment, whereasthelast picture showsatablewith oneunfolded table
row.

Conclusions

Information presentation on mobilehandhel dsrequiresaspecial treatment to
consider thelimited resourcesof thesedeviceslike screen space, interaction
facilitiesand computational power. Neverthel ess, basi ctechniquesfromthe
field of informationvisualization can beadapted for these purposes.
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Wehaveintroduced methodsfor thedisplay of graphical aswell asabstract
information. For presentinglargeimageson small screens, oneexisting tech-
nique has been adapted and three new presentation techniques have been
proposed. For presentation of abstract data, weintroduced two techniquesto
visualizehierarchical structuresof largeinformation spaces. Therefore, we
adaptedtheMaacic Eve View to mobile handhel dsand devel oped the Rect-
ANGULAR VIEw for Palms. Lastly, wemadeuse of these conceptsand suggested
different approachesto browsethe Web viamobiledevices.

All these examples showed the feasibility of information presentation on
handhel ds. Further work will concentrate on thecombination of the proposed
approachesin ageneral framework and usability tests. Thisincludes the
visualization of theWeb graph describedinthefourth section. Moreover, we
want to adapt and integrate more techniques like special graph drawing
algorithms, and evaluate our work by several application cases.
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Chapter |11

M obilePayments
(M -Payments) —
An Exploratory Study
of Emerging Issues
and Future Trends

Melissa Soo Ding, Deakin University, Australia

ChandanaR. Unnithan, Deakin University, Australia

Abstract

With the growing momentum of wireless revolution and m-commerce
explosion, it is evident that mobile devices are becoming a critical
component of the new digital economy. As mobile markets continue to
matur e, being ableto pay using the mobile handset may perhapsbethekey
to the development of next generation services. The current market
penetration of mobile phones in conjunction with the optimism on the
growth of m-commer ce offers high potential for m-payment surge over
the next few years. When mobile phones are equipped with a device to
protect personal information, the security level of an entire service,
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including the network, improves considerably. However, the mobile
payments mar ket today istypical of an emergent one, encumbered with an
abundance of approaches and concepts that may not interoperate. In this
chapter, we have explored the broad range of available m-payment
methods, emer gingissuesin standar dization, security, and some proposed
and existing solutions.

| ntroduction

Withthecreation of thenew freedom economy driven by deregulation, new
sourcesof global competitionand I CT revol ution (Keen & Mackintosh, 2001),
commercial transactionsarerapidly transitioning from fixed locations, to
anytime, anywhereand anyone. New formsof mobiletechnol ogiesarerapidly
transforming themarketplace. Optimistsareof theopinionthat thenew world
economy will witnessthetransition of mobiledevicesfromasimplecommuni-
cation deviceto apayments mechanism, becausethe sole ownership charac-
teristics of the mobile phone supports non-repudiation of transactions by
customers and enabl es secure certificatesto be stored inside the deviceto
support security of mobilecommerce(Ding & Unnithan, 2002). M obilephones
havebecomedevicesfor paying merchandise, receivingtimesensitiveinforma
tionsuch asstock quotes, or for dissemination of critical businessprocessesin
thevaluechain (Paavalainen, 2001) in many countries. M obile phonessurpass
fixed lines in many economies, and in fact, some accession countries or
devel oping nations have made mobil e network achoiceover thefixedline
networks(Unnithan & Swatman, 2002). The number of mobile phone sub-
scribersworldwidewas 946,297,000 (ITU, 2002) andisexpectedtoreach 1
billionby 2002. Withtheriseinthenumber of I nternet enabled mobiledevices,
thenumber of subscriptionswill riseand perhaps, thewirelessinternet users
will outnumber thefixedlinelnternet users(Krueger, 2001). Themarket for m-
commercein Europe aloneisestimated to beworth Euro 3 billion by 2003
(KPMG, 2000; Muller-Veerse, 1999). Bucci (2001) highlightedthat Italy —a
country withthehighest mobilephonepenetrationrates(63.6 millionfor 57.5
million people), has more than half of the population participating in m-
commerce and 61% of the mobile phones are Internet enabled. Mobile
paymentswill gainsignificant footholdincomingyears.
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Many authors(K een & Mackintosh, 2001; Paavalainen, 2001) areof theview
that thegrowth potential of m-commerceisdifficulttooverestimate. Withinthe
next 3years, millionsof peoplewill accesstheNet viatheir PDAs(Personal
Digital Assistants) —morethanwill do soviaaPC (KPMG 2000). Wireless
World Forum (2002) highlighted that Japan, USA, Germany and UK will
represent four of thelargest mobilepayment marketsintheworld by 2006 and
forecastedthat therewill bemorethan 200 millionregular mobilepayment users
spending atotal of 47.2 billion euros. The European Committeefor Banking
Standards(ECBS) andthe European Tel ecommuni cations Standards| nstitute
expects m-commerceto be one of thekey driversin devel oping the global
information society, with applicationsemergingin numerousareasincluding
banking, financial services, security servicesand shopping (m-Travel.com,
2002). As mobile markets continue to mature, being ableto pay using the
mobile handset will bekey to the devel opment of next generation services
(Baschnonga, 2002). An important aspect in this sense is the expected
convergence between mobile phonesandthelnternet (Bucci, 2001).

However, amajor inhibitor of m-commerceisthelack of asuitable payment
system (Heijden, 2002; Krueger, 2001; ZDNet, 2001;). If mass-market m-
commercediffusion hasto beachieved, asuccessful m-payment system needs
to be developed (Henkel & Zimmermann, 2001; KPMG, 2000; Krueger,
2001). Towergroup (2001) agrees that m-payments will begin to show
significant adoption globally aswirelessindustry hurdlesare overcomeand
consumer demandrises. Accordingtotheir new research, by 2005 thenumber
of USbased m-payment usersareexpected tobecome3.5million, makingthe
m-payment systemacritical hubinthebank/consumer rel ationship (TowerGroup,
2001). Forrester Research claimsthat mobile payment market will beworth
$22 hillion by 2005, making it the fastest growing part of global payments
scenario (Baschnonga, 2002). Compared to other payment systems, mobile
paymentshavetheparticular advantagethat they can beused at thereal point-
of-sale, aswell asin e-commerce and in m-commerce (Dahlstrom, 2001,
Krueger, 2001b).

Thespread of mobilephonesal so bodeswell for thefuture of m-commerce.
Similar to e-purses, most mobilephoneshave an embedded chip that can be
used to store value or provide secure authorization and identification. In
addition, the fact that the mobile phone provides communication services
means that it does not have to rely on a card reader, PC and modem
combinationor aPOSterminal. Therefore, itisnot surprisingthat someexperts
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believe that the mobile phonewill replace even smart cards as a means of
payment (Bucci, 2001; Henkel & Zimmermann, 2001; Krueger, 2001b).

Therehasbeen great optimism aswel | ashype surrounding mobile payments
(m-payment) since2000. Many market experts, vendorsand mobileoperators
had expected rapid, widespread adoption by consumers. Their optimismwas
based ontheincreasing popul arity of mobile phonesandthepositiveattitude
consumersexhibited when using thedevices. Thevision of thehandset asa
mobiletransaction deviceiswidely shared. Accordingto Celent, afinancial
servicesresearchand consultingfirm, therewill be 60 millionmobilepayment
usersgenerating salesof $50 billion by 2004 (M obile Payment Forum, 2002).
Towergroup (2002) further added that the number of consumersusing mobile
devicesto makepaymentswouldrisedramatically between 2002 and 2005.
Towergroup undertook astudy that predictsthat 118 million Western Europe-
ansand 145 millionusersinthe Asia-Pacificregionwill purchasel ow-cost
mobilepremium content by 2005. That far exceedsthereports' estimateof 22
million such usersin North America. M-paymentsarelikely to becomean
important segment of theretail payment market. Also, accordingtothereport,
to alarge extent thereason liesinimmediate payment fulfillment and thus
reduced risk andtransaction cost. Thelargest portion of thosemobilepayments
will befor content-related servicesthat cost lessthan 10 « each. Theseare
called micropaymentsandincludethingssuchasring-tonesfor phonesor other
premium content. An approximatevalueof 10+ isseenasthedividingline
between micro- and macro-payments.

Thischapter attemptsto provideaninsight into the progressof m-payments,
somecurrentinitiativesand emergingissues.

Defining M obile Payments

Krueger (2001) defined m-payments as payments via the mobile phone.
Mobile payment isa point-of-sale (POS) payment made through amobile
device, such as a cellular telephone, a smart phone, or a personal digital
assistant (PDA). Usingthem-payment method, apersonwithawirelessdevice
could pay foritemsinastoreor settlearestaurant bill without interactingwith
any staff member. This ability makes it a potential e-commerce and m-
commerceapplication (Krueger, 2001).
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Heljden (2002) identified it asany conventional or new payment systemthat
enablesfinancial transactionsto be made securely from oneorganization or
individual over amobilenetwork.

Mobile payments are used to pay not only for merchandise purchased via
mobilechannel but alsofor transactionsinthephysical world such asvending
machines, passport photo machines, car wash machines and so forth
(Paavalainen, 2001).

Someexpertsbelievethat the mobilephonewill evenreplacesmart cardsas
ameansof payment (Bucci, 2001; Henkel & Zimmermann, 2001; Krueger,
2001), asthey havean embedded chipthat may beusedto storevalueor secure
authorization.

Them-payment visionistotransformthemobilephoneinto apersonal mobile
wallet (m-wallet), holding credit cards, debit account information and mobile
“cash” for small transactions.

M obile Payments — Current Scenario

M-payment isalready inusein many partsof theworld, including Europeand
Asia. Thereareseveral providersoffering them-payment systemsservices,
although the predominant playersare Telcosand thefinancial institutions
(Bucci, 2001; KPM G, 2000; Krueger, 2001b; MeT, 2001; what-is.com).

Table1 providessomeexamplesof m-payment systemsasof December 2001
(Krueger, 2001). Thehighlightsarewheremobileoperatorsareparticipating
inthem-payment ventures.

In March 2002, Korea' s Seongnam City, south of Seoul, piloted amobile
payment system, “ Zoop,” which connectsthecity’ sstorestoacentral payment
system viabroadband links. The mobile payment system runson infrared
technology andwill beusedfor transit payments, for goodsand servicesat retall
locationsandinrestaurantsaroundthecity. Becausethecredit card-equipped
phonesinteract with cashregisters, andlink toacentral payment system, users
only havetoenter aPIN ontheir phonehandset toinitiateapayment anywhere
inthecity. Thesystem, which appliesinfrared raystolink handsetswith cash
registers, will comeinhandy for any kind of transaction (Korean Herald, 2002).

TheFinnishcarrier, Sonera, isrunningamobilepaymenttrial inHelsinki, with
Visaand Euro cards complementing its prepai d Shopper service, towhich
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Table 1. M-payment ventures

SUPPLIER TYPE OF TRANSACTION
Banko.max (A ustria) Virtual POS

Bibit (Holland, international) M -commerce (W A P-enabled)
Cellonet (Sweden, Netherlands) Parking

Cingular DirectBill (USA) Virtual POS

EM T (Estonia) Parking

GiSM o (Sweden, UK, Germany) Virtual POS

M etax (Denmark) Real POS (filling stations)

M int (Sweden) Real POS

NTT DoCoM o (Japan) M -commerce (subscription)
Omnitel Onphone (ltaly) Virtual POS

Orange M obile Payment (Denmark) Purchase of mobile air time
Oskar (Czech Republic) Payment for prepaid and invoice
Paiement CB sur mobile (France) M ail order and virtual POS
Paybox (Germany, international) Real and virtual POS
PayDirect (USA) Virtual POS, P2P
Payitmobile (Germany) Virtual POS

Payline (France) Virtual POS

PayPal (USA) Virtual POS, P2P

Phonepaid (UK) Virtual POS, P2P

Sonera M obile Pay (Finland, Sweden) Real POS (including vending machines)
StreetCash (Germany) Real and virtual POS
Telenor M obil (Norway) Tickets

Telia Payit (Sweden) Virtual POS

VisaM 6vil (Spain) Real and virtual POS
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fundsaretransferred from users’ bank accounts. Paymentsin the pilot are
addedtothecustomer’ scredit card invoice, or debited to aShopper account
(Cnet, 2002).

InAustralia, TelstraMobileal ongwithcity councilsof Brontein Sydney and
CBD in Melbourne commenced athree-month m-commerce parking meter
trial in September 2002, where customerswereableto pay for their parking
viatheir eligiblemobilephoneor using coinslot machines(Telstra, 2002). As
of December 2002, followingthetria s, motoristsinMelbourneand Sydney are
ableto pay for some parking spacesusingtheir Tel stramobilephones(Cauchi,
2002). Topay by themobilephone, driverscall a1-900 number listed onthe
meter. Thetransactionisconfirmed by avoi cemessage, and themeter displays
anexpiry timeand parking fee. Driverscannot top up themeter by mobileand
must pay 55 centstousetheservice. All chargesappear ontheir next Telstra
phone bill. If adriver paysfor more than 10 minutes, they get afree SMS
reminder of the expiry time (Cauchi, 2002). However, motorists are still
reluctant to usethe phone payment system asit seemsal ot easier to usecoin
slots—as opposed to spending 55 cents extra, which equates 15 minutes of
parkingtime. V odaf oneand Optus mobile phonesubscribersareal sounhappy
that they cannot usetheir mobile phonesto pay for parking.

Atthesametime, Coca-Colaand Telstrahavepartneredto bringintheDial-
a-Cokeservice. Themobilephoneusersin Australiacan now usethephoneto
buy adrink from specially marked Coca-Colavending machinesdistributed
acrossCentral Station, Sydney. Thenew Dial-a-Cokeserviceallowsconsum-
ersto purchasea600ml Buddy without the hassl esof loosechange. Customers
haveto call thenumber displayed onthevending machine, maketheselection
andthebottlewill appear asif customershad used coins. Thecost of thebottle
of soft drink will appear onthecustomer’ snext mobilephonebill, andthereis
nochargeforthecall. Dial-a-Cokeisonly availablefor Telstrapost-paid GSM
customers(Telstra, 2002).

Bucci (2001) highlighted that the Italian banking institutions believe that
providing mobilepayment servicestotheir customersistheir first priority and
are now starting to integrate e-banking services with the mobile services,
including mobilephonepayments. However, themainm-paymentinitiativesare
currently comingfromthetel cosduetothetechnol ogy push. Anexampleof this
iIsTIM (Telecom ItaliaMobile), who hasjointly devel oped a system with
Oberthur Card Systemsand Societa’ per i Servizi Bancari (SSB) that allows
the mobile phone user to carry out banking functions and m-payments.
Additionally, TIM and BancaPopolaredi Milano (BPM) havejointly launched
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We@TIM, aset of servicesfor onlinetrading, mobilebanking and generalized
access to e-commerce. Others telcos that have provided similar mobile
paymentsinitiativesincludeOmnitel, who haslaunched atrading servicealong
with Self Trade, aFrench broker ontheNet. On“ Omnitel 2000” to buy and
sell sharesonline, Bluand Nokiahavesigned aturnkey contract for thesupply
and rollout of network solutionsfor their GSM network. Bluwill probably
adopt the NokiaEM PS (Electronic M obile Payment Services) technol ogy.
TheEMPSisajoint project between Nokia, MeritaNordbankenand Visato
enablesecuremobilepaymentsusing dual slot mobilephoneswithchipcards.
Thefirstslotisforthe SIM cardthat identifiesthecaller, and the second sl ot
isfor atiny credit card. Combined with BlueTooth, EMPS can be used to
facilitate a wide array of mobile transactions from vending machines to
supermarket purchases(Paaval ainen, 2001).

Forrester Research reported in 2001 that mobile content payment for ring
tonesand vending machinesdominated themarket with atotal spending of <51
million. Forester Research al soforecasted that |ow-val ue paymentssuch as
those at vending machine payments would continue to increase by 2003,
although higher val uepaymentssuch assupermarket paymentswill dominateby
2005 (Juptner, 2001). Mobileusersin Austria, Ireland, Italy, theNetherlands,
Portugal, Switzerland, andthe UK aremorelikely tospendanaverageof EUR
6.77 per mobile user per month in 2005, while Belgium, France, Greece,
L uxembourg, and Spainwill only spend anaverage EUR 3.47 per mobileuser
per monthin2005.

However, the promised technol ogical outcomesdid not liveupto prevailing
expectation. Despitethehighlevel of expectationthat prevailedin2000and
2001, nom-payment platformhasasyet gai ned significant market acceptance,
at least in Europe. Paybox (2003) announced in January 2003 that it was
withdrawingitsmobilepayment servicesfromall countriesexcept Austria,
whereMobilkomwill takeonitsbusiness. AlsoinJuly 2003they informedall
their customersand merchantsthat moxmo.comwill take over businessand
servicesfor Germany and will commenceactivitiesby September 1, 2003.
Accordingto Jones(2003), Paybox wasahead of itstimeinitsability tooffer
person-to-person and person-to-business payment services using mobile
phones. Althoughthe Paybox systemworkswell inatechnical sense, consum-
ersand potential partnerssuch asmobileoperatorsand banksdid not create
enough demand to makethe paymentsprocessing businessprofitable. There
are other similar examples of past micro- payment venturesthat have had
similar endings(e.g., Cybercash, Digicash, Flooz, Beenz.com, etc.) that had
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beenimplementedfor paymentsviathelnternet aswell astheevolution of m-
payment services(e.g., Paybox), but theseareal so gradually disappearing.

However, theareasinwhich mobilepaymentshaveproventobesuccessful are
nicheapplicationssuch asparking or paymentsfor specialized deliverables
such asgamesand ring tones, which do not need ageneral - purpose payment
system. Mobile payments as yet do not offer a sufficient advantage over
conventional systemssuchascredit cardsto attract |argenumbersof consum-
ersor merchants. Despitetherepeated stated willingnessof customerstouse
alternative payment solutionsinthedigital environment, only 1% of users
actually doso. InGermany, for example, alternative payment systemsmakeup
only 3% of onlinetransactions, whiletheremaining 97%areprocessed through
direct debit, invoicing and credit card payments(Cornelissen, 2003).

M obile Payment Transaction
Environments

Consumerscurrently usemobile paymentsfor transactionsinthreedifferent
environments: remote, local and persona . Remoteenvironmentsaretypified by
services accessed over digital public mobile networks. Remote payments
generally use a browser-based transport infrastructure or an SMS/IMM S-
based system. Although there are technical differences between IP and
messagi ng-based communications, payment protocol scan operatesimilarly
acrossboth. Local environment ischaracterized by servicesintheproximity
and involvethe use of short range messaging protocol s such as Bluetooth,
infrared, RFID and acontactlesschipto pay for goodsand servicesover short
distances(Met, 2003; M obile Payment Forum, 2002; Visa, 2003). Personal
environment isthecommuni cation between multipledevicescontrolled by the
user such as mobile phone and PC or set-top box. In thischapter, we have
discussed remoteand |local payments.

A majority of mobile payment transactionstoday arein the areaof remote
micro-payment and areusual ly handled viaoperator billing. Mobileremote
micro-payment started with theintroduction of value-added SM Sservices
suchasdownloadableringingtones. Thismarket hasgrowntothesizeof over
1BillionEurofor Europeaoneandisstill growingfast duetotheintroduction
of new personalizationelementsand digital content consumedinthemobile
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phone. Someof thepresent digital content consumption alsoinvolvesbigger
transactions, including subscriptionsand service packages. Thus, thereare
expectations for growth of remote macro-payments. This growth will be
substantially higher if topping prepai d accountsfor mobileservicespredomi-
nantly occursutilizingamobile phoneinstead of scratch cards.

However, local mobile payment, also known as proximity payments and
contactlesspayment (termsused i nterchangeably throughout thedocument),
isinthephaseof rapid devel opment. Proximity paymentsareexpectedto be
particularly popular whentimeisshort or whenit may bephysically difficultto
swipeapayment cardinapayment terminal (Visa, 2003). IntheUnited States,
most major citiesareimplementing or planningtoimplement contactlesssmart
card-based automaticfarecollection (AFC) systems. In2002, MasterCard,
V1SA and JCB alsoannouncedtheavailability of contactlesspayment options
for traditional cash-only environmentswherespeedisessential, inplacessuch
asquick serveand casual restaurants, gas stations, convenience storesand
movietheaters. Proximity payment devicescomeinavariety of shapesand
sizes, rangingfromtraditional plastic cardstokey fobs, watchesand cellular
phones: for example, Smart Card Alliance (2003), Visal nternational (2003),
andMastercard (2003). Accordingto Smart Card Alliance (2003), thereisan
increased interest shown by thefinancial, retail, and transportationindustries
over thislatest payment trend.

MET (2003) suggeststhat thereisalargepotential for growthintheemerging
local mobilepayment environment, with continuing growthinremotemicro-
payments and some potential for remote macro-payments. Other research
analystsin support of thisstated that projected val ues of proximity micro-
paymentsareexpectedtogrow from423million Eurosin 2002to 5005 million
Eurosin2005. Similar growthisprojected for proximity macro-payments: 314
million Eurosin 2002 to 12,674 million Eurosin 2005 (Trintech, 2002).
However, whilst the forecast is for a major growth in proximity mobile
payments, others have suggested that it will take sometimeto build wide
acceptancefor m-paymentsingeneral and resultswill not beseen until 2006
(Fife, 2002; Towergroup, 2002; Trintech, 2002). Clarke (2003) quoted
Tower Group Senior Analyst for Emerging Technol ogies, Edward Kountz, as
being positiveabout the successof radio-frequency (RF) technology for low-
value, non-remote, impul se-driven purchases. K ountz highlighted exampl esof
proximity payment sol utionslike Speedpass(US) and K orea(Octopus) and
further predicted that eventually RF payment deviceswould beincludedin
mobilephonecoversandthen phonechipsets. Theability of global cardissuers
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toleverageexisting user habitswith contactlessconveniencewill drivetherise
of contactlessretail andtransit payment cardsat arapid growthrate between
2002 and 2007 (TowerGroup, 2003).

Someexampl esof currentimplementationof proximity cards, their technology
anddeviceformatsaresummarizedin Table2 (SmartCard Alliance, 2003).

In September 2002, Visa International developed a new global payment
specification that removesthe need to physically insert asmart card into a
reader. Based onaninternational standard, | SO 14443, thenew specification
usesachipembeddedinaplastic card or an el ectronicdevicesuchasamobile
phone. AccordingtoVisalnternational (2003), thedeviceisheldinfront of a
terminal and awirelessinterface transitsthe payment information, which
removestheneedtoinsert or swipeapayment card, makingiteasiertopayin
placeswhere speed and convenienceareimportant. Thesetechnol ogieswill

facilitate the move closer to the company’ s goal of displacing cash. Visa
contactlesspayment wastrialed in South Koreain conjunction with Harex
Technology andthemobilenetwork providersin April 2002. It wascommer-
cializedfor thefirsttimeintheworld asawirel essmobil e proximity payment
servicecalledZOOP, usinginfrared communication. ZOOPispresently being
usedinsome4,000 placesincluding major department stores, coffee shops,

andrestaurantsin Seoul and Sungnam City (Mochizuki & Atsushi, 2003).

A pilot programwaslaunchedin April 2003totest infrared credit card payment
service between Visalnternational, Nippon Shinpan, OMC Card, AEON
CreditandNTT DoCoMolnc. Thecredit card dataare downloaded and then
storedintheDoCoM 0504i and 504i Smobilephones, whichareequippedwith

Table 2. Featured applications and corresponding technology

Featured # of Cards

Application lssued Technology Form Factor
Hong Kong - Non-standard 13.56 MHz .

Octonus Card 9+ million (FeliCa) Plastic card
BExxonMobil - Key fob, wrist watch,
Speedpass 6+ million | Lowfrequency RF (T1) window transponder

Visa Contactless 2+ million ISO/IEC 14443 13.56 Plastic card, mobile
Payment MHz, Infrared phone
MasterCard : ISOIEC 14443 13.56 .
PavP Pilot phase VHz Plastic card

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



68 Ding & Unnithan

infraredtransmission(IrDA) ports. ThepilotleveragesaDoCoMo*i-xppliTM”
applicationfor paymentsbased onthe“VisaProximity PaymentsM essaging
Specification”. Every DoCoM 0 504i and 504i Sphoneisstandard-equipped
withanIrDA porttoexchangeinformationwithother IrDA -equipped devices
viaaninfraredsignal (Visalnternational, 2003).

InMay 2003, Nokiaand M asterCardlaunched asimilar trial for “ contactless’
payment initiative using Nokia phones as credit cards. The Nokia phone
SmartCover™ isembedded with acontactlesschipand aradiofrequency (RF)
circuit. Thechiphasbeenspecially programmedwith pre-registered MasterCard
payment account information andiscompliant withtheM asterCard Pay Pass
specification. When consumerstap or wavetheir Nokiaphonesonthespecially
equipped PayPassreadersat the point-of -sal e, payment account information
is transmitted to the terminal. The transaction is then processed through
MasterCard’ shighly trusted payment network inthenormal way. A system
provided by JP M organ Chase processesthe payment account information.
Just a few seconds after consumers tap or wave their phone, payment
confirmationisreceived andthetransactioniscomplete (M astercard, 2003).

Thekey challengeinincreasing the acceptability of mobile paymentsisto
replacecash paymentswith el ectronic cash, astheformer still accountsglobally
for about half of all transactions. Ajay et al. (2002) point out that payment
methodstoday aredominated by cardsand cash simply becausethereisoften
no better alternativedespitetheir lack of security andlack of convenience.
Cashhasanadditional benefit of providinganonymity, whichisnot presentin
any other formsof payment (Ajay etal., 2002).

Smart Card Alliance(2003) highlightedthat contactlesspayment allowsissuers
to penetratethe cash payment market, enjoy increased customer transaction
volume and improve customer retention and loyalty. At the same time,
consumersenjoy theconvenienceof hands-freepayment, theability topay for
multipleservicesusing onedeviceandthesecurity of not havingtodisplay a
cardfor payment (Smart Card Alliance, 2003).

Birch (2003) points out that the public wants a simple m-payment service
wherethey can point their phoneat the payment register and thepaymentis
completed without thecomplexity of havingtodoall thethingslikeregistering
for theservice, remembering credit card numbersand/or passwordsor bewith
aparticular operator and so on.
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Many Dimensions of M-Payments

Themany phasesinvolved inan m-payment transaction, despitetheenviron-
ment, areillustratedin Figure 1 (Telecom MediaNetworks, 2002).

Inthemobileenvironment, transaction dynamicsaresimilar athoughtheform
factor that contai nsthetransaction credentialsisdifferent. Inaddition, inthe
caseof remotepayments, thetransport of payment detailswill involveamobile
network operator and use either abrowser-based protocol suchasWAP or
HTML, or amessaging system, suchas SM Sor Unstructured Supplementary
ServiceData(USSD). Alternatively, thetransport of payment detailscouldbe
viaBluetooth, infrared, RFID or contactless chip in the case of proximity
payments.

To-date, m-payment transactions based on different strategies has been
implemented. They involvedifferent combination of key playersintheroleof
Trusted Third Parties(TTP) and Payment Service Providers(PSP).

A trustedthird party (TTP) isthecompany who performstheauthenticationand
theauthorization of transaction partiesand the settlement. It could beatel co,
bank, or credit card (pre-pai d account, consumer bill, bank account, etc.). The
payment service provider (PSP) is the central entity responsible for the
payment process. It enabl esthe payment messageinitiated fromthemobile
devicetoberoutedtoand cleared by the TTP. Thisservicegenerally includes

Figure 1. Phases in mobile payments transaction
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an“e-wallet” applicationthat enablespayerstostoretheir payment detail ssuch
ascredit card account numbersand shipping addressesonaprovider’ ssecure
server sothat they do not needtotypeinall the pertinentinformationrequired
for each saleonsmall and difficult-to-usemobilekeypad devices. ThePSPmay
also act as a clearinghouse to share the revenues between all the partners
involved in the payment process. It could be atelco, abank, acredit card
company, or astart-up.

Severa modelsof collaborationaswell asarchitecturehavebeenimplemented
to datein the m-payment transaction process: for example, aFull Payment
ServiceProvider, wherethekey player isacting both asthe payment services
provider aswell asthetrusted third party between consumersand merchants.
Feesfrom these transactionstogether with basic hosting fees generate the
revenuefor thefull payment serviceprovider. Someauthorssuggested that the
mobilenetwork provider couldfulfill thismodel if they havethetechnology to
handletheend-to-end.

Another model isthe Mobile Wallet Provider, who offersmobile payment
processing without clearing. The provider storesand maintains consumer
accountinformationand establishessecurecommunicationwith merchantsfor
user payment and order information. All communi cation between consumers
and merchantswill behandledviathemobilewallet provider. Themobilewallet
provider providescustomizabl eauthenti cation methodsthat fulfill theconsumer’s
needsfor security. Transactionfeesarethe main sourceof revenue, whichis
supplemented by hosting servicefees. Other model sincluderevenuesharing
models where separate key players undertake the roles of TTP and PSP
respectively.

Intheaboveexamplesof m-payment models, theroleof thecustomer andthe
merchantsremain cons stent.

Many new initiativesthat includevariouscombinationsof different typesof
playersalready existinthe m-payment market. According to Northstream
(2002), thefuturem-paymentsmarket isonewhereplayersact together, each
taking afair pieceof thepie. New playerswill enter themarket and will take
someof theprofitsthat could otherwiseremainwith existing players; mobile
operatorscould possibly haveashareof amarket they have not been apart of
before; credit card companiescoul d potentially havereduced profitsduetothe
entranceof mobileoperators(Durlacher Research, 2001; Northstream, 2002).
A key advantage of theindependent playersisthat they enableevery mobile
user to usethe service upon registration regardless of their mobile service
provider. For aspecific merchant intending to use an m-payment sol ution,
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teaming upwith suchaplayer ismoreefficient thanteaming up withthreeor
moreseparate mobile operators.

Ontheother hand, anindependent player will needtobuildauser base, usually
from scratch. A mobile operator or a bank will already have millions of
customerswho are potential m-payment users(Northstream, 2002). Them-
payment valuechainiscomplex anditwill takesometimebeforethedifferent
rolesareassignedtothebest actors. It will, however, requireexpertisefrom
avariety of playersinacarefully coordinated manner if mobiledataservicesare
to be provided successfully (Fife, 2002). Cooperation between playersis
desirableto achievesynergy, especially between banksand operators. Ac-
cordingtoBirch (2003), Paypal isan exampl ethat showsclearly how synergy
between a marketplace and an effective transaction system will by itself
generateand refinebusinessmodels.

Emerging Issues in M-Payments

With someof theinitiativeshighlightedinthe previoussection, wefound that
therearepertinentissuesintheareathat may beclassified under two headings:
standardization and security. Inthefoll owing sections, we haveexplored the
issuesand current emerging sol utionsto theseissues.

Standardization

MeT (2001) highlighted that themobilecommercemarket today istypical of
anemergent one, encumbered with an abundance of approachesand concepts
that may not interoperate. Currently, thereareseveral proprietary approaches
toformulating afunctioningframework for mobilee-commerceandthislack of
acoherent roadmap for thefuturemay | ead to market fragmentationand delay
thegrowth phase. A standard interfaceisnecessary because ease of useand
commonality of experienceiskey to driving adoption of new technology.
Having standards and a standards body will help jump-start the mobile
commercemarket (Costello, 2002). M obile commercerequiresmobile pay-
ments. The payment, transactions and authori zation component of mobile
commerceiscurrently being held back duetolack of standardsand disparity
of systems that do not necessarily work together (Costello, 2002). The
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adoption of m-payments, and theaccompanying spread of m-commerce, may
beslowed downwithout standardization (Henkel & Zimmermann, 2001). A
host of different solutionshave been proposed to enablemobile payments,
|leading to aneed for standardization, which may bereached by regulation,
voluntary agreements, or market forces (Henkel & Zimmermann, 2001;
Krueger, 2001b). Interoperability is central to the move towards next-
generation networksand theeffectivefunctioning of mobilepaymentswill
requirecooperationandinteroperability (Krueger, 2001b; MeT, 2001). The
usefulnessof payment systemsincreaseswiththenumber of users. Asusers
haveahigh preferencefor ubiquity, Krueger (2001) arguesthat thedemandfor
ubiquity will requireinteroperability and acertainamount of standardization.

Several initiativesare underway to provide ubiquity of serviceseither by a
centralized solution or by cooperativesolution. Early thisyear, twoexisting
bodies, the WAP Forum and the Open Mobile Architecture, have been
dissolvedtoformtheOpenMobileAlliance(OMA) asthefirst stepstowards
wirelesstechnology unificationinitsbidto devisetheopen, interoperable
standards industry needs to bridge the gaps among all the players (Open
MobileAlliance, 2002). OMA aimsto deliver responsiveand high-quality
open standardsand specificationsfor market and customer requirements, to
create acommon architecture and to consolidate standards (Y ahoo News,
2002). A consortiumof companiescal led PayCircle, including SunMicrosystems
Inc., Hewlett-Packard Co., OracleCorp., Lucent Technologies, SiemensAG
and several other smaller companieshaveteamedto create standardsfor the
way transactionsoriginating on mobiledevicesarehandled, amovethat the
companieshopewill removesomebarrierstowidespread mobilecommerce
(Costello, 2002). PayCirclewill attempt to correct non-standardization by
creating standardinterfacesby which payment systems, wirelessnetworksand
vendorswill beableto communicate (Costello, 2002). In Europe, the Euro-
pean Committeefor Banking Standards(ECBS) and the European Telecom-
muni cations Standards| nstitute (ET SI) havesigned aco-operation agreement
to increase the effectiveness of their efforts towards the development of
standards for the security of telecommunications and m-commerce (m-
Travel.com, 2002).

RichSolutionsisofferingamobileapplicationssuite, RichPaymentsFor Mobile
Devices, torender PDAsand mobilephonesasmobilecredit cardterminals
that support signaturecaptureandreceipt retrieval . Card-present paymentson
mass-market mobiledevicessuchasPalm, Handspring, i Pag, Jornada, Sony,
and Kyocerasmart phones, arepossiblegiventhat the suitesupportsthePalm,
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Microsoft Windows CE and Symbian OS. Thesuiteal soworkswithindustry
standard card readers, receipt printersand wirelesscarriersto givemerchants
card-present serviceswhen used with card readersfrom Semtek or Verices.
Them-payment solution utilizesthe connectivity optionsof mobiledevices,
suchasPalm.Net, CDPD, or 802.11b, to accessthelnternet for theprocessing
of SSL-secured payments (ePaynews.com, 2002). Nokia and Sony have
joinedwirelesscarriersand manufacturers, suchasAT& T, Cingular, NTT
DoCoMo, V odafone, Samsung, Siemensand Ericsson, inanopeninitiativeto
boost mobilelnternet services. With the objectiveof establishingan“open
mobilearchitecture,” theventureamsto promotenon-proprietary technol ogy
tostimulatewirel essinnovationand competition (Total Telecom, 2001).

Security

Thelack of security hasbeenamajor obstaclefor the successof business-to-
consumer e-commerceinthefixedlinelnternet environment (Baschnonga,
2002; KPMG, 2000; MeT, 2001). Baschnonga (2002) highlighted that the
evolution of payment services has been hampered by the absence of a
ubiquitoussecurity standard. KPM G (2000) and M eT (2001) add that secure
payment standardsareessential if m-commercehasto becomeamass-market
pheonomenon. Accordingto Kikuchi and Tanokura(2000), mobilecommerce
began with the appearance of mobile phones equipped with smart cards,
becausethey offer security functionsnot avail ablethrough other methodsof e-
commerce. When mobile phones are equipped with a device to protect
personal information, the security level of an entire service, including the
network, improvesconsiderably. Dataonasmart cardaresaidtoberelatively
secure becauseitisdifficult to extract encrypted datafrom the outsideand
difficulttoalter them. Themobilephonewithitsintegrated SIM cardisanidesal
bearer for the privatekey digital signatureof aPK | system. Thus, themobile
device can become a security tool, for example for secure payment in e-
commerceand m-commerce. Themobilephonewill eventually becomean
electronicwallet wherepayment will bemadethrough el ectronicfundstransfer
viathe mobilephonenetwork and thelnternet or paid viathetel ephonebill
(Kikuchi & Tanokura, 2000).

Smart cardswill bethepreferredway of gaining accesstoasecuresystem. The
smart cardsinthird-generation (3G) mobilephoneswill includeaprocessor for
encryptionand other processing, an el ectrically-erasabl e programmabl eread-
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only memory (EEPROM) to store user information, aprogram ROM, and
random accessmemory (RAM) work space. The EEPROM inthesmart card
storesavariety of informationthat requiresprotection, including theterminal
information needed during communi cation, theel ectroni cauthenti cation certifi-
cateissued by thecertifying authority toverify theidentity of theuser andthe
encryptionprogramitself. It canal sostoreother confidential information such
ascredit card numbersand personal identificationdetail s(Kikuchi & Tanokura,
2000).

Visalnternational announced a new global specification that ensuresthe
security of Internet payments made over mobile phones. The Mobile 3-D
Secure specificationisbased on existing payment technol ogiesand extends
payment authenticationinitiativesinto mobilecommerce, enabling Visacard
issuerstovalidatetheidentity of their cardholdersinreal time. TheMobile3-D
secure specification supportsglobal interoperability, enabling consumersto
haveaconsistent and seaml essexperienceregardl essof themethod or device
being usedto accessthelnternet. It minimizestheimpact on merchantsand
requires no changes to backend payment systems. A number of Visam-
commerceprogramsarecurrently underway worldwidetotest theviability of
m-commerce payment solutionsandrai seconsumer awareness. InAsia, Visa
has partnered with Hutchison Telecommunicationsand Dao Heng Bank to
devel opamobilepayment serviceusingMobile3-D Secure. InEurope, Visa
hassignedastrategicalliancewithOmnitel V odafone, whileintheUS, Visaand
Sprint are working together to help facilitate secure mobile paymentsand
create opportunities to purchase goods and services over the Sprint PCS
nationwidewirelessnetwork (Visa, 2002).

Conclusions

It is evident that m-payment methods are here to stay, with m-commerce
gaining momentum. L ack of standardsand security withindevicesaswell as
networksmay be pertinent issuesfor thefuture of m-payments. A range of
solutionsinvolvingfinancia institutionsand mobileserviceprovidersseemtobe
in progress, and perhapsisthe key to addressing these issues. Thelack of
standardsacrosseconomiesmay beaddressed through variousconsortiums,
involving many economicforums, mobileoperatorsandalsofinancial institu-
tions, if m-commercehasto bediffusedintothe massmarket. Theresearch
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direction remains optimistic that m-paymentswill progressand become a
standardfor futurebusiness.

Future Trends

Asmobilecommercecontinuesto evolveand new mobiledevicesemerge, m-
payment vendorswill becompelledtoevolvetheir solutionscontinually tokeep
up with the changing technol ogical and business landscapes. Eventually,
successful payment methodswill bethosethat canallow increasingly sophis-
ticated client applicationsto be used on mobil e handsets.

The need for secure, reliable payment methods to be made available to
consumerscannot beunderstated. Otherwise, consumersarepotentially at the
risk of losingoutinthelongrun. Inthiscontext, itiscrucial todefinestandards
soastoguaranteereal mobility, enabling seamlessm-commerceandindepen-
dent fromthecurrent mobileinfrastructure.

Inaddition, therearenecessary amendmentsto bemadein other areassuch as
banking laws and retail traditions. Partnerships among mobile operators,
financial institutions and other businesses continue to emerge to provide
dynamic, securemobilepayment solutions. Thedevel opment of thisareawould
beof interest to academicsandindustry consortiumsinvolvedinthedynamic
world of mobilebusiness.
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M ultimedia Ser vices:

An End User Perspective in
the Italian Market

Margherita Pagani,
I-Lab Centre for Research on the Digital Economy,
BocconiUniversity, Italy

Danilo Schipani, Valdani Vicari & Associati, Italy

Abstract

This chapter provides an end-user perspective on mobile multimedia
services that are likely to emerge with the roll out of Third Generation
Mobile Services (3G). More specifically, the objectives of the study are:

* to provide an insight into current behavior in terms of attitudes
towards, access and usage of multimedia mobile services by current
end users;
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e  toestablish main clusters of mobile users;

* toinvestigate the possible motivations and barriers of usage of new
mobile multimedia services as viewed by current users.

The remainder of this chapter is organized into the following four
sections. The first section provides a brief review of the literature on the
technol ogy acceptance model. Next we present our research model based
onagualitative exploratory survey conducted in six markets. Then wetest
the proposed model on the Italian market and present the analysis and
results of our study. Finally we make conclusions by discussing the
implications of our study, followed by presenting future research
directions.

| ntroduction

Astelecommunicationsmoveinto an erawherethedistinction betweenvoice,
videoanddatawill beblurred, convergenceof communications, information,
entertainment, commerceand computingwill lay thefoundationfor thedevel-
opment of anInformation Society.

Overthelastfiveyearstherehavebeenanumber of significant devel opments
inmultimediacomputing power, CD-ROM technol ogy, digital television, the
Internet/Intranet, | P-based services, andterrestrial and satellitemobilecom-
munications, which could have a profound impact on our society. These
technologies and systems may enable dramatic changes to take place in
working practices, entertainment, education and health care.

M any organi zationswithinthecomputing, entertainment, and communi cations
industriesarenow looking toidentify and capitalize on the promise of new
market opportunitiesin multimediacreated by thesedevel opments.

However, demand for multimedia services, should they be successful, is
unlikely tobeconstrainedto thefixed network. Greater pressureontime, and
theneedfor flexibility and responsivenessin business, will leadtoagrowing
demand for accesstothese servicesanytime, anywhere.

Inorder to meet theevol ving needs of customers, and to capturethe oppor-
tunity whichthisevol utionrepresents, themobileindustry islooking todefine
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and devel op athird generation of mobiletechnol ogy that will takethepersonal
communicationsuser intothel nformation Society by deliveringvoice, graphics,
video and other broadband information direct to the user, regardless of
location, network or terminal.

Thepurpose of the chapter isto provide an end-user perspective on mobile
multimedia services that are likely to emerge with the roll out of Third
Generation Mobile Services(3G).

Theremainder of thischapter isorganizedintothefollowingfour sections. The
first section provides a brief review of the literature on the technology
acceptancemodel . Next wepresent our research model based onaqualitative
exploratory survey conductedinsix markets. Thenwetest the proposed model
ontheltalian market and present theanalysisand resultsof our study. Finally
wemakeconclusionsby discussing theimplicationsof our study, followed by
presenting futureresearchdirections.

Technology Acceptance Model (TAM):
The Theoretical Background

Information Systems(IS) researchershavemadesignificant effortsinbuilding
theoriesto examineand predi ct thedeterminant factorsof informationtechnol -
ogy (IT) acceptance(Agarwal & Prasad, 1998, 1999). Existing modelsof I T
acceptancehavetheir foundationsfromseveral diversetheories, most notice-
ably innovationdiffusiontheory, whereindividuals perceptionsabout usingan
innovation are considered to affect their adoption behaviors (Agarwal &
Prasad, 1998; Moore & Benbasat, 1991; Rogers, 1995). Other important
theoretical model sthat attempt to explaintherel ationship between user beliefs,
attitudes, intentions, and actual system useincludethetheory of reasoned
action(TRA) (Ajzen & Fishbein, 1980), thetheory of planned behavior (TPB)
(Ajzen, 1991), and thetechnol ogy acceptancemodel (TAM) (Davis, 1989;
Davisetal., 1989). Althoughtherearenumerousstudiesinthefield of adoption
and diffusion of marketing-enabling technol ogy (Daghfous, Petrof & Pons,
1999; Holak & Lehman, 1990; Labay & Kinnear, 1981; Plouffe, Vandenbosch
& Hulland, 2001; Rogers, 1995), previouswork hasmainly focused onthe
adoption of productsand technology (Au & Enderwick, 2000; Davis, 1989;
Eastlick & Lotz, 1999; Verhoef & Langerak, 2001). Incontrast, the perspec-
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tiveon servicesand service-enabling technol ogiesisconsiderably lesspro-
nounced. Despite the fact that several trend studies have been conducted
regarding the potential of wirelesstechnol ogy and 3G services(Durlacher,
2001; UMTSForum, 2001), thereexistsaneed for moresubstantive, theory-
based research, creatingamorein-depth understanding of consumer behavior
with regard to m-commerce. In the information system literature on IT
adoption, researchershaveconducted several studiesto examinetherelation-
ship between perceived ease of use, perceived useful ness, and the usage of
other informationtechnologies(Adamsetal ., 1992; Chau, 1997; Davis, 1989,
Davisetal., 1989, Hendrickson & Collins, 1996; Mathieson, 1991; Szajna,
1996). Their researcheshave supported the Technol ogy A cceptance M odel
(TAM) proposed by Davis(1989), which positsthat perceived easeof useand
perceived useful nesscan predict theusage of technol ogy.

TAM wasderived fromthe Theory of Reasoned Action(TRA). Accordingto
Davis (1989), perceived usefulness and perceived ease of use are the two
determinantsthat influence peopl €’ sattitudetoward I T usageintentionand
actual I'T usage. Perceived usefulnessisdefined as“the degreeto which a
person believesthat using aparticular systemwould enhancehisor her job
performance” and perceived easeof useisdefined as”thedegreetowhicha
person believesthat using aparticular systemwouldbefreeof effort” (Davis,
1989, p. 320). Davis and his colleagues (Davis, 1989; Daviset al., 1989,
1992) demonstrated that perceived ease of use affected usage intention
indirectly viaperceived useful ness.

Inan extensionto TAM, Davisand his colleagues examined theimpact of
enjoyment onusageintention (Davisetal., 1992). They reported two studies
concerningtherel ativeeffectsof usefulnessand enjoyment onintentiontouse
and usageof computers. Asexpected, they found enjoyment had asignificant
effect onintention. A positiveinteraction between usefulnessand enjoyment
wasal so observed.

Several recent empirical studieshavevalidated adoptiontheory inrelationto
awiderangeof products(Holak & Lehman, 1990; Labay & Kinnear, 1981,
Ostlund, 1973; Rogers, 1995) and technol ogy (Beatty, Shim & Jones, 2001;
Plouffeetal., 2001). A largenumber of studieshaveinvestigated the use of
el ectroniccommerce, but thefield of mobilecommercehasbeenleftvirtually
unexplored. Inthisresearch our goal isto extend the TAM model to study
motivationsand barrierstotheadoption of 3G mobilemultimediaservices. In
thefollowing sectionstheresearchisdividedintotwo stages: an exploratory
gualitativestagefollowed by aquantitativestagefocused ontheltalian market.
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Resear ch Framewor k

M ethodology

Many factorspositively or negatively influenceusers’ adoptionof multimedia
mobileservices. Inthissectionweidentify several variablesthat influence
adoptionof 3G mobilemultimediaservices. Thevariablesarederivedfromtwo
preliminary pilot studiesrealized onasampl eof young peopleinitaly and USA
followed by anexploratory qualitativestudy conducted by Nokiathrough 24
focusgroupsinsix markets(Brazil, Germany, Italy, Singapore, UH, USA).

Thesecond stage of theanalysisconcentratesspecifically onaquantitative
marketing research. Datawere gathered by means of aquestionnaire. The
popul ationconsistsof 1,000 I talian usersof mobileservices. Ittriestodescribe
behaviors, rolesandtest variabl esinfluencing adoption of mobilecomputing.
Weconsider Italy becauseitisthe European country withthehigher penetration
of mobilephonesand profitability, anditisal so proneto marketinnovation.

The main goal of this research is to identify a hierarchy of importance
concerningthecritical factorsinfluencing theadoption of mobileservices. To
realizethisresearch objective, conjoint analysiswasseen astheappropriate
statistical tool.

Conjoint Analysis

Conjoint analysisis atechnique that allows a set of overall responses to
factorially designed stimuli tobedecomposed sothat theutility of each stimulus
attributecanbeinferred fromtherespondent’ soverall eval uationsof thestimuli
(Green, Helsen & Shandler, 1988). A number of (hypothetical) combinations
of service elementscan beformulated that will be presented to asampl e of
customers. Accordingto Lilienand Rangaswamy (1997), theanalysiscom-
prisesthreestages.

Thefirst stageisconcerned withthedesign of thestudy, wheretheattributes
andlevelsrelevant totheproduct or servicecategory will beselected. Inthe
second stage customers rate the attractiveness of a number of possible
combinationsof customer serviceelements. Finally, inthethird stage, ratings
areusedtoestimatepart-worthutilities, that is, theutility thatisattached tothe
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individual levels of each service element included in the research design.
Consequently, an accurate estimate of customer trade-offsbetween services
elementscan beobtained.

Thedependent variablein our study wastheintentionto makeuse of mobile
services.

Exploratory Qualitative Stage

Thefieldwork hasbeen carried out facetofaceinthefirst and second quarters
of 2001 through 24 focusgroupsconducted by NokiaNetworksinsix markets
(Brazil, Germany, Italy, Singapore, UK, USA). Theinterviewsfocusedinon
thecoretarget for the3G offering, namely, teenagers, young adultsand family
adults, all currently usingmobilephonesfor personal usage. Thesamplewas
segmented by age, 16-19, 20-29 and 30-45, and by life stage.

Theresearchlooked primarily at thefoll owing mobilemultimediaservices:
photo messaging, mobilee-mail, video messaging and postcard messaging.
However, theresearch also briefly touched on rich text messaging, and on
videocalling.

Of utmost importance in the study was to ensure that the respondents
concentrated onthemessaging format, and did not allow previousmisconcep-
tions about service or delivery of the service. They werethereforetold to

Table 1. Fieldwork details

Country Sample Field times

Brazil Nationally representative of adults | 6" — 20" March 2001
aged 18-64 who are economically
active

Germany Nationally representative of adults | 23" March — 5" April 2001
aged 14+

Italy Nationally representative of adults | 23" March — 5" April 2001
aged 15+

Singapore Nationally representative of adults | 13" — 26™ April 2001
aged 15-64

UK Nationally representative of adults | 23" March — 5" April 2001
aged 15+

USA Nationally representative of adults | 215 — 30" March 2001
aged 18+
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Table 2. Motivation segmentation

1.

Business

for business purposes

Formality

When | want to send a formal message

Urgency

When | need to know the message has arrived
When | want to send urgent communication
As a rapid way to stay in touch

Function

To send a long piece of text

To send an attachment

When | don't feel like talking

Practical reason (like to show something | want to buy)

Price

When | want to communicate cheaply

Discretion

Need to be discreet and quiet
When talking would disturb people around me
Might disturb the person I'm trying to contact

Personal contact

To keep in touch with friends/family abroad

To send an intimate message

To contact people | don’t see very often

As a personalized way to send a message

To increase the feeling of contact

To share an experience

Nice for people to see me if they haven't done so for a while
For longer greetings

When | don’t want to talk, but need to communicate

Joke or chit-chat with friends

As a novel way to message

To share an experience

As itis just great fun

To send pictures from my holiday
To show something like a view
To express creativity
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imaginethat therewould beno network problems, and not to concentrateon
pricing.

Theprompted statementsoffered tothe sampleasmotivationsfor usageof the
future multimedia mobile services can be classified to form eight broad
segmentsof usage(Table2):

Business
Formality
Urgency
Function

Price

Discretion
Personal Contact
Fun

O N O U~ wDdhPRF

Theresearchmodel tobeempirically testedintheltalian marketisillustrated
inFigurel. Themodel isderived fromthetheoriesand hypothesisdescribed
in the preceding section. The relationship constituting the model also has
supportfrom prior theoretical and empirical work intheexploratory qualitative
stage.

Figure 1. Adapted TAM model on the adoption of multimedia mobile
services

Hardware/Software

functionalities FErEEEd Gree

of use (PEU)

Attitude toward Behavioral
usage (A) =» Intention to
Use (B)
Business v f
Urgency \

] Perceived
Personal Contact —| Usefulness (PU)
Formalitys7

Function Fun

Discretionr
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Exploratory Quantitative Stage

A following stage of analysis concentrates specifically on a quantitative
marketing research conductedinthesecond quarter of 2002 through question-
nairesonasampleof 1,000 Italian usersof mobile (sampled amongover 18
Italians).

Onethousandinterviewsprovideasamplingerror (at 50%) of 3.1% (witha
probability level of 95%).

Theresearch, managed throughtelephonecalls, triesto describebehaviors,
rolesand variabl esinfluencing adoption of mobilecomputing.

Theresultsof thequantitative marketing research arenow summarized. This
research was structured in order to deepen the motivations and barriers
towardstheinnovative servicesdelivered through 3G mobileservices, the
eventual levelsof demand and usage and the content typesand formatsthat
consumersexpressopinionfor.

Key itemsinthequestionnaireused for analyzingthesurvey areasfollows:

1. Degreeof serviceinnovation perceived by consumers. Respondents
selectedtheir answersfromalist of innovativeservicescategories,

2. Interest fortheservicescategoriesunder scrutiny;

Figure 2. Composition of the sample

SEX AGE

18-24 years old

11.6%

Men beyond 65
48.0%
25-34
years old
19.7%
55-64 years
14.5%
-44 years
Women old
0,
52.0% 45-54 years old 17.3%

15.7%
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3. Preferencefor means/platformsthroughwhich selected servicescanbe
accessed (portables, phoneand/or TV);

4. Analysis of key features of services (ease of use, speed, cost and
usefulness);

5.  Rankingof servicesfeatures.
Theservicesconsideredinthequestionnairearethefollowing:

* interactiveandreal-timeentertainment;

e dataexchangeamong peopleand between peopleand variousel ectronic
devices,

e contextual andreal-timeshopping;

»  portfolioand personal fundsmanagement;

»  sdfety-relatedservices,

* location-based services.

All theserviceshavebeen consideredrather innovative (theaverageis7.1on
1 minimum-9maximumscale).

Intermsof theinterest expressed towardstheseservices, thesampl edistributes
areshown (seeFigure3).

Figure 3. Interest expressed towards multimedia mobile services

Portfolio and personal funds management_z&g%

Data exchange among people and
between people and various electronic
devices 4

20.7%

Remote control of place, objects and people 20.3%

Contextual and real-time shopping

17.5%

Play in real time 10.6%

Location based services (i.e., maps) 10.5%

Any service _49.1%
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Table 3. Features preferred

Ranking %
Usefulness 1° 31.3%
Ease of use 2° 26.7%
Price 3° 23.8%
Speed of use 4° 18.2%

Table3 showsthemainfeaturespreferred by the peopleto beattracted to use

theseservices.

“Usefulness’ and ease of useare considered themost important variablesin
order to accessthe segmentsof populationand, asshowninFigures4and5,

therearedifferent meaningsassignedtothesewords.

Thefinal objectiveof theresearchwastoidentify thekey descriptiveelements
of homogeneoussegmentsof thepopulation. Thisisrelevantinorder todefine
theright strategiesto offer thenew servicesinthe proper and differentiated

way.

Figure 4. Meaning of usefuln

€sS

Greater personal or
family safety

Enjoy
9.5%

Money savings

22.5%
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Figure 5. Meaning of ease of use

Help functions
16.8%,

Clear symbols
qnd function keys

36.5%

Graphic display

17.4%

Few and simple steps

29.3%

Themost statistically powerful variableinorder to distinguishthebehaviorsof
peopleisthedegreeof interest towardstheinnovativeservices.

If wethen clusterizethesampleusingthisvariable, and crossit with thesocio-
demo data, it turns out that the kind of activities performed in life by the
consumersisthestrong predictor of their future use of thenew services.

Inparticular, itispossibleto describetwo different segmentsasindicatedinthe
followingfigure:

*  cluster 1liscomposed of peoplewho declared they arenot interestedin
thenew services;

* theremaining51%canbedividedintwogroupsthat aredifferentinterms
of theway firmsshould approachthemto sell thenew services.

Thetwo segmentsare:

» the“professionals,” thatis, peoplewhomainly aremanagersor entrepre-
neursinlife, who are 38% of theinterviewed base;

* the"students,” whoaccount for theremaining 13%.
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Figure 6. Main clusters of mobile usersin the Italian market (base 1,000
Italian mobile users)

Cluster 3
Professional Cl_uster 1
38% _ Not mterested
in new services
49%
Cluster 2
Students

13%

The purposeisnow to identify the variables network operators can useto
accesstheidentified clusters. Thisisan essential piece of information for
craftingtheright strategiesin order to* catch” thesegments.

The“professional” segment ismadeof peoplewholook for usefulnessasthe
almost exclusivevariableinorder to accessand pay for theservice.

The" students” segment ismade of peoplewholook mainly for low-cost and
convenience.

For theentireinterviewed base, aninteresting rel ationshipemerges: thedegree
of interest isinversely related to the degree of knowledge of theservice. In
particular it hasbeen noticed that peoplewho declarealow level of interestin
theseservicesarethosewho actually know | east themainfeaturesand potential
outcomesof theseservices, eventhoughtheinterviewer deeply explainedthe
meaning of each service.

Conclusion

In this research, we attempt to identify valid factors that predict auser’s
adoption of 3G mobilemultimediaservices.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Motivations and Barriers to the Adoption of 3G Mobile Multimedia Services 93

Thefindingsshow key characteristicsandfactorsplaying decisiverolesinthe
development of strategiesfor thelaunch of multimediamobileservices.

Thefindingsof thisstudy havesignificantimplicationsa sointheperspectiveof
research onmobileconsumer behavior. Our study providesfurther evidenceon
theappropriatenessof usingthe TAM model to measurethedifferent dimen-
sionsof actual multimediamobileusageandit providesempirical evidencethat
PEU (perceived ease of use) and PU (perceived usefulness) areimportant
factorsthat influencetheuser’ sadoption of 3G multimediamobileservices.

Thefindingsof thestudy suggestimportant practical implicationsfor businesses
currently providing mobilemultimediaservicesaswell asthosethat areplanning
todoso. Itisevident fromthisstudy that inorder toinfluenceadoptionof 3G
multimediaservices, perceived ease of use (PEU) and perceived useful ness
(PU) must beenhanced.
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Chapter V

| mpact of M obile
andWireless
Technologieson
DevelopingCountries

Ran Neuman,Philip Morris, USA

P. Candace Deans,University of Richmond, USA

Abstract

Thischapter discussesthe impact of mobile and wirelesstechnologieson
developing countries. The new technological advances and capabilities
allow developing countries the opportunity to “ leapfrog” years of wired
technology andinfrastructuredevel opment. Based onthisstudy, it appears
that mobile and wirelesstechnol ogieswill not be enough to truly advance
developing countries. Inorder totruly“ leapfrog” and make up for years
of technol ogi cal advancements, devel oping countriesmust consider dealing
with gover nment corruption, violation of human rightsand extremely low
literacy rates. These factors may derail the effort to “ leapfrog” and gain
economic benefits from technological advancements. The Village Cell
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Phone Programis presented as an exampl e of how mobiletechnology can
be used to create a business opportunity along with changing the role of
women in society. Any implementation of mobileand wirelesstechnology
must be complimented with social and political reform in order to be
successful.

| ntroduction

Today therearemoremobilephonesthanfixed-linetel ephoneaccessthrough-
outtheworld, andtheindustry still showsastrong growthmomentum. Wireless
subscriptionisexpectedtogrow to 1.3 billion by 2004. Themobiletechnolo-
giesindustry experiences rapid transformation with the evolution of new
standardsand businessstrategies. Indevel oping countriesthereishopethat the
digital divide, thegapintechnology andinfrastructure, will be history once
accessto communicationandthelnternetisestablished and avail abletoevery
citizen. Current studiesand literatureontheadvancement of digital technol ogy
anditsimpact ondevel oping countriesallow ustowitnessjust thebeginning of
thisdigital revolution (Aronson). Theimpact thisrevolutionisimposing on
devel opingcountriesismultidimensional:

»  Traditional businessessuch astelecommunication carrierswill haveto
revisetheir businessmodel andincorporateinnovation asacorecompe-
tency inorder to succeed and survivethisrevol ution.

*  Governmentswill needtoadjust their approach for taxationandrevenue
streamin order to compensate for the tidal wave of privatization and
dealingwiththefreedomand evolution of thelnternet.

*  Dedlingwithilliteracy will becomeoneof themainfocuses, asit posesa
barrier for successof thisrevolution.

*  Newlawsandlegal infrastructurewill becomeakey necessity inorder to
lead and managerather than control and suppressthedigital revolution.

e Society will betransformed by changesin both social framework and
inherently changesin social structure, statusand norms.

These are afew of the key elements surfacing in response to the digital
revolutionandthefast paced evol ution of mobiletechnol ogies. Many organi-

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



98 Neuman & Deans

zationsareset upto helpdevel oping countriesnarrow thedigital divideand deal
with the changes detailed above. Thereisvisible evidence of successful
business models such asthe* Village Cell Phone” programs. Developing
countrieswill continueto*®leapfrog” yearsof wiredtechnol ogy andinfrastruc-
ture, but they will not beableto* leapfrog” thesocial and political changesthat
will result fromthisdigital revolutionand theadoption of innovativetechnol o-
giesand businessmodels.

M obile Technology Development

Theconcept of “leapfrog” refersto devel oping countriesmakingaconscious
decisionnottoreplicatetheevolutionary cyclefor infrastructureand business
model sasbased on developed countries. The concept refersto devel oping
countriesbypassing yearsof historical devel opment of wiredinfrastructureand
instead adopting newer standards, businessmodel sand change. Accordingto
GavinJeffery of the Afghan WirelessCommuni cations Company, “ What we
will haveisstateof theart technology, straight fromthebeginning.” Hisquote
captured theessenceof “leapfrog” duringaninterview withtheBBC (BBC
NewsOnline, 2002).

Technology Adoption Lifecycle

Inhisbook “ Crossingthe Chasm,” Geoffrey Moorediscussestheevol ution of
technology and how we as a society adopt and mature along with the
technol ogical advance. Heintroducesthe® Technology AdoptionLifecycle” as
a representation of the population grouped by psychological profile and
demographics(Moore, 2002). Thebell curvea sosignifiesthelifecycleandthe
point that each groupiswillingto accept thetechnol ogy (seefollowing page).

ThegroupsaredividedintoInnovators, Early Adopters, Early Mgjority, Late
Mgjority, and Laggards. For many years, devel oping countrieswereclassified
aseither aLate Mgjority or Laggards from the perspective of technology
adoptions. Therearemany reasonswhy they wereclassified assuch:

*  Education—Adopting new technol ogy heavily dependson education,
skill, and theresourcesneeded for support. In somecountriesupto 170
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Technology AdoptionLifecycle
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local languagesare spoken, which presentsachallengewhendelivering
content. These developing countries are dealing with a high rate of
illiteracy aswell asseveral failed attemptsat standardizing thelanguage.
Another language barrier isthe use of non-L atin al phabets, which are
harder to adapt to computersand cell phones.

*  Cost—Aswiredinfrastructureismaturing, thecost of implementation has
decreased, but isstill relatively high. A study done by the Canadian
National Broadband Taskforce and InfoAmericas (see Appendix A)
organizationrevealsthat it costsover 40,000dollarstoinstall onemileof
optical fiber, not including thecost of supportinfrastructure. Thisisa
tremendousundertakingfor many of theunderdevel oped countries, who
arestill strugglingtooffer basic necessitiesfor their citizens. Much of the
currentinfrastructure (el ectricity, runningwater) isnot of fered throughout
devel oping countriesduetothechallengesof funding, regul ation, gover-
nance, and harsh topol ogy such asmountains, wet and swampy ground,
and deserts.

*  Government —Local government still own and manage many of the
compani esprovidingtelecommunication services. Landlinesareheavily
taxed and governmentsarerel uctant to changethe businessmodel and
losemuch of that revenue stream. Many devel oping countriesarefaced
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withpolitical instability, bureaucracy, and corruption, which slow down
theadoption of changeand the passing of reforms.

Thislistisnotall-inclusive, but doesillustratewhy for many yearsdevel oping
countieshavebeenlateto adopt technology and areclassified asL ateMgj ority
or Laggards(Moore, 2002).

Asawitnesstothe changesbrought on by theevol ution of thelnternetinthe
late 1990s, devel oping countrieshave madeaconsciousdecisionto* leapfrog”
generationsof technology and moveto early stagesof thetechnol ogy adoption
lifecycleand becomeinnovatorsand early adaptorsof mobiletechnologies.

Convergence

Prior to further discussion about the industry trends and details about the
prevailingtechnol ogies, itisimportant to understand the nature of thedemand
for mobiletechnol ogies. Many usetheterms*“wireless’ and“ mobile” inter-
changeably and to someextent that iscorrect; but astechnology evolvesthe

Figure 1.

Data versus Mobility need matrix

Mobility needs

Source: DiamondCluster International

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Impact of Mobile and Wireless Technologies on Developing Countries 101

lineswill becomeevenblurrier.“Wireless’ referstotransmittingandaccessing
datathrough adevicewithout being hooked to afixed phonelineor cable.
“Mobile” inthetraditional sensereferstotheability totransmit voiceover a
phonewithout being connectedtoalandline. Figure 1 showstherelationship
between and the demand for voice and data to converge to one common
platform.

Thereisatremendousgrowthand apushfor the” surf-and-talk-a-1ot” services.
In recent years, mobile manufacturers have responded by providing data
servicesthroughtheuseof acell phonethrough servicessuchasSM S(Short
M essaging Service) and I nternet accessthough the use of portals(Nguyen,
2002). Thistrendwill continuewiththeadoption of technologiessuchasVoice
Over Internet Protocol (VOIP) and the eventual adoption of 4G (Fourth
Generation) network standards (further detail sinthenext section).

The Wireless Hype Cycle

In order to better illustrate the roadmap from past to present and future
perspectiveof mobiletechnol ogies, Gartner Group (aresearch organization)
presentsanother cycleto complement thetechnol ogy adoptionlifecycle. Much
of the technology evolution is dictated by theinnovation and adoption of
standards throughout the industries. Each standard represents a way of
transmission, which canincludedata, voiceor video. Standardsareresearched
and certified by standard bodies such as |EEE (Institute of Electrical and
Electronic Engineers). Oncethey areaccepted, they areutilized throughout the
industry. Gartner Group presentsthe“WirelessHypeCycle” (see Appendix
B), whichillustratesthemarketing hypeor visibility of atechnol ogy versusits
maturity stage and thetimelinefor thetechnol ogy to reach plateau of accep-
tance. Thecyclegoesthroughthefollowing stages. Technology Trigger, Peak
of Inflated Expectations, Troughof Disillusionment, Slopeof Enlightenment,
and Plateau of Productivity. Eachtechnology ismarkedtoindicateitsposition
and thetimeto plateau or adoption speed.

TheUnited Statesisconsidered to bebehindtherest of the devel oped world
ininfrastructureand standardsadoption. Asian and European countrieshave
madesi gnificantinvestment into 3G (third generation) networks(see A ppendix
C). Theheavy investment into 3G networkspromised higher speedandlarger
capacity for multimediatransmission. European countriessoldlicensesinthe
sumof over 100billiondollars, but most compani eshavefound thetechnol ogy
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to be extremely difficult to implement and are rethinking their strategies.
Advancesintechnol ogy sincethestandardization of 3G haveal so contributed
tocompaniesrefocusingtheir research and devel opment. Wi-Fi —Hotspotsare
currently at theheight of thehypecurve. Wi-Fi Hotspotsprovidehigh-speed
Internet accessto equipped deviceswithin approximately 50 metersof asmall
base-station. Thisnewer technology ismuch cheaper toimplement and has
takentheindustry inanew direction. Thegrowing popul arity of Wi-Fi Hotspots
hasbrought on new businessmodel ssuch asthe Starbucksand T-Mobile. The
hypeand thesuccessful businessmodel sforced companiestorethink their 3G
strategies and start |ooking toward the future for 4G (Fourth Generation)
(Gartner, 2003).

Europe and Asiaare considered to be early adopters of technology, while
Americaisconsidered part of theearly majority. Somemight evenclassify the
United Statesasl aggardsbased onthetechnol ogy adoptionlifecycle. Compa-
niesin Americahavenot boughtintotheideabehind 3G, andthereforearestill
supporting 2and 2.5G. American companieshavespent thelast coupleof years
maturingtheir infrastructureand providingincremental improvements.

Inrecent years, devel oping countrieshavebeen moreinfluenced by Europeand
Asiaand havestartedtoinvest directly in 3G networks, thereforebypassing
generationsof infrastructurebuilt up. European and Asian companieshave
beenwillingto pay premium pricesfor 3Glicensesandtherighttosell wireless
servicesinthosecountries. Thegovernmentsof devel oping countriesarestill
holding on to the state-run telecommunication firms, focusing strictly on
traditional wired servicessuchasfixed phoneand|ow-speed | nternet provider.
Withtheprivatization of thewirelessmarket and thelargesupport of European
and Asianfirms, new businessmodel sareformingwithinthosecountriesbased
onthenewer technol ogies. Thecost of implementing awirelessnetwork could
beasmuch as90% cheaper than thetraditional implementationfixed andwired
access (see Appendix A). Local shop ownersthroughout rural areasinthe
developing countriesaresetting uplocal areanetworks(LAN) and providing
complimentary servicestothoseresidingwithinaradiusof afew milesof the
shops. In addition to Internet access, the shop owners can offer wireless
Internet access, wirelessdevicesand mobilephones(Gartner, 2003).

Experts have predicted that 4G (Fourth Generation) networkswill not be
actualized withinthe next fiveyears, but in recent monthsthe marketsand
technology advanceshaveaccel erated thetimeline. Gartner Group classifies
4G as atechnology trigger in the Wireless Hype Cycle. Europe, Asiaand
Americaarefocusing onthedevel opment of 4G standardsthroughresearch

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Impact of Mobile and Wireless Technologies on Developing Countries 103

and prototyping (Appendix D). Thepotential 4G standardsbring promiseto
developing countriesintheir attempt to narrow thedigital divide. Thenewer
standard promiseswider coveragearea, supported by fewer basestations, and
will help devel oping countriesprovideserviceseveninremoterural areas,
regardlessof topol ogy (Gartner, 2003).

Business Models for Mobile Technology

M obiletechnol ogiesaresignificantly changing current businessmodels, even
withthefast paceevolutionof e-commerce. Theprinciplesguidingtheevolution
of m-commerceareanytime, anywhere, by/for anyone, withanything. Many in
theindustry liketothink of themasrepresenting: multilingual, multicultural,
multimodal, multidevice, and soforth. Thetelecommunicationindustry has
traditionally been about managing cost. Companies invest a tremendous
amount of resourcesininfrastructureandfor therest of thelifecycle, they focus
ondriving down support and mai ntenancecosts. Oneof thebarriersfor change
isthehighinvestment or commitmentincurrentinfrastructure. Many companies
are forced to write off losses in order to refocus their resources on newer
standards. The new paradigm will force telecommunication companiesto
change their business models and focus on innovation and value added
services.

Value Chain Analysis

ReginaWong, in her presentationtothe GSM CongressAsiaPacific2000in
Singapore, presented api cturecomparing thetraditional versusthenew mobile
technologies value chain (see Appendix E). In her view, mobile service
providerswill s mply replacethetraditional servicesthroughout thevaluechain.
In her model, application providers become the enablers whilethe mobile
serviceprovidersareresponsi blefor aggregating content and providing func-
tionality. ReginaWong' svaluechainrepresentationislinear and doesnot take
into account the new val ue creation by way of new servicesor theneed for
mobileservice providersto providecontent and transactional services. The
newer model spromotecollaboration and seaml essintegration askey services
aswell asenhancement of theend-user experience (Wong, 2000). In August
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of 2002, Bror Salmelin presented in a European Union forum about the
“Challengesand Opportunitiesin the E-economy - the Single European E-
BusinessSpace’. Inhispresentation, hedepictsanewer businessmodel that
focuses on the empowerment, creativity and value creation based on
interoperability and open systems(see Appendix F). Inthenew m-commerce
businessmodel only several of thekey market playerswill providevertical
integration, meaningthey will havecontrol throughout thevaluechain. Open
systemswill providefor theinvol vement of many new playersinthemarket;
somefocusing onhorizontal services, most focusingonnichemarkets. Tradi-
tional telecommuni cation compani esonce considered utilitieswill adopt new
business model s and transform themselvesto value add service providers
(Salmelin, 2002).

DiamondCluster I nternational presentedanillustrationto better explainthenew
valuechainandthesourcesof revenue(seeFigure2). Ascountriesadopt more
of the mobile technologies standards and go through deregulation and
privatization, moreof theserevenueswill berealized. Devel oping countries
“leapfrog” many of thetraditional businessmodelswehave createdinthe
devel oped countriesandthrough small-scaledevel opmentsthey aretransform-
ingtheirindustriesthrough theuseof mobiletechnol ogies

Indevel oping countriesmany of thegovernmentsstill manageand control the
entirevaluechain. Keysto successincludemarket reforms, deregulationand

Sources of Revenue -- Pricing Models Illustrative
Access Content
Network provision Mobile ISP Mobile Portal Mobile Content
Wireless service fee Traffic charges - Fees per use of - Fees per use of
USER similar to that charged for for data minutes f_e;tam services f_e;tam services
N info., reservations, info., reservations,
REVENUES voice (momh.ly access (b.ased on ) ticketing) ticketing)
fees, subscriber fees, minutes until
etc.) GPRS, then - Subscriber fees - Subscriber fees
packet-based). - Fees per acess, - Fees per acess,
Wholesale network Wireless mobile Portal Real m-Commerce/
provision ISP Estate Transactions
BUSINESS Wireless service Traffic charges - Fees to be - Referral fees
listed
REVENUES (bésed on . 'ste - Commissions
minutes until - Advertising (can from affiliated
GPRS, then be location merchants
packet-based). based)

Source: DiamondCluster International
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privatizationof many of theindustries. Thiswill allow outsideandlocal firmsto
competeand meet thefuturedemand for m-commerce. Thefollowing section
providesan exampleof newly formed enterpriseswithindevel oping countries
that utilizethelower cost and effectiveness of m-commerce (Nguyen, 2002).

The “Village Cell Phone’ Program

Theper capitaincomeof aBangladeshworker isonehundredth of that of aUS
worker. Meaning, youwould need 100 Bangladeshisto providethebuying
power of oneAmerican. Thisstatisticwasonthemindof Dr. Igbal Z. Quadir
when he was looking for investors for his idea of a mobile network in
Bangladesh. Heisnow thefounder of Grameen Phone, whichisbuilt uponthe
visiontotransform poor countriesby establishing awirel essnetwork that will
beusedfor production rather then consumption. Dr. Quadir’ scompany isthe
sponsor of the* Village Cell Phone” program, which provideswirelessand
banking servicesto over 50,000 Grameen Phonewomen (Grameen Phone,
2003).

Inthisprogram, womenlivinginrural areasof devel oping countriesthat lack
developedinfrastructure, such asfixedlinetel ephones, arebuying cell phones
financed by bank loansandareselling“talk time,” muchlikeapay phone. This
phenomenonisenabl ed by thedevel opment of mobiletechnol ogy and entre-
preneurswho haveavisionof transformingisolated and undevel oped areasinto
emerging markets. Advancesmadeinmobiletechnologiesinthelastfew years
havemadeit possiblefor therealization and formation of businessmodels
similartothescenarioof the* Village Cell Phone”. Devel oping countriesand
theserviceprovidersareclaimingto*leapfrog” therest of thedevel opedworld
by offering advanced mobiletechnologies. “ Leapfrog” referstothefact that the
devel oping countriesarebypassing thewired generationand aredirectingtheir
attention and resourcesto wirelessinfrastructure and the newer advanced
technologies. Mobiletechnol ogieshaves gnificantly changedthelivesof those
livingintherural villagesdescribedinthisarticle; but they alsohaveother effects
onthesocial and economic devel opment of thosecountries. Thegrowth of the
“VillageCell Phone” program hastransformedtheroleof womenintheir local
society aswell astheir economic statusandtheir contributiontothewelfare of
thevillage(BBC NewsOnline, 2002).

Bangladesh hasthelowest number of phonesin South Asia, whichiswhy the
“VillageCell Phone” programwasakey inthetransformation of thecountry.
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Grameen Bank, asubsidiary of Grameen Phone, providesalow cost bank loan
that isused to set up amobilephoneexchange. Thebank only lendsmoney to
women, which challengesthestatusquo of theculture. Oneof theconditions
of theloansrequiresthehusbandtotransfer thedeed of hisproperty tohiswife;
thisisdoneto reducethechancesof abandonment. Thebank seeswomen as
lessof acredit risk and thereforetargetsthem for their programs. Oncethe
mobilephoneexchangeisestablished, thewomen providecommunication
services to their village, which in many cases has few to no telephone
connections(Grameen Phone, 2003).

Thisbusinessstrategy started outinthelateninetiesand hasgrownthroughthe
years. The Grameen Phonewomen haveexpendedtheir enterprisesand are
selling other servicesrel ated to mobiletechnol ogies. Thecost of thecell phone
hasdeceased significantly, becomingaviablereplacement for landlinesor pay
phones. Companieshavecreated |ow cost or even disposablecel | phoneswith
aprepaidfunctionbuiltintothesystem. The Grameen Phonewomen areable
to sell those newer phoneswithout having to establish accountsor set up a
billing system. Thisallowsthevillagersto control their spendingand provides
anaternativetoeither establishingalineof credit or meeting therequirements
of other mobileserviceproviders. Many of the Grameen Phonewomen have
established their businessinside alocal coffee shop at the centers of their
villages. Theserelationshipsledtothecreation of the* small-scal etel ecentres’
throughout thedevel oping countries(CNN Specials, 2001).

Telecentres and Community Access

Starbuckswantstheir customersto accessthelnternet whilesippingontheir
premium coffeebeverages. Thisisanew valueadded servicethat hasrapidly
expended beyondthe coffeeshop. Wi-Fi isoneof thekey enabling technolo-
giesthat allowsmobileserviceprovider to set up “ hotspots” inhighly dense
areas, thereforecoveringagreater customer basewithinafew mileradius. Even
Central Park withinNew Y ork City now offersafreehotspot for theuseof the
park’ svisitors. Whilethishas become arecent phenomenoninthe United
States, thisconcept hasbeen onthetop agendaof many devel oping countries
asaway tolink up rural areasand provide communication capability thatis
otherwisenot available.

Usingalow cost tower, shop ownersin many devel oping countriesare setting
uplocal areanetworks(LAN) andareproviding complimentary serviceswithin
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their community. Inthel ateninetiesthefocuswason communication between
thelocal villager and thosevillagememberswholeft for ajob abroad. Inthelast
few years, thosebusi nesseshavetransformed themsel vesand arenow provid-
ing newer servicesuchaslnternet access, billing service, and commerce. There
areseveral cited examplesof farmerslookingfor abetter locationto sell their
productsbased on pricinginformationthey receivethroughthel nternet viaPC
and cell phones. Inthepast they wereforcedto sell for rather cheaptothelocal
companiessincethey lacked theknowledge about the ongoing rate of their
crops. Many of thefishing villagesutilizethelnternet and mobil etechnology to
improvetheir fishing efficiency by accessing information about weather,
movement of fish, GPSbased devicesand overall security asthey goout early
every morning (Cowhey, 2003).

Worker Migration

Many of the villages were |osing their population due to lack of jobs and
opportunities. Thistrendaarmed many of thevillageleadersandthegovern-
ment of those developing countries. In order to provide opportunity and
mai ntai nconnectivity withrural areas, many of thevillageshaveset uptraining
centersfor thelocal stolearn moreabout the use of personal computer, mobile
devices and the application and services that they enable. This approach
createsaway for companiesto offer moreservicestothevillagesand helpthe
villagesmaintaintheir infrastructurefor devel oping new capabilities(Charny,
2003).

Theabovescenarioshavegottenthemost attentioninrecent yearsduetotheir
success. Many organi zationsand devel oping countriesthat haveadopted these
businessmodel sareutilizing thenew mobiletechnol ogiesto connect all rural
areas and provide new services where they were not previously available
before. Thecost of implementingtheinfrastructurehasdeclined, and many new
businessmodel shaveformed, providing new valueadded servicesthat were
previously not availablefor themajority of the populationinthedevel oping
countries. Inorder to besuccessful thelocal marketsmust gothrough further
reform and privatization of their busi nesses. Thegovernment shouldfocuson
social, health and economic issues as they prepare their countries for the
changesthemobileindustry will bring about.
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Social and Political Development due to
| ntroduction of New Technology

Theevolution of the Grameen Phonewomen hasnot just created achangein
the business strategies, but also asocial change. Many of the developing
countriesarestill yearsbehindinsocial advances. They arefaced not only with
poverty but alsowithilliteracy, health concerns, political instability and per-
sonal security. Mobiletechnol ogy isnot the panaceato solveall theissues
currently facing developing countries, but it does provide the means to
empower individual sand communities. VanessaGray and Michael Mingesof
thelnternational TelecommunicationUnion (1 TU) discusstheother variablesin
theefforttonarrow thedigital divide(see Appendix G). They focuson human
skillsandtheaffordability of infrastructureastheother variablescritical tothe
success of any change in those countries. Human skills refer to literacy,
language, and | earning askeystothesuccessof themobilerevolution.

Much of the successof themobilephoneisthefact that it servesamorebasic
need of communication. Many of thebreadwinnersinthesevillagesend up
going abroadto earn moremoney to support their families. Theonly mode of
communicationislettersand packages, whichareslow toarriveand arean
unprotected modeof transferringmoney tothefamilies. Mobilephonesatisfied
theneedto connect withfamily membersand maintaintheclosecommunity ties
soingrainedinthosecultures. Oncemobilephoneserviceswereinplace, itwas
easy to build on the momentum and engage the popul ation. Mobile phone
presentsan easi er |earning curvethan apersonal computer. Itismucheasier to
learnthe 10 key numbersversuslearning how to useakeyboard regardl essof
thelanguageused, beit English or thecommonly used|ocal language. Many of
the newer devices are providing much-improved graphical interface with
multimediacapabilities; thisallows many to avoid learning the use of the
traditional keyboard altogether (BBC NewsOnline, 2002).

Education

Devel oping countries, with the hel p of world organizations, are setting up
training centers, many based on the Telecentres and Community Access
concepts. Thisprovidesalocation for classesaswell asaway to generate
revenuetofurther financecurrent and futureexpansion of theprograms. This
helpselevate computer literacy withinrural areasand furtherstechnol ogy
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awareness. Inmoreurban areas, thegovernmentisrelyingonuniversitiesand
privatecompaniesto offer training and education opportunitiestoall citizens.
World organi zationsaremonitoring thegrowth of classenrollment asameasure
of progresshut therearestill many obstaclesto overcome(M-BusinessDaily,
2002).

L ocal Languages Going Digital

Many of thedevel oping countriesfacetheissuesof |ocalization and spoken
languages. A ccordingto studiesby Ethnol ogue, many countrieshaveover 100
local languagesspoken; M alaysiaand the Philippinesbothhave 139 and 169
spoken languagesrespectively. Thisprovestobeachallengefor providing
content sincethey cannot achieveeconomiesof scaleor apply samelevel of
resourcesfor eachlanguage.

Representation of digital charactersisoneof thebiggest challengesfacing
content providersand application providersinlocalizing digital displays.
UNDP (United NationsDevel opment Programs) citesexampl esdescribingthe
difficultiesinadjustingtechnol ogy standardsto servedevel oping countries. For
example, Thal languageisnot based ontheL atinal phabet, has“ some44 Thai
consonantsand around 30 vowel srequiring almost 90 different | ettersonthe
keyboard (comparedto 66 for English)” accordingto UNDP (Gray, 2002).

Impact on Social Structure

Grameen Phone women are gaining status by owning businesses and are
becoming thebreadwinnersof their households; thistrendiscontrary tothe
traditional cultural normspracticedinthosecountries. Therearemany ques-
tionsand concernsabout therol e of women withinthetechnol ogy revolution.
Several organizationswere established to address the many issues facing
women inthedevel oping countriesand the narrowing of thegender divide
(among many others):

*  Officeof Womenin Development Bureau for Global Programs, Field
Support and Research United StatesAgency for International Devel op-
ment
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*  Women'sLearningPartnership (WLP)
WomeninGlobal Scienceand Technology (WIGSAT)

Regardlessof technol ogy advancement thesewomen aredealingwith basic
humanrightsand equality. Many believethat thanksto programssuch asthe
“VillageCell Phone,” womenwill beempowered and beinabetter positionto
overcomecultural and political norms. InJune2001, Nancy Hafkinand Nancy
Taggart of the Academy for Educational Development (AED) releasedtheir
study on the topic of “Gender, Information Technology, and Developing
Countries: AnAnalytic Study”. Thestudy dealswith therole of womenin
devel oping countriesand theimpact of new technology ontheir lives. Cultural
andsocial progressstartswiththefreedomto makechoices; thisisnot areality
for many of thewomenin devel oping countries. Many women lack thebasic
humanrightssuchaswalkingin publicvenues, owning properties, havingajob,
personal security from physical and mental abuses and many other rights
commonplaceinthedevel oped countries(Hafkin, 2001).

In order to address not only the digital divide, but also the gender divide,
organizationssuch asGrameen Phonearetaking thecounter-cul tureapproach.
Grameen Phonemadeaconsciousdecisiontomakethe” Village Cell Phone’
program availableonly towomen. Inorder to ensuretheeducation of women,
many institutions have started to hold “women-only days’. Many women
complainedthat they werefeeling uncomfortableattending classesor cyber-
cafésfrequented predominantly by men. Thisisattributed to the physical
presence and the publicinteraction with men, which isprohibited in many
countries. Thiswould provetobeanissuewhen organi zationswerelooking for
instructorsand support personnel. Womenwereuncomfortableaskingfor help
or support fromaman (Hafkin, 2001).

Changes in the Political Landscape

Devel oping countrieshave not doneenough reformto open uptheir markets
and enablethegrowth of small businessandtheentry of outsidefirmsintothe
market. State-run companies, health caresystems, andfarmsareslow to adapt
tothechangesneededto benefit fromthe new advancesintechnology. This
stagnationisduetothepotential |ossof revenuefromthetraditional stream, for
example, phonelineusagefees, taxes, tariffs, andlack of competition. Much
of that fear isunwarranted and isaninhibiting process.
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Governmentsof devel oping countries must reformin order to spur market
growth; not only tobridgethedigital divide, but alsotoreducetheextremely
highlevelsof poverty and health concerns. Thegovernmentsarenot keeping
up with the change of technology and are late to adopt new governing
approaches. Thereisamissed opportunity to manage and generate growth
within the devel oping countries. In the late 1990s European governments
auctioned off licenses for 3G networks. The auction produced revenues
amountingtotensof billionof dollars. Devel oping countrieshavetheopportu-
nity toinviteoutsideinvestorsandlocal companiesto bid for licensesand
generaterevenue. Thisisa soanopportunity for thegovernment tolet someone
el semanagethenetwork and providebetter quality of productsand services
(Fink, 2002).

All overtheworld, therearenew initiativeswiththegoal of redefiningtheway
peopl einteract withthegovernment throughthee-government efforts. Thisis
donefor thepurposeof eliminating bottleneckswithinthesystemsand making
the government more efficient. Thisisjust one of the newer collaboration
businessmodel sthat haveevol ved by theenablement of e-commerce. Mobile
technol ogi es extend the business model toward other applications such as
billingfor avariety of servicesfromphonebills, movietickets, grocery stores,
vending machines, and soforth. Themobilephoneservesasavirtual purseand
based on awell-devel oped security model, a user can pay for any type of
service. Thesuccessof mobiletechnology isduetoitsshorter learning curve
versuslearningtoaccessthelnternet viathetraditional keyboard.

M obiletechnology applicationsarealready areality, butinorder for devel op-
ing countriesto partaketheremust bereforminthebanking systems. Many of
thecitizensindevel oping countries, especially inrural areas, donot hold abank
account. Thisisabarrier for thegrowth of mobileservicessincethey rely on
established accountsto solidify rel ationshipswiththeir customers. Oneof the
aternativeshasbeenthegrowth of theprepaid calling plans; but thoseusersdo
not benefit from the same security and legal protection as those with an
establishedrelationshipwith abank and aserviceprovider (Hermida, 2002).

Regulation

Companies entering into the devel oping countries’ markets lobby for the
formation of anindependent regul atory body rather than government regul a-
tion. Many of the countrieshaveyet to relinquish control of thegoverning
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bodiesregulating thetelecommunicationindustry. Without theknowledge of
how to regulate under the new standards any progress made economically
could bediminished. With government deregul ation and the privatizati on of
industries, thelegal systemsmust beupdated to deal with anti-competitive
practices, copyrightinfringement regarding digital content, technol ogy patents
and many other related laws. The development of a new legal system,
privatization and independent regul ation would create afree market where
competitionwouldleadto better pricing and quality mobileservicesfor the
citizens(Hermida, 2002).

| mplementing Change

Developing countrieshavebol stered their ability to* leapfrog” yearsof techno-
logical advancesstraightintothewirelessage. Many haveheavily dependedon
outsi defirmsand organi zationsfor ass stanceinimplementingand managing the
programs. In order to maintain the momentum, devel oping countries must
aspireto“leapfrog” yearsof social and political development. Implementing
mobiletechnol ogy without thedevel opment of human capital and organizational
infrastructure would derail the effort of world organizations and private
companiesentering thenew markets. Without thereadinessfor new techno-
logical advances, only afew woul d benefit and thegap between devel oped and
devel oping countrieswouldwiden. Thewillingnessto“leapfrog” yearsof
technol ogical advanceshasmany benefitsasdetailed sofar, but thereareal so
riskssuch asimplementing standardsthat havenot fully matured and might fall
out of favor. Developing countries adopting 3G networks are at risk of
investing large sums of resources whilethe rest of the world adopts more
promising 4G networksor Wi-Fi standards.

Investmentsinmobileand wirel esstechnol ogiesmust becomplemented with
investmentsineducationandhealth. |ssuessuchasilliteracy, lack of healthcare
servicesand other basichuman servicesmust beaddressedinorder toimprove
thelivesof thoselivingindevel oping countries. Mobileand wirel esstechnol o-
gies are not the panacea for all those issues, but rather the enablers for
devel oping countriesto narrow thegap andimprovethelivesof their citizens.
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Appendix A

“The New Networks and New Economic Opportunities” by Peter F.
Cowhey, January, 2003

Cost per Mile of Connectivity Infrastructure

Aerial Wireless* [4
Wireless Towers [If
Copper Cable o
Coaxial Cable [MF
Optical Fiber =0
Gas

Electricity
Waterway
Roadway

* Experimental network solution

$USD per Mile

Source: Canadian National Broadband Taskforce and InfoAmericas
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Appendix B

Mobile Technology and Business Scenario, Phil Redman, Gartner Group,
U.S. SymposiunvITxpo
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Technology Trigger: A breakthrough, public demonstration, product launch or other event
generates significant press and industry interest.

Peak of Inflated Expectations: During this phase of over-enthusiasm and unrealistic projec-
tions, aflurry of well-publicized activity by technology |eadersresultsin some successes,
but more failures, as the technology is pushed to its limits. The only enterprises making
money are conference organizers and magazine publishers.

Trough of Disillusionment: Because the technology does not live up to its over-inflated
expectations, it rapidly becomes unfashionable. Media interest wanes, except for a few
cautionary tales.

Slope of Enlightenment: Focused experimentation and solid hard work by an increasingly
diverse range of organizations leads to a true understanding of the technology’s applica-
bility, risks and benefits. Commercial, off-the-shelf methodologies and tools ease the
development process.

Plateau of Productivity: The real-world benefits of the technology are demonstrated and
accepted. Tools and methodol ogies are increasingly stable as they enter their second and
third generations. Thefinal height of the plateau variesaccording to whether thetechnol ogy
is broadly applicable or benefits only a niche market. Approximately 30% of the
technology’ s target audience has or is adopting the technology as it enters the Plateau.

Timeto Plateau/Adoption Speed: Thetimerequired for the technology to reach the plateau of
productivity.
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Appendix C

Mobile Communications Beyond 3G in the Global Context by Werner
Mohr of Semens Mobile, Munich, Germany

1G Analogue

2G Digital (GSM, CDMA, PCS)
2.5G GPRS

3G Broadband

4G Intelligent networks
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Appendix D

Comparing Key Parameters of 4G with 3G

3G (including 2.5G,
sub3G)

4G

Major Requirement Driving
Architecture

Predominantly voice
driven - data were always
add on

Converged data and voice over
IP

Hybrid - Integration of Wireless

Network Architecture Wide area cell-based LAN (WiFi, Bluetooth) and
wide area
Speeds 384 Kbpsto 2 Mbps (20 to 100 Mbps in mobile mode

Frequency Band

Dependent on country or
continent (1800-2400

Higher frequency bands (2-8

MHz2) GH2z)
Bandwidth 5-20 MHz 100 MHz (or more)
Switching Design Basis Circuit and Packet All digital \\;\gitgepackenzed
. OFDM and MC-CDMA (Multi
Access Technologies W-CDMA, IxRTT, Edge Carrier CDMA)

Forward Error Correction

Convolutional rate 1/2,
1/3

Concatenated coding scheme

Component Design

Optimized antenna design,
multi-band adapters

Smarter antennas, software
multiband and wideband radios

IP

A number of air link
protocoals, including IP
5.0

All 1P (IP6.0)

4G - Beyond 2.5G and 3G Wireless Networks
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“ Mobileand WirelessGlobal Trendsand StrategiesStrategies’ by Jonathan
Aronson

USC GLOCOM, Tokyo Forum on “ Socio-Economic I mpacts of Mobile/
Wireless Technologies: Strategies and Policies” November 21, 2002

Appendix E

The traditional telecoms value chain

Appllcaﬂon Traditional .
ot I e o S 2 ) o 1)
Prowders Aggregators 9

ISPs

The current mobile technologies value chain

Mobile
Application i R .
o Dspelmcle Mobile Enabling Service “ Vendors ||‘
Providers Portals/ echnologies Providers

Providers Aggregators
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Appendix F

Challenges and opportunitiesin the e-economy - the Single European E-
Business Space by Bror Salmelin, August 2002
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Appendix G

3rd World Telecommunication/I CT IndicatorsMeeting, Geneva, January
2003,

Vanessa Gray I TU (International Telecommunication Union)
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Chapter VI

AnIntroductionin
Digital Water mar king:

Applications, Principles,
and Problems

Tino Jahnke,
University of Cooperative Education Heidenheim, Germany

Juergen Seitz,
University of Cooperative Education Heidenheim, Germany

Abstract

In order to solve intellectual property problems of the digital age, two
basic procedures are used: “ Buy and drop,” linked to the destruction of
various peer-to-peer solutions and * subpoena and fear,” asthe creation
of non-natural social fear by specific legislations. Although customers
around the world are willing to buy digital products over networks, the
industry is still using conventional procedures to push such a decisive
customer impulse back into existing and conventional markets. Digital
watermarking is described as a possibility to interface and close the gap
between copyright and digital distribution. It isbased on steganographic
techniques and enables useful right protection mechanisms. Digital
watermarks are mostly inserted as a plain bit sample or a transformed
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digital signal into the sour ce data using a key based embedding algorithm
and a pseudo-noise pattern. The embedded information is hidden in low-
value bits or least significant bits of picture pixels, frequency or other
value domains, and linked inseparably with the source of the data
structure. For the optimal application of watermarking technology a
trade-off hasto be made between competing criterialike robustness, non-
perceptibility, non-delectability, and security. Most watermarking
algorithmsareresistant against selected and application-specific attacks.
Therefore, even friendly attacks in the form of usual file and data
modifications can destroy easily the watermark or falsify it. This chapter
gives an overview in watermarking technologies, classification,
methodol ogy, applications and problems.

Limitations, Threads, and I mpacts on
the Digital Age

At this decade, the Internet and especially the World Wide Web, aglobal
working network withworldwidebroadcasting potential , hasbeen successfully
integratedinto publicand bus nessdomains. Recent surveysand publicopinion
pollshaveaccented thevalueof thelnternet. Traditional televisionandthe
Internet converge(Merz, 1999, p. 209). Inaddition, thegrowthandintegration
of broadband accesspoi nts, wirel essand mobil etechnol ogiesandtheprogress
towardsone-in-a-box deviceprovesthesignificanceof devel opingalegitimate
marketplacefor entertainment and businessactivities. Today, digital networks
and libraries, Internet services and the disposition of non-branded digital
productswithinaglobal accessiblenetwork support andleadtoillegal copying,
modificationand redistribution. Particularly, themusic and entertainment
industry hasstruggled against theillegal distribution over peer-to-peer and
other networksfor years. TheRecording Industry Association (RIAA), the
leading musicindustry consortium, estimatestheannual revenuefor recorded
musicintheUSA to$14billionandworldwide$38billionand claims$5billion
lossdueto piracy intheyear 2000 and millions$UStoall formsof piracy per
day (Tadjer,2000). Althoughtheindustry positively evaluatesthelnternetand
itsdistributionand economical quality, technologies, frameworksand support
wereblockedfor alongtime. Ontheother hand, themost significant barrier for
online shopping —thetrust of the customer —beginstofall. Theincreasing
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popularity of streaming mediatechnol ogiesand other typesof distribution
methodsof digital content will support and eventually boost theacceptance of
theInternet to become the most popular distribution channel inthefuture.
Decisivebusinessactivities, like Amazon.com, apple.comand yahoo.com,
who are selling entertainment products, like video and audio, clarify the
progressof theseprogressivedistribution channels. But, asaudio, video, and
any digital sourcecanbestraightforwardly copiedandillegally distributed over
variouschannels, the capital |osspreventsdecisive businessactivitiesand
investmentsuntil aworkingjuristicandtechnical protection mechanismwould
be available. These concerns are supported by the facts that digital mass
recordingdevicesfor digita mediahaveeffectively enteredthemarket (Hanjalic
et al., 2000). The importance and the supposed economical thread for
copyright holdersareclarifiedby initiativesof theentertainment industry, like
VIV A and SDMI - SecureDigital Musiclnitiative. Althoughdistributorsand
artistshavealready recognized theadvantagesin making their material avail-
ableonline, they will not gofurther intotheonlinebusinessuntil their content can
be protected by technical and by widelaw regulations. Asnew intellectual
property changesbecamenew European law in 2003 and startedtofit more
towardstheproposal sof theWorld Intellectual Property Organization (WIPO)
political signals, that provestheimportancewasset. Therefore, thefeaturesof
thedigital worldleadtoeconomical chances, but alsoto seriousproblemsin
simplifying unauthorized copying and distribution. In order to solvethese
problems, digital watermarkingtogether withaworking law framework canbe
used and eventually closethegap between usability of goodsand thesecurity
level of protection.

Steganography, Data Hiding and
Historical Water marking

The core principles of watermarking and data hiding can be traced back
approximately 4,000 yearsto Egypt and Greece. At thistime, hidden packets
of informationweretransferred by special character adjustmentsor mutations
(Hanjalicetal., 2000). Herodotus, thegreat Greek storyteller, oftenrefersto
thehiddeninformation methodol ogy transferred onwax-tabletsor smuggling
secret messagestattooed onthe skull of human messengers(Cox etal., 2002).
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Figure 1. Tattoo messages on Roman slaves (Bail)

“In Roman times a slave would have his head shaved, then tat-
tooed with an important message, and as the hair began growing,
he made his way as instructed through enemy lines and indifferent
countries, across water and inhospitable terrain, sleep and snow,
mountain ranges, etc., finally reaching the reader who immedi-

ately had the head shaved, and eagerly scanned the message.”

Themost famousmethodisto mark thedocument withinvisiblesecretink, like
thejuiceof alemon, and hideinformation. Another methodisto mark sel ected
characterswithinadocument by pinhol esandto generateapattern or signature
(Schneider, 1998). Such techniques are often referred to steganography.
Steganography isasub-disciplineof datahidingandapart of cryptology. While
the art of cryptography is about protecting the content of messages,
steganography isabout coveringtheir existence. Steganography meanssecret
writing and consistsof the Greek words*” steganos” and“ graphia’. Themain
security of asteganographic systemisbased onasimpleprocedure. Because
the steganographic messageisintegratedinvisibly and coveredinsideother
harmlesssources, itisvery difficult to detect themessagewithout knowingthe
existenceand theappropriateencoding scheme.

Plainwatermarkinginsteadisstrongly related totheinvention of papermaking
in China. It wasintensively used in the eighteenth century in Americaand
Europeasatrademark and amethod agai nst counterfeiting booksand money
(Cox et al., 2002; Schneier, 1998). Such watermarks are archived by the
“International Associationof Paper Historians’ el ectronically andclarify mainly
thehistorical meaning (Dittmann, 2000). Over recent years, ssmple, skillful and
aestheticwatermarkshavebeen devel opedto proveauthenticity, originality
and authorship, andto complicatetheillegal redistribution process. Themost
famouswatermark can be detected holding abank noteagainst thelight. Its
digital pendant, the" digital watermark,” considersthemain principlesand
practicesof itssteganographic approach.
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Digital Water marking M ethodology

Digital water marking meansembeddinginformationintodigital material in
suchaway that itisimperceptibleto ahuman observer, but easily to detect by
computer algorithms. A digital watermark isatransparent, invisibleinformation
patternthat isinsertedinto asuitable component of thedatasourceby usinga
specificcomputer algorithm (Dittmann, 2000). Digital watermarksaresignals
added to digital data (audio, video, or still images) that can be detected or
extracted | ater to make an assertion about thedata.

The digital watermarking research field is well demarcated and the first
“noteworthy” publications can be tracked back to 1982. Since 1995 the
interest ondigital watermarking hasnotably increased. Thismovement was
supported by thefirst SPIE “Information Hiding Workshop” in 1996 and
variousupcoming conferencesabout digital watermarking and multimedia
security. At the same time, organisations like Copy Protection Technical
Working Group (CPTWG) and Secure Digital Music Initiative (SDMI)
werefoundedinorder toindustrialize, standardize, and eval uatethedigital
watermarking field. Supported projects, like Visual Identity Verification
Auditor (VIVA) and The Tracing AuthorsRight Labelling Image Services
and Monitoring AccessNetwork (TALISMAN), areexamplesfor working
watermarking applicationsfor monitoring broadcastingmaterial . SinceM PEG
isanaccepted standard, thel nternational Organi sation of Standardizationhas
adopted digital watermarkinginitsspecificationdraft. Suchactivitiescanbe
measured asproof for itstechnical andindustrial rel evance.

Digital Water mar king Associations

Inorder to protect copyrighted material fromillegal duplication, twotypical
technologies have been devel oped. One approach uses key-based crypto-
graphicmethodsand proceduresto control theprocessof copying, manipul at-
ing, and distributing mediaassets. Cryptography and encryption techniques
enabletheappropriate security during thetransmission process, but oncethe
encrypted dataaredecoded, thecontrol of re-distributionanditsspreadfalls.
Toaddressthelimitationsof encryptionthemainideaistolabel adigital materia
withspecificmarks, whicharecalled digital watermarks. Suchtechnol ogy can
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be used as ownership proof for distribution channel tracking and other
applicationsin business and public domains. Furthermore, watermarking
technol ogy enablesthe owner to obtai nthe copyright statusof certain docu-
ments, and di stributorscan bemadeaccountablefor thecontent. Additionally,
compatible mediaplayer technology, suchasDivX and DVD players, can
detect distorted marksandrefuseto play, display, or executethemediaasset
files. Thelack of suchtechnol ogieshasenforced theestablishment of research
ininformation sciencedisciplinesand thefoundation of different organisations.
Such initiatives especially focus on the development and progress of the
watermarking technology for applications. Inthefuture, portable consumer
devicesmay beequipped with specific hardwaredetectorsto protect business
model sand therightsof theownersof mediaassets.

Digital Water marking Initiatives,
Companies and Projects

Inrecent years, various activitiesin the digital watermarking field can be
detected. A powerful and significant non-profit organization, the SDMI-
SecureMusicInitiative, wasestablishedin 1999 and consistsof 161 compa-
niesinthemusic, entertainment and computer area. SDM | devel opsspecifica
tionsthat enabl etheprotection of theplaying, storing, and distributing of digital
musi cand pointsout that anew market for digital musicmay emergethatisled
by theRecording Industry Associationof America(RIAA). Thestrategy of
SDMI istomark musicdatain suchway that thedataare permanently attached
and recognized by all specified devices(Sherman). Actually they arereacting
tothepopularity of MP3 and theintroduction of portableconsumer electronic
devicesthat play unprotected files. The SDMI consortium wanted to have
SDMI compliant devicesavailablefor Christmas1999 (Lacy etal., 1997), but
itsmajor planwasimpaired by technol ogical andpolitical limitations.

CPTWG, theCopy Protection Technical Working Group, researcheseffective
protection mechanismsfor DV D-Video. Additional statesupported projects
have brought out industrialized results, for example, TALISMAN — The
Tracing Authors Right Labelling Image Services and Monitoring Access
Network, and VIV A, engaging thedevel opment of watermarking technology
for broadcastingmonitoring. Additional ly, commercia products, likeMusi Code
foraudiomaterial, VEIL |1 and MediaTraxx for video, existinthehigh-end
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consumer market. Digimarc, oneof thefirst established watermarking compa-
nies, hassuccessfully integrateditsthird party “ plug-in” into Adobe’ sPhotoshop
Suiteand other graphic software. Furthermore, aM ediasec cooperation has
devel oped afragilewatermarking framework used at major airplaneindustries
to prevent terrorists attacks and to enable an authenticity mechanism for
marked planedesignsandtechnical instructions.

Other Activities

InJune 1989, themusicindustry initiativesRIAA and | FIPA, and producers,
for example, Mitsubishi, Grundig, Phillips, and Sony, agreed ontheintegration
of acopy control mechanismfor thedigital audiotapenamed SCM S(Serial
Copy Management System). Since 1989, consumer DAT-deviceshavebeen
equippedwithacopy mechanismthat prohibitscopyingacopy. TheDVD, the
standard storagemedium for video, waskept back fromthe market because
of itscopy control limitations. Inall, approximately 10 safety techniqueshave
beenintegratedinDV D devices. Thefamousonesare CSS(Content Scramble
System), Macrovision, CGM S(Content Generation Management System),
Regional Code Playback Control, and digital watermarking. The Content
Scrambling System wasintegrated into DV D devices by patent activities
around 1996 andisbased on an encryptionand authenticity system. CSSvideo
streams are encrypted and can be decoded by a CSS-compliant MPEG-
decoder. In 1999, the CSS procedure was hacked and software tools
(DeCSS) wereavailablefor downloadinthelnternet. The Copy Generation
Management System embedsinformationinthesourcedocument enablinga
mechanismto control if video stream can be copied or not. One of themost
effectivecopy control mechanismsistheregional code. Itisintegratedintothe
DVD diskand DV D device. It disablesthe playback possibilitiesin specific
geographicregions(Bechtold, 2002).

Water marking Applications

Digital watermarking isdescribed asaviable method for the protection of
ownershiprightsof digital audio, image, video and other datatypes. It canbe

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



134 Jahnke & Seitz

appliedtodifferent applicationsincluding digital signatures, fingerprinting,
broadcast and publication monitoring, authentication, copy control and secret
communication(Cox etal., 1997, 2000, 2002). Asasignature, thewatermark
identifiestheowner of the content and can beused asafingerprint toidentify
content consumers. For exampl e, aspecificwatermarking techniqueisplanned
to be used to secure passports against counterfeiting in the United States.
Broadcast and publication monitoring describetheareaof computer systems
that automatically monitor tel evisionand radio broadcast to track theappear-
anceof distributed material. Watermarking technology can al so beusedto
provideauthenticity of several typesof content. Itisdesignedthat any ateration
either destroysthe watermark or creates a mismatch between content and
watermark that can easily be detected. Furthermore, watermarking enables
designing copy control applicationswithinthe embeddedinformationand
containsrulesof usageand copying. By integratingwatermarking techniquesin
copyingdevicesby law or patent, thewidespread occurrenceof illegal copying
anddistribution couldbecontrolled. Digital watermarking canalsobeusedto
transmit such secretinformationinimages, audiostreams, or any typeof digital
dataanditisreported that somecommunication activitiesof peopleor groups
linkedtothe 911 tragedy were based on such datahiding approaches.

Copyright Protection and Authentication

Digital watermarks are often used for copyright and intellectual property
protection (Cox et al., 2002; Friedrich, 1998). In this case, the author or
originator integratesawatermark contai ning hisor her ownintellectua property
signatureintotheoriginal document anddeliversitasusual. By doingthis, he
or shecanprovehisor herintellectual creationlater on, forinstanceinalegal
proceeding, and hasthe possibility to assert entitlement to therestricted use.

Figure 2. The * Lena-Image”
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The“Lena-Image” inFigure2isoneof thestandardreferencepicturesusedin

thescientificdigital imagingareaandwasusedinthefirst digital watermarking
publicationswithout real permission of theowner (Cox etal., 2002).

Fingerprinting and Digital “Signatures’

Inorder toexplainfingerprintingwith digital watermarking, thepay-per-view
scenarioin Friedrich (1998) isused. Customersarebuying different media
types, like images, video and audio over the Internet. Within areal-time
watermarking framework, thedigital goodsareindividually markedwiththe
fingerprint of thecustomer. Thiscould beagenerated OEM number or another
useful pattern. Inthiscase, cryptographic methods could increasethedata
security and can becombinedwithdigital signatures. Althoughthereseemsto
be aconflict between digital signature and digital watermarking, because
watermarking differsfrom theidea of apublic key encryption, it could be
interesting to combinebothtechniques. Toidentify thosethat makeillegal
copiesor re-distributethem, an automated agent scanning system can beused
totracedownthetraitor. Accordingtothepopularity of DivX and screened
copiesof brand new movies, “ Screeners,” thecinemaand film projectionist
could be traced, enabling such illegal action. Because of the analogues
techniquesusedinworldwidecinemas, thedigital watermark hastosurvivethe
changeof theanaloguetothedigital domain. However, suchwatermarkscould
beeasily integrated withmoresecurity andreliability by usingdigital projectors
anddigital devices.

Copy Protection and Device Control

Digital watermarks can be used to enable copy control devices. In this
combination, therecording devicescansthedigital datastreamfor anexisting
watermark and enabl esor disablestherecording actionfor aspecificmovieor
stream. Suchtechnology could extend the pay-per-view conceptsand close
thegap between theapplied cryptographic approach anditsusability. How-
ever, theimplementationinconsumer devicesseemsto bepossibleinusingthe
sameproceduresappliedwheninsertingthe*MacroVision” and“CSS’ DVD
copy mechanisms. By limiting theavailable DV Dsto CSScompliant DV D-
player, manufacturershadtointegrate new encodersthat are secured by patent
law regulationsintheir devicesto maintainthepositioninthemarket.
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Broadcast Monitoring

Theproduction cost of broadcasting material, likenews, shows, and movies,
areenormousand canraiseupto 100.000 US$ per hour and more. Therefore,
itisimportant for the productions companies, for example, Warner Bros.,
Miramax, and Universal Pictures, to securetheir intellectual property and
permitillegal re-broadcasting activities. Inthiscase, digital watermarking can
enabletechnical frameworks, likeTALISMAN, whichautomatically monitor
broadcasting streamsat satellitenodesall over theworldandidentify illegally
broadcasted material. Furthermore, TV stations can be monitored and the
unlawful use could betracked and debitedindividually. In 1997, two Asian
broadcasting stationshad beenidentified that intentionally overbooked their
advertisingtimeand customerspaidfor un-played broadcastingtime (Cox et
al., 2002). Such computer systemscan beused for tracking and monitoring
advertisement activitieson broadcasting channel sand to examineadverti se-
ment deals. Nielsen M ediaResearch and Competitive MediaReporting are
offering such computer systems.

Data Authentication

Digital watermarkingisoftenusedto provetheauthenticity of aspecificdigital
document. Thedigital watermark containsinformation that can be used to
provethat the content hasnot been changed before. Any operationonthefile
destroysor changestheintegrated watermark. If thewatermark information
can be extracted without errors, the authenticity can be proven. In order to
design an effectivewatermarking al gorithmthewatermarking dataor proce-
durecan belinkedtothecontent of thedigital document. Suchwatermarksare
calledfragilewatermarksor “vapormarks’ (Cox etal., 1999).

Further Applications

Thoughthemainapplicationof digital watermarkingisto securetheintellectual
property, it canasobeusedinthemedical field. Inusingdigital watermarksas
containersfor information about patientsandtheir diagnosis, medical images,
for example, X-ray or nuclear magnetic resonance tomography, could be
automatically associated tothepatient (Peticolaset al., 1999). Furthermore,
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digital watermarking could be used to save context or meta-informationin
source documents. In using special watermarking agents, generic search
machinesare enabledtoretrievesuchinformation and can offer time-based
mediadocumentsasaresult.

Classification and Requirements

Digital watermarks can be classified and measured on the basis of certain
characteristicsand propertiesthat depend onthetype of application. These
characteristicsand propertiesincludethedifficultiesof notice, thesurviving of
commondistortions, and resistance of maliciousattacks, the capacity of bit
information, thecoexistencewith other watermarks, and thecompl exity of the
watermarking method. Ingeneraly, they aredescribed asfidelity, robustness,
fragility, tamper resistance, datapayload, complexity and other restrictions.
Digital watermarksmust fulfill thefoll owing often contradictory requirements
(Kutter & Hartung, 2000).

*  Robustness: It may not be possiblewithout knowledgeof the procedure
and the secret key to remove the watermark or to make it illegible.
Robustnessa someanstheresi stanceability of thewatermark information
brought in adata material opposite changes and modifications of the
original file. Modificationswill beparticularly consideredresizing, file
compression, rotation, and common operations. Especially commonly
used operations like lossy compression (JPEG, MPEG) should not
destroy thedigital watermark (Hanjalicet al., 2000). Further examples
arelinear and non-linear filters, lossy compression, contrast adjustment,
gammacorrection, re-coloring, re-sampling, scaling, rotation, small non-
linear deformations, noise adding, pixel permutations, and so forth.
Robustnessdoesnot i ncludeattackson theembedding schemebased on
the knowledge of the algorithm or on the availability of the detector
function. It meansresi stancetocommon operationsappliedintheimaging,
motion pictureor audiofield (Friedrich, 1998).

*  Non-perceptibility: Itisimportant to recognizewhether thebrought bit
sampleof thewatermark produces perceptiblechangesacoustically or
optically. A perfect non-perceptiblebit sampleispresentif it cannot be
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distinguished between data material marked with watermark and the
original. Thisclassifier isbased ontheideaand propertiesof thehuman
visual system (HV S) and humanaudiosystem (HAS). Thewatermarkis
non-perceptibleorinvisibleif anormal humanbeingisunabletodistinguish
betweenoriginal andcarrier.

*  Non-detectable: Thedatamaterial withthebrought watermark informa-
tionarenot detectabl eif they areconsistent withtheoriginal data. Inthis
case, anembeddingalgorithm could use, for exampl e, steganographically,
thenoisecomponentsof thedatasourceof apictureto hidethewatermark
information. Non-detectability cannot bedirectly linked to non-percep-
tibility, which is based on the concepts of human perceptions. Non-
detectability isrelatedtothedatasourceanditscomponents. It describes
theconsistency withtheoriginal data(Friedrich, 1998).

*  Security: Itisassumedthat theattackershaveful| knowledge about the
applied watermark procedure; however, no secret key would beknown.
Therefore, an attacker will try to mani pul atethedatamaterial to destroy
thewatermark, or again print and scantowintheoriginal material without
acopyright-protection note. Thecomplexity isalso connected withthe
security; thatis, thealgorithmfor thebringinginandreading of watermark
information shouldwork withenoughlong keystodiscouragethesearch
for the appropriate secret key. However, for certain applications and
personsthewatermark must be al so detectable. The problem of secure
key exchangeemerges.

Complexity: Thecomplexity describesthe expenditureto detect and
encodethewatermark information. A measurement techniquecouldbe
theamount of time (Dittmann, 2000). Itisrecommended to designthe
watermarking procedure and algorithm as complex so that different
watermarkscan beintegrated. By that, “trial and error” attackscan be
avoided (Voyatzisetal., 1998).

»  Capacity: Capacity isreferred to amount of information that can be
stored inadatasource. Inusing digital watermarking for simple copy
control applications, acapacity of onebit (one=allow/zero=deny) seems
to be sufficient. On the other hand, intellectual property applications
require about 60- to 70-bit information capacity to store data about
copyright, author, limitations, or ISBN, ISRC, or OEM numbers.

For the optimal watermarking application a trade-off has to be accepted
between the mentioned criteria. Robustnessmeans, for exampl e, that much
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information of awatermark must beembeddedthat is, however, thenincase
of an attack better visibly or detectable. On the other hand, if awatermark
consistsonly of aminimal bit samplethat coversonly asmall part of thepicture,
suchawatermark isquickly lost asaresult of the modifications of thedata
(Woda& Seitz, 2002). Finally theamount of watermarkinginformationandthe
robustnesscould havesignificant effectsonthequality of thedatasourceand
influencestherequirements. Therefore, adecision hasto bemadefor theright
application.

Digital Watermark Types

Intheprevioussectionweclassified watermarksonthebasisof their require-
ments. However, digital watermarksand their techniguescan be subdivided
and segmented into various categories; for example, they can beclassified
accordingtotheapplication, sourcetype (imagewatermarks, video water-
marks, audio watermarks, text watermarks), human perception and used
technique. Aswatermarkscanbeappliedinthespatial or frequency domain,
different concepts, likediscrete Fourier (DFT), discretecosine(DCT) and
wavel et transformation, or additionally, mani pul ationsinthecol or domainand
noise adding can be mentioned. Furthermore, digital watermarks can be
subdivided on the basis of human perception. Digital watermarks can be
invisibleor visible. Weseevisiblewatermarkseveryday watchingtelevisonas
stationlogo. They canberobust against operationsor evenfragilefor usein
copy control or authenticity applications. Atleast, digital watermarkscanbe
subdividedin blind and non-blind detection techniques, which arestrongly
related to the decoding process.

Blind and Non-Blind Techniques

Inorder todetect thewatermark information, blind and non-blind techniques
are used. If the detection of the digital watermark can be done without the
original data, suchtechniquesarecalledblind. Here, the sourcedocumentis
scanned and thewatermark informationisextracted. Ontheother hand, non-
blind techniquesusetheoriginal sourceto extract thewatermark by simple
comparison and correlation procedures. However, it turned out that blind
techniquesaremoreinsecurethan non-blind methods.
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A General Watermarking Framework

Incontrast tocommontechniques, including copyrightinformationinsidedata
headersor visibleareas, digital watermarksareweaved intothecorestructure
of thedigital documentinaninvisibleand unrecognizableway. Themaingoal
of thewatermarking researchistodevel op digital watermarking methodsthat
surviveall knownformat and commontransformations, D/A and A/D conver-
sions, and any other kind of data operations used in image and audio
processing. Thebasicdigital watermark methodintegratinginformation pack-
agesindigital dataisbased on steganographicmethods. Figure 3explainsthis
generic and its steganographically derived watermarking scheme. Digital
watermarksareinserted into pictures, video and audio fileswith different
embedding schemes, conceptsand algorithms. Almost all watermarking pro-
ceduresarebased ontheuseof secret keys, whichareappliedintheintegration
and detection process to extract the watermark information properly and
enablebasicsecurity (Kutter & Hartung, 2000). Ingeneral, any watermarking
schemeconsistsof thewatermark, theencoder that insertstheinformation, and
thedetector.

Incontrast totraditional cryptographic methods, thewatermark set doesnot
changethemainfunctionality of thefile. Therefore, thewatermark must be
inserted intothedatastructureimperceptibly. Depending onthegivendata
type, it should neither be visible, audible, and so forth, nor detectable for
strangersor observers. Each watermark method consists of an embedding
algorithm and an extracting algorithm. Theembedding, encoding algorithm
insertsthewatermark informationin the dataand the extracting algorithm

Figure 3. Generic digital watermarking scheme (encoder) (Kutter &
Hartung, 2000)

Watermark W

y

Cover Datal » Digital Watermark — Watermarked Data I
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decodes the watermark information. However, some methods extract the

wholewatermark informati onand othersonly determinetheir existence. Such
methods can beeither used asownership proof or verification.

Water mar k Encoding

Inorder tocombineawatermark withadigital document, for example, images,
youneedanimage(l),asignature(S = s, s,, s, ) that containsthewatermarking
informationand anencoding algorithm (E) to createawatermarkedimage(l’).
Theencoder takesthe signature and the cover document, and generatesthe
watermarkedimage, whichisdescribedasafunction: E(I,S) = I’ . Inthiscase,
secret or public keys, and other parameters can be used to extend the
watermarkingencoder.

Figure 4. Watermark encoding example

Origina Image | — Encoder E — Watermarked Image I

Signature S

Watermark Decoding

Thewatermark isextracted using adecoder function (seeFigureb). Inthis
case, thedecoder D loadsthewatermarked, normal or corruptedimagel (w)
and extractsthehiddensignature S. Using non-blind watermarking techniques

Figure 5. Watermark decoding example

Watermarked Image | (w) — Decoder D — Signature S

non blind

Original Image
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the decoder D loads an additional image |, which is often the original
image, to extract the watermarking information by correlation. Such
methods are morerobust against counterfeit attacks. The processcan be
described as: D(I, I (w)) = S.

Water marking Techniques

“Why isit so difficult to find a needle in a haystack? Because of the size of the
needle relative to the size of the haystack. Also, because once the needlefalls
out of your hand, it is not predictable whereit will land in the haystack. Both
principles—inconspicuousness and randomness — hel p conceal information
in digital watermarks to protect intellectual property of multimedia docu-
ments.” (Zhao, 1997)

Zhaoclarifiesthemain principlestohideinformationindigital documents. In
using randomnessand inconspi cuousnessto hideinformation, areliablesecu-
rity level could bereached. Noisepattern, either Gaussian or normal distrib-
uted, areexcellent carrier signalsfor information brackets. Noisepatternsare
existent elementsof lifeand often not predictable by human beings. Since
natural noisepatternsarelinkedto sourcematerial, itisnot recognizedinthe
most cases. Therefore, we haveto pay attentiontothesourcematerial when
designingthenoisegenerator inorder tointegratewatermark information.
Further techniquesconsider thetransformation of theimageanditsspecific
domains. Most watermark techniquesusethefrequency or spatial domainin
order tointegratethewatermark information (Dittmann, 2000). Such algo-
rithms are based on, for example, discrete Fourier, cosine, and wavel et
transformations, or fractal approachesfor digital images. Ontheother hand,
time-variant materials, likeaudiofilesor video streamsoffer, sometimesin
combinationwithDCT and DFT, other technical possibilities, for example,
psychoacousti c transformations, phasemodul ations, echo-adding and spread
spectrummethods.

L SB Watermarking Technigue

L SB watermarking describes astraightforward and basic way to integrate
watermark informationindigital documents. Considering abasicgreyscale
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imagethepixel anditsvaluescanbesliced upintosignificantandirrelevant
levels. Becausethesignificant level smerely represent adigital noisepattern, it
couldbeeasily usedfor digital watermarking. Inchanging sel ected pixel values
of thenoisepatternusing aspecial or key-based algorithm, thewatermarking
informationcanbeeasily integrated (Hanjalicet al., 2000). However, sucha
techniqueisvery insecure becausethewatermark could beeasily destroyed.
On the other hand, such atechnique could be useful in copy control and
authenticity applications.

Spatial Domain Water marking

Digital watermarkingtechniquesinthespatia domainusetheval uesof thecolor
channels, luminanceor brightnesssignal sof adigital image(Dittmann, 2000).
Onestraightforward and rapid techniqueisbased ontheprincipletogenerate
apseudo-generated noise patternandintegratesitinto specificchrominanceor
luminancepixel values(Darmstaedter etal., 1998). Such pseudo-randomnoise
patternsconsist of black (1), white(-1) and neutral values(0). The pseudo-
noiseisgeneratedwitha*“ secret” key andalgorithm. Additionally, theprocess
could be adjusted to theimage components or feature vectorsto achievea
higherlevel of invisibility. Ingeneral, thewatermark W(x, y) isintegratedinto
theimage componentsl(x, y) by afactor that allowstheamplification of the
watermarking valuesin order to obtainthebest results.

L, (X Y) =1(X, y) +k* W(X, y)

Thedetection of thewatermark isbased ontheprinciplesof correlation. Inthis
case, aspecific detector comparesthewatermarkedimagel, (x, y) withthe
original imageand automatically decides, based onaspecificcorrelationlevel,
whether awatermark existsor not (Hanjalic et al., 2000). Such techniques
especially enabletheintegration of one-bit watermark information. Inintegrat-
ing moreinformation, varioustechniqueshavebeeninvented. Such methods
havethepossibility to saveupto 500 bitsinone512x512image (Hanjalic et
al., 2000). Inorder toclarify thismain procedure, theoriginal imagewill be
subdividedinto small blocks. Now, thesel ected bl ocksarewatermarked or not
and produce a bit sequence in the detection process. In this case, the
watermarking detector scanstheimageand generatesthebit sequenceaccord-
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ingtoaspecified correlationlevel. Usingthe CRC method couldimprovethe
error-pronelevel.

Frequency Domain Water marking

Thebasi cprinciplesadding or changing componentsof digital imagesand other
digital documents can be transferred to other value domains. In order to
integratewatermark informationintofrequency components, thedocument has
tobetransformedintoitsfrequency componentsusing discretecosine, discrete
Fourier, or Hadamard transformations(Dittmann, 2000; Hanjalicet al ., 2000).
Assuchtransformationsareused inlossy compression techniques, for ex-
ample, MPEG and JPEG, thewatermark appearsto bevery resistant agai nst
usual attacks. Furthermore, inintegrating watermarksin themost important
frequency componentsimprovesecurity andresi stance, becauseevery change
reducesthequality of theimagesignificantly (Hanjalicetal., 2000). Therefore,
itisimportant toidentify thecoefficientsof thetransformationthat areless
infected by theattack method. Inmost casesdigital watermarksareintegrated
intothemid-band frequencies. Research hasdetermined aspecific sensibility
of high-bandfrequenciesagainstfilter operations, |ossy compressionand noise
insertion, whereas mani pul ating low frequencies seemsto producevisible
artifactsanytime(Hanjalicetal., 2000).

Spread Spectrum Watermarking

Spread spectrumtechniquesusedindigital watermarking areborrowed from
thecommunicationfield. Thebasicideaof spread spectrumisto spreadthe
dataacrossalargefrequency band. Inthecaseof audio, itistheentireaudible
spectrum; in the case of images, it is the whole visible spectrum. Spread
spectrumisamilitary technology and designed to handleinterferencesand
disturbances. Inmost cases, signal sthat represent theinformation aremodu-
lated at low intensity acrossthe source bandwidth. Spread spectrum commu-
nicationisused inradar, navigation and communication applications. The
informationisweavedinthesourcemateria usingasecret key or anembedding
procedure(Hanjalicetal., 2000).
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Other Approaches

Further relevant watermarking methodsfor imagesusefractal transformation
tointegratebitinformationintothestructureof thedocument (Jacquin, 1992).
Nevertheless, various procedures have beeninvented and used for diverse
watermarking applicationsin theimage, audio, or videofield. Especially,
watermarkingfor videodatacan profit by scientificfindingsof audioandimage
watermarking. Audiowatermarkinginitsplaceisbased on psychoacoustic
theories, amplitudemodification, dithering techniques, echointegration, phase
distortion and spread spectrumtechniques(Bassia& Pitas, 1999; Bender et
al., 1996; Chen & Wornell, 1999; Cox etal., 1996; Gruhl etal., 1996). Such
techniguesareusually based onthesameconcepts. I nthiscase, watermarking
using amplitudemodification meansembedding apseudo-noisepatterninthe
|east-significant bit audio databy replacing or modification (Bassia& Pitas,
1999). Other approaches, likeusing echo signalsto savethebit information,
add arepeated adaptation of component withasmall offset (delay time), initial
amplitudeand decay rateto makeitimperceptible (Chen & Wornell, 1999).
Other applications, like watermarking software code on the area of text
watermarking and watermarking of notesinmusic scorescompletethedigital
watermarkingarea.

Attacks on Digital Water marks

Thewatermarking research areahasproduced awiderangeof watermarking
techniquesthat can be subdividedinto variousmethodical complexity levels.
Each of thesemethodstriestoreducevul nerability onvariousattack scenarios.
Attackson digital watermarks can principally be classified into two main
groups: friendly and maliciousattacks. Conventional imageor dataoperations
appliedinthenormal useof computer technol ogy can destroy thewatermark
information. Different operation of theclassical imageprocessingfield, like
scaling, colour and gammacorrectionsand soforth canbementioned at this
point. Today, compressiontechniquescanbea so placedinthefield of classical
operations, but often separated as a single element in the watermarking
research. Friendly attacks have two common features: They are generally
described as an unintentional event, and the user has no knowledge of the
watermark and its embedded procedure. The second type of attack, the
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maliciousattack on watermarks, occurswith theintentionto eliminatethe
information. Inorder totest therobustnessof watermarkssomeapplications
havebeen developed. The powerful StirMark attack hasbeendesigned by a
research group at the University of Cambridge (Andersson, Petitcolas &
Kuhn). Theattack simulatesimagedistortionsthat commonly occur whena
pictureisprinted, photocopied, and re-scanned. Theimageisslightly stretched
and compressed by random amounts, and asmall amount of noiseisadded
(Friedrich, 1998). Comparable applications are the mosaic and histogram
attacks. The mosaic attack assembles and reassembles the watermarked
image. Thehistogram attack describesan attack on simplewatermark meth-
ods. Finally, it is important to consider that a partial knowledge of the
watermark or theprocessof watermarking enabl espiratestoremovetheentire
watermark or todisturbit. A good model to classify such attacksisgiven by
Hartungetal. (1999).

Simple Attacks

Simple watermark attacks try to wipe out the watermark information in
mani pul ating thewhol eimageanditscomponents. Theattack doesnotisolate
oridentify thespecificwatermark information. Theattack hasbeen successful
whenthewatermarking information cannot be extracted or recogni zed any-
moreand theusability hasnot been affected (Hanjalicetal., 2000). Examples
arecommonsignal processing operationslikelinear filtering, suchashighpass
or low passfiltering, non-linear filtering, such as mediafiltering, colour
reduction, D/A, A/D conversions, re-sampling, re-quantization, and dithering
distorting.

Detection Disabling Attacks

Detectiondisabling attacksdirectly destroy thewatermarkinginformation, for
example, indisturbingthecorrel ation process. Suchawatermark attack usually
basesongeometrical pixelsor blocksshiftingor direct modifications. Examples
arescaling, rotation, cropping andinserting. Oneof themost famousattacksis
basedintheStirMark simulator, which destroysthewatermark informationin
using randomly sel ected spatial modificationsor acombinationof other attacks.
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Ambiguity and Removal Attacks

Ambiguity attacks disable the watermark by inserting anew, overlapping
watermark inthesourcedocument. Ininserting multiplewatermarks, theuseas
mechanismfor intellectual property applicationscan behindered. Let’ scon-
sider adocument marked which Bob’ sand later onwith Alice swatermark
information. Inthiscase, itisimpossibleto determinethe originator of the
document. Such attacksarerel ated to theuseof intellectual property applica-
tion. Removal attacks analyze the watermark, estimate the technique or
watermark andtry to extract thewatermark inorder todel eteit. Inthiscase,
statistical applicationsareused to analyzethesourcematerial.

Problems of Digital Watermarking

Digital watermarking techniquesareal ready effectively usedinassociated copy
control applicationsand broadcast monitoring systems. |ncombinationwith
digital rightsmanagement frameworksthey can solvethelimitation of the
intellectual property dilemmain audio and image related business areas.
However, the mainintellectual property problems cannot be solved by all
existingwatermarking methods. Watermarking techniquesbehavedifferently
on attack operationsor applications. Simplenon-complex methodsdescribed
in Kutter et al. (1997) are not very resistant to JPEG and JPEG 2000
compression, but resi st against normal imageoperations. Complex anddifficult
watermarking techniquesbased on discrete, fast Fourier or wavel et transfor-
mationsarein contrast very robust agai nst compression techniques, but have
alack of resistancein normal imageoperations. Today, most watermarking
methods cannot reach the main approach. Itisstill awideand attractivefield
for further research, in which innovative methods and techniques may be
established.

Conclusions

Asaresult, wesummarizethat thewatermark technology isstill at thebeginning
of itsdevel opment. M ost watermark al gorithmscannot tackletheattacks. Even
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thefriendly attacksintheformof usual filemodificationscan easily destroy the
watermarksor falsify them. Therefore, adesirablewatermarking algorithm
shouldnotrely onacertainmethod, butit couldinsert watermarksrepeatedly
indifferentways(usingleast significant bits, frequenciesor col our and contrast
relations), sothat at | east oneof them survivesan attack. After embeddingin
animagehastaken place, awatermark should berefreshed automatically. The
jurisdiction hasto accept adigital watermark as permissible evidencefor
copyrightinfringement. Besides, organi zational frameworksarenecessary to
be able to put through the author’ s claim. Corresponding to the law and
authorization problems, infrastructuresareal sodemandedfor thekey manage-
ment and time stamp services.

Meanwhile, several European projectswork on copyright protectionandits
realizationinthedigital world: CITED (Copyrightin Transmitted Electronic
Documents), apart of theESPRIT program, enclosesaccessand user control
(CITED, 1993). The systemis put on exceptional flexibility; it acceptsall
widespread operating systemsand can beapplied for accessover computer
networks. COPEARM Sprovidesauniform standard to guaranteethe copy-
right of digital documents (COPEARMS, n.d.). COPEARMS cooperates
closely withanother EU project, named  IMPRIMATUR (IMPRIMATUR,
1999). The project takes care of the secure transmission and payment of
documents, including authenti cation. Especially thisyear asignificantincrease
of activitiescan bedetermined. MicrosoftisplanningtodevelopitsPalladium
operation system, apple.comissuccessfully operating itsmusic download
platform, yahoo.comistrying to complement the sameareawith audio and
video streams, and real.com and Microsoft (WindowsM ediaEnvironment)
establishdigital rightsmanagement extensionspartly based ondigital water-
mark technology intheir products. Such activitiesclarify theimportance of
digital watermarking, especially incombinationwithdigital rightsmanagement,
and offer opportunitiesfor further research activities. However, althoughthe
mainargument for digital watermarkingislinked to enableand securebusiness
activities, likedistribution of goodsover networks, inthepublicand middle
classdomain, it seemsthat digital watermarkingisprimarily supported by
mighty, international interest groups. Therefore, we suppose that digital
watermarkingisdominated by suchinitiativesand running applicationswill be
supported by them, before the public domain can use the benefits of such
technology.
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Chapter VI I

| Nntegr ated
Domain M odel
for Digital Rights
M anagement

Eetu Luoma, University of Jyvaskyla, Finland

Pasi Tyrvainen, University of Jyvaskyla, Finland

Abstract

Digital RightsManagement (DRM) isanissueof controlling and managing
digital rights over intellectual property. It has recently broadened its
scope from being merely a content protection concern to description,
identification, trading, protection, monitoring and tracking of rightsover
tangible or intangible assets. In our study we found out an essential
problem of the domain: lack of models on an appropriate level of
abstraction needed to support resear ch and systemdevel opment. Modelling,
identifying and describing the cor e entities enabletherights management
functionalities. This chapter contributes in recognizing the principal
entities and providing detailed description on current identification and
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description matters and solutions. Our analysis results in the remark of
distinguishing the evolution stages of digital content and separating the
different offers and agreements through which the rights are traded
between the value chain participants. Based on the depiction of the
domain model, this chapter additionally gives insight into the future
trends and issues on the DRM domain.

| ntroduction

Manual methodsof managingintellectual property rightsover organizations
assetsarewdl | established, although somewhat inefficient. Digital environment
createsnew challengesby disabling theinherent control over physical objects
that organizationshad withlegacy mediaand, thus, theconventional manage-
ment and securing of assetsnolonger applies. Ontheother hand, creationand
distribution of digital media—for example, documents, audio, video and
multimediaindigital format—offersopportunitiesfor increased efficiency and
additional revenuesincertainindustries(National Research Council (U.S.),
2000; Rosenblatt, Trippe & Mooney, 2002). At this time, creation and
management of digital content itself hasbecomeuncomplicated. However,
efficient and eff ectivemanagement of intellectual property rightsinadigital
environmentistodateacomplicatedissue.

Theworst scenariofor thoseinvol vedindigital content creationand commer-
cial utilizationisthat thecopyrightsand rightsto thoseassetscan beinfringed
upononalargescale. Misusesof digital productsor confidential information
may occur:

*  asindividual consumersaredistributing contentin peer-to-peer networks
or inabusiness-to-busi nessenvironment, within client company and/or
betweentwo companies;

* withinacompany, whereadepartment usescopyrighted content from
shared databases, being unaware of therestrictionsof content usage;

» onthecreators side, for example, creator company operatinginseveral
busi nessnetworksutilizestheassetsor knowledgecreatedin onenetwork
throughout other networksor similar exploitationin caseof individual
creators.
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Altogether, losing control over digital assetsandtheir intellectual property
rightsproposesan enormousrisk. Besidesthethreatsthat thedigital environ-
ment hasbrought about, al so control may fail, asinformation management,
workflow and operationsrel ating to management of intellectual property rights
in businessand in technical environmentsareinadequately organized and
cumbersome. Takingtheperspectiveof anindividual (either onthecreators' or
consumers' sideor withinthecompany), theeasier itistoviolatethehonouring
of rightsand themoreval uable misused content is, themoretypical arethe
abusesof content.

Traditional management of intellectual property rightsinadigital environment
is based on prohibiting access to the content in case a customer does not
comply with requirements, for exampl e, paymentsor registrationandlogging
in. Thisisfacilitated by variousencryption and security methods (seee.g.,
Erickson, 2003; Molva, 1999; Trusted Computing Platform Alliance (TCPA)
specifications at http://www.trustedcomputing.org/ [July 2003]), which
force content providers and media distributors to select business models
accordingtotheavail abletechnol ogy (Rosenblatt et al ., 2002). Sincesuccess
in electronic commerce seemsto depend on the businessmodel companies
select, acommon conclusionisthat thebal ance of technol ogy and theway of
doing businessshould betheother way around. Additionally, current DRM
methodscan considerably reducecustomers’ easeof use; in other wordsthe
usability of products, particularly in caseswhere cumbersome proceduresto
obtain access to content are required or there are several incompatible
standardsand software.

Given the opportunities, threats and disadvantages, the research domain,
currently associated under theterm Digital RightsManagement (DRM), has
developedfromanimmature consideration of digital products’ protectionto
identification, description, trading, protection, monitoring and tracking of
digital rightsover assorted assets, either tangibleor intangible(lannella, 2001).
Moreover, inadditiontolegal andtechnical issues, digital rightsmanagement
thusincorporates, for example, sociological, business and organizational
matters(Guth, 2002). Giventhevariety of different perspectivesand novelty
of the domain, the research still is focused on specifying more complete
busi nessrequirementsfromwhichthetechnical requirementsmay bederived.

However, fulfilling suchtaskswiththeintention of providingacomprehensive
solution setshighrequirementstothedevel opment of aneffectiveholisticDRM
system, whichistobeintegrated with current operational systems. Conceptu-
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alizing and formalizing themanagement in order to support organi zational
changeandinformation system devel opment isneeded. Moreover, theassign-
ment of therequirementsto the systemischallenging, asthedomain lacks
sufficientoveral picturewithadesiredlevel of abstractionapplicabletovarious
situationsandto describethedefinitivecharacteristicsof thedomainelements.
Wethereforeprovideadepiction of anintegrated domainmodel inrelationto
thecurrent separateresearch and the standard devel opment activities. Addi-
tionally, wemakeavailableamode for examiningthedigital rightsmanagement
domainintermsof information management. Our scopetotherightsmanage-
ment issuesison assetsin el ectronicform, whichisto say, onthecontent that
iseasily created, managed andtraded inthedigital environment.

Traditionally, copyrightshaveprotected organizational assetsagainst those
partiesout of theasset owners' reach. However, inthedigital worldrightsand
obligations related to asset usage can be negotiated and agreed uponin a
comparatively straightforward manner, evenwithanindividual consumer. In
addition, thehonouring of rightsand obligationsdescribed intheagreements
may bemonitored and enforced moreeffectively. Thus, thefollowing presen-
tation should beread keepinginmindthatinthedigital environmentthevalue
of agreements(or contracts) assigned between partieswill beemphasized.
Consequently, below a particular importance is given to a novel way of
describing agreements, rightsand obligationsthroughdigital rightsexpres-
sions(Rosenblatt, 2003). Theseexpressionsconsi st of information concerning
copyrightsand usagerights, and partiesinvolvedin creation, trading, distrib-
utingand utilizing assets. Theexpressionsdefinewhich, how, by whom, where
andwhentheassetsmay beutilized.

Westart by definingthecentral informationelementsindigital rightsmanage-
ment. For thispurpose, wemakeuseof thedepi ction of aprofound framework
todescribeadomainfromacommercial perspectiveand framework todefine
different dimensionsfor assets. Then, thefollowing sectionsintroducethe
integrated domainmodel for digital rightsmanagement, anditsessential entities
indetail withtheir rel ationshipsand attributes. Alongwiththeillustration of the
model, variousdataschemesand standardsareintroduced, providing direc-
tionsfor those studying DRM. Finally, we conclude our discussion on the
implicationsof thedomain model and onthefuturetrendsandissuesfor the
digital rightsmanagement domain.
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Existing Frameworks for DRM

Renato | annellahas pioneered the DRM domain and proposed afunctional
architecturefor DRM that identifiesthreegroupsof digital rightsmanagement
activities(lannella, 2001). Inthefirst category, intellectual property asset
creationand capture, theunderlying questionishow to managethecreation of
content and rights so they can easily be traded. This category is further
segregatedintotasks, which areappliedto ascertaintheconfirmation of rights
tore-usetheexisting content, to assign rightsto owner(s) and rightsto new
content and which all ow processing of content through workflow stepsfor
review and approval of rights. Basically, thelatter impliesrightsexpressionsto
bestored and managed inaway that they may beefficiently used|ater.

Intellectual property asset management groupincludesrepository andtrading
functions. Repository functionsareappliedto authorizeaccessandretrieval of
content andtheir rel ating metadataand rightsdescriptionsin databases. Inthe
upstream processes, content is accepted from the creators and added into
content management system. Ontheother hand, trading functionsenablethe
assignment of licensesor selling outright by agreementsfor rightsover content.
Thesefunctionsmoreover comprisemanagement of payment dataflowsand,
if required, content may need toundergo specificfulfilment operationsto satisfy
agreement provisions- for example, content ispackaged and protected for
particular usage. Thethirdactivity group accordingtothelannella sfunctional
architectureistheintellectual asset usage. It consi stsof permission management
enabling theusageenvironment, for example, rendering applications, toenforce
and honour therightsfor utilizing thecontent accordingtotheprovidedrights
specificationsand of tracking management responsi blefor monitoringtheusage
of content in casetrackingisrequiredin license conditions. Thistask also
involvestracking and recording of trading transactions.

Theintroduced activitiesof thefunctional architecturemay bereflectedtothe
digital mediamanagement val uechainand divided among valuechain partici-
pants. Such analysis concludes in separation of intermediaries’ roles and
establishment of threebroad categoriesof processesconcerningdigital rights
management (Pagani, 2003):

*  Content processesthat shall enablethe creation, capture, formatting,
packaging, protectionand storageof assetsand that shall providecontrol
over whenand how contentisutilized.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Integrated Domain Model for Digital Rights Management 157

*  Finance processes that shall enable players along the value chain to
receivereturnfor their investments, for example, through afinancial
clearinghouse.

*  Rightsmanagement processesthat shall enableauthorization of utilization
for distributorsand customers, for exampl e, through acontent clearing-
house.

Anexistingwork describing DRM entitiesandtheir rel ationsispresentedinthe
framework of the<indecs> project (Rust & Bide, 2000). Their contributionis
based on the assumption that the complexity of intellectual property rights
information could behandled through generic model sidentifying fundamental
conceptswith high-level attributes. Thegenericframework dividesandiden-
tifiestheprincipal entities, whichincludeparties, rightsand content. Asthese
entitiesareexamined fromacommercial point of view, their relationshipsare
described as follows: parties hold and trade rights over the content and
partiescreateand usecontent. Thevery samecentral entitiesfor DRM may
also befound from existing agreement documents. Basically, an agreement
document consists of the subject of the contract that corresponds to the
content, of thepartiesentering thecontract, of theagreement terms(i.e., rights
expressions) and of an indication of parties’ approval on the terms of the
contract.

This presentation, despite of its abstract nature, provides a basis for the
followingdiscussion. Withreferencetolannella sDRM functionalitiesabove,
definitionof entitiesclarifiestheneedsof what i sto beidentified and described
(parties, rightsand content itself), what istraded inthe domain (content and
rightsrelatedtoit), what we should protect (content and rightsfor infringe-
ments), andwhat isnecessary for monitoring andtracking (usageof contentand
honouringtherights). Rust and Bidestresstheimportance of identification
mechanisms and descriptive metadata and the reason for thisis obvious.
| dentifying and describing the entities with proper metadata enable DRM
functiondities.

Thelnternational Federationof Library Associations(IFLA) hasmadeavail-
able a valuable framework to observe and model contents' development
throughout itsevol ution stagesfrom an abstractiontoarealization (Plassard,
1998). Theframework depictedin Figure 1 enablesthepropertiesof creation
tobeidentified throughfour stagesof thelifecycle, beginning fromthemost
abstract: work, expression, manifestation, anditemdimensions.
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Figure 1. Four dimensions for the creations and their relationships

Work isrealized through

e.g., anidea of a story on authors mind

Expression isembodied through

e.g.,abook oraperformance
onthe story

Manifestation is exemplified through

e.g., the bookin CD-ROM
and PDF format

is created by ltem

! e.g., the CD-ROM that customer buys
isrealized by /
is produced by
f isowned by

Person Corporate body

These stages are situated on a scale “idea— experience’. Theideaisthe
intellectual, creative processand simultaneously theabstraction, whichisthe
foundation for all the creations. The other end of the axis, the experience,
representstheview of thecustomersover thecreation. Work correspondsto
themost abstract level of acreation; thus, aworkisnot anidentifiableentity and
it can becaught only throughout itsexpressions. Anexpressiontogether with
a specific media and format embodies a manifestation of that particular
creation. Anitemistheentity, whichfinally endsupintotheconsumers’ hands.
Each of theitemsisindividual evenif they wouldexemplify thesamemanifes-
tation.

Thenotion of thesedifferent lifecyclestagesofferssomeval uableviewpoints
for considerationsintermsof content identification, descriptionandtrading.
Within its lifecycle, a creation serves several purposes, at first being a
realizationof itscreator’ sintellectual effort, acontent entity. Thenthecontent
entity or several entitiesaretransformedintoaproduct availablefor exploita-
tionand use, andintheend, thecopy of theproductisofferedtothecustomers
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assomething concreteand an experienceworth payingfor. Therefore, associ-
atedwiththecreation, wefind aneedfor separateidentificationand description
schemesfor different dimensions. Moreover, at different stagesof evolution,
diverserightshol derscan bedistinguished.

The Integrated Domain Model for
Digital Rights M anagement

Despitetheacknowledged contribution of <indecs>and I FLA’ sframeworks,
they by definition cannot beusedto captureand anal yzetherequirementsof the
development of aDRM system. Datacol | ection, processing and management
needsfor DRM may beelaborated asthecommercial view isconsidered with
theevolutionaspect and thedefinitivecharacteristicsof thedomain’ sentities.

Todemonstrateour integrated domain model, wemakeuseof thebasicnotions
intheobject-oriented discipline. Constructing adomain model isoneof the
fundamental tasks of object-oriented analysis methods. Moreover, we see
similaritiesin the basic principles of object-orientation and the needs for
identification and description of entitiesin DRM asdiscussed above. The
unified modeling languagereferencemodel (Jacobson, Booch & Rumbaugh,
1999) definesan object to bean entity withawell-definedidentity assigned by
thesystem. Thisrecognition mechani sm enablesan accesstotheproperties. In
addition, the reference model suggests that an object’s structure isto be
describedthroughitsattributes. Wedo not suggest obj ect-orientationto bethe
most suitablefor theimplementation of DRM systems. Rather, it providesa
valuabletool forillustrating and visualizing the substance of thedomain. Inthe
domain model (seeFigure2), weuseanotation of UML classdiagramand
deploy introduced DRM frameworksin the context of abusinessmodel (a
basicvalue-chain).

Entitiesinthedomainmodel represent thebasi c actorsinthe content produc-
tionvaluechain, different realizationsof acreationthroughitslifecycle, and
rightsdescriptionsevol ving from offersto agreementsdescribing permissions
and obligationsof the content usage. In Figure 2, presenting theintegrated
domain model, different categoriesare organizedin ahorizontal axis. The
leftmost column characterizesacategory of essential offersand agreementsfor
digital rightsmanagement. Basically, theserefer todocumentsthat embody the
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Figure 2. The integrated domain model for digital rights management
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negotiation and confirmation of thecopyrightsand usagerightstransfer. The
model accordingly dividesagreementsintothoseassigning:

»  copyrights, for example, rightsto makecopiesof thecontent, to modify
and aggregate several pieces of content, to perform required content
management functionalities, todistributecopiesand sell theminorder to
commercially exploit content;

»  usagerights, for example, rightstodisplay thecontent onend-user device,
torender multimedia, to printadocument, andrightstore-usethecontent
that iscommoninacademiccommunities.

Entitiesintherightmost columnrepresent theevol ution stagesof digital content
processed and used by theval uechain participant that areplacedinthemiddle.
Theevolutionof contentinavaluechainleadsustothefindingthat different type
of descriptivedatamust beappliedfor each of thestages. Additionally, we
classify the subjects to different agreements reflecting the right level of
abstraction for the creations. As an example, the creation provider may
generatedifferent productsfrom one content entity accordingto therights
acquiredfromtherightsholder. Or, the content provider assemblescontent
entitiesinto oneproduct having multiplerightsdescriptionsrelatingtoit.

Theentity characteristicsarerepresented inthedomain model asattributes
consisting of themetadatadescribing thecontent, thedetail sand therol esof
organizationsandindividuals, aswell asthedetail sof offersand agreements
describedindigital rightsexpressionlanguage. Thedifferent dimensionsof the
creation aretakeninto account in the description of the material metadata.
Also, theidentifiersare seen asattributes of the entity. When applying the
model, one should be keep in mind that identification schemes may vary
accordingtothenatureof theentity. Thecomplicatedissueisnot theselection
of metadatastandard or schemetoapply. If anything, itisanissueon how the
schemeshould by applied with different dimensionsof thecreation. Onthe
expressionlevel thecreation may havegeneral metadataassociated withit,
whiletheproduct manifestationwill havemoredataattachedtoit—metadata
describingthemediaand format used—and onthe product copy characteristics
of thesingleitemshall beappended. Again, asthecreation consistsof several
individual parts, different metadataon expressionand manifestationlevels
exist.
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Associ ationsbetween entitiesfollow thestrai ghtforward rulesof the<indecs>
framework. Accordingly, therearealwayspartiesholding andtrading rights
over content, whichiscreated and used by the parties. However, themodel
providesamoredetailedview tothe DRM domain asit considerstheevolution
aspect of both content and agreements in context of the business model.
Further, associations point out the DRM processes performedto createthe
introduced entities—negotiationsand assignment of rightsand obligations.
There are minimal associations between the parties, since the parties are
connected to each other by themeansof offersand agreements. Further, this
impliesthat thecontent metadatahavereferencestotherightsdescriptionsand
viceversa.

A Detailed View to Identification and
Description Needs

I dentification and Description of Content

Metadata, generally known asdataabout data(Gardner, 1998), areregarded
asanecessity inorganizing, searching, retrieval , representationand utilization
of information asit hasbeen prior to computerization (Gilliland-Swetland,
2000). Researchissueson DRM havevariouslinkagestothegeneral field of
metadataresearch. Thisisdueto thecloserelationship between content and
rightsexpressions, as presented in the framework of the <indecs> project.
Traditional research and practiceontheidentification and descriptionaswell
asthemanagement of metadatahavenaturally concerned theactual content.
Thus, there are several established identifier and metadata standards for
particular purposes.

However, techniquesused for identificationinthetraditional environments
cannot necessarily betransferred directly tothedigital world. Onedownside
of traditional identifiersisthat they consider creationsat themanifestationlevel
—an identifier is assigned to content as it is transformed into products.
Nevertheless, inthedigital environment weneedtoidentify creationsal soboth
attheexpressionlevel aswell asat theitemlevel, inorder toenablemonitoring
andtracking functionalities. Further, weneed meansfor uniquely identifying
individual partsincomplex compositesconsisting of several uniquecontent
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Table 1. Existing metadata standards and schemes

The Dublin Core scheme provides a metadata set that is intended to facilitate the discovery
of digital documents and images and support interoperability amongst heterogeneous
metadata systems. The Dublin Core standard includes 15 attributes, which are commonly
agreed to be the most essential metadata standards. Moreover, the atributes have several
qualifiers greatly extending the possibilities (Weibel, 1998).

MARC standards make up the foundation of most library catalogues used today by providing
the mechanism by which computers exchange, use and interpret bibliographic information
and its data elements (Furrie, 2000).

EDItEUR is developing ONIX Product Information Standard (2001) to homogenize the
product information of books mainly for the needs of the publishing industry and e
commerce.

The Learning Object Metadata (LOM) standard is being developed by IEEE's Leaning
Technology Standards Committee (2001). The standard aims to define the minimal set of
attributes needed to manage, locate and evaluate learning objects.

National Information Standards Organization (NISO) and AlIM International are currently
working on a data dictionary (NI SO Z239.87-2002 AlIM 20-2002) that is to define a standard
set of metadata elements for digital images (National Information Standards Organization,
2002). The specification makes reference to TIFF/EP (1SO/DIS 12234-2), and the DIG35
Working Group’s Metadata for Digital Images, which focuses on providing digital image
metadata standard to support efficient management of individual images. Please refer to
http: //www.i3a.org/i_dig35.html

entities, or evenfurther, partsof content entities(see Erickson, 2001). Open
standards, including Uniform Resourceldentifiers(Berners-Leeetal ., 1998)
and Digital Object Identifiers(Paskin, 2001) aim at tackling some of these
issues. For our purposes, recognitionof identifiersapplicabletodigital material
isanecessity for each dimensionandfor partsof composites.

Inaccordancetothedevel opment and applicationsof metadata, theobjectives
andmotivationsdiffer greatly betweendifferentinterest groups. Currently, for
several vertical industries, there exists an appropriate metadata scheme or
development activity. These may describe the same subject, for example,
educational material, withadifferent set of information. Thefollowing Table 1
introducessomewidely used schemesandfor ref erencing purposes.

I dentification and Description of Parties

Theusersof aDRM systemhavetobeidentified andtheir rolesrecognizedin
order to approveboth theindividual sand thoserepresenting theorgani zations
involvedinthecontent provisionandinorder to performtheir rolespecific
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operations. At present, afew recognized standardsfor such purposesprevail
—for example, vCard, X.500, ONIX and MARC standardsinclude proper
mechanisms (Dawson & Howes, 1998; ONIX Product Information Stan-
dards: Release2.0, 2001; Weider, 1992).

In rights management, rolesrepresent the basic activitiesin the trading of
intellectual property rightsby initiatingor facilitatingtheflow of rights, payments
or otherinformation(IMPRIMATUR, 1999). Tolegitimatetheindividua sand
agentsto performtheir role- specific operations, actorsof thesystem haveto
beidentifiedandtheir roleshaveto berecognized.

A creator wishestocirculateher creationand, asaresult, assignsher rightsto
exploitthecreationtothecreation provider withan agreement. Optionally, the
creator may have assigned her rights to some other legal entity; thus, the
agreement will bemade betweenthethird party rightshol der and the content
provider. Althoughacreator istheinitial intellectual property rightshol der, here
therolesof thecreator andtherightsholder aredifferentiated, astheiramsare
either tocreateor protectintellectual property. Rightsholders’ mainactivityis
thereforeto licensethe use of the creationsaswell asto grant permissions
relatedtotheusageof thecreations. IMPRIMATUR suggeststhat thedefining
characteristic of thecreation provider isresponsiblefor making acreation
availablefor exploitationor use, inother words, making products. Additionally,
thecreation provider operatesin variousfunctionsconcerning thecontrol and
management of thecreation, paymentsandintellectual property rights.

A mediadistributor’ stask isto establishthetradeof creationsonbehalf of the
creation providersin order to meet the needs of the customers. The media
distributor’s role may take responsibilities in packaging the product for
distributionand delivery, infacilitating and reporting on salesand payment
transactionsandin providing marketing functionsfor thecustomers. However,
thebasicresponsibility of themediadistributor istodeliver product copiesto
thecustomer. Therefore, mediadistributorsal so enter into rightsagreements,
whichdeclaretheir rightsand obligationsconcerning thedistribution of content.
Finaly, valuetothechainisreturned ascustomersacquiretheproduct copies.

Considering description of parties, abrief analysisrevealed that there are
numerous schemesin use and availablein variety of frameworks. For that
reason, werecommendfocus ngontheissuesof i dentificationand authorization
of partiesfor DRM functionsand sel ecting (or maintaining) thedescriptive
schemeaccording to organi zation’ sdatagathering needs.
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|dentification and Description of Rights

Oncethefundamental roleswiththeir attributesrel atingtoidentificationand
descriptionarerecognized andthetypeof digital content theserolesproduce
clarified, wemay discusstheir effect onrightsexpressions. Negotiationonthe
termsof thetradewill becarried out aspartieschooseto circulateand acquire
thecontent —offersbetween partiesarecreated and possibly modified. Once
partiesaccept thetermsof theoffering, they enter an agreement specifyingwho
(party) acquireswhat (content) onwhichterms(rightsexpressions).

Agreement terms, rightsand obligationsconcerning the content undergo a
certainlifecycleasthey aredistributed and handled through thevaluechain.
Basically, thecurrent rightsmanagement processesinvol vepredefined agree-
ment termsthat are stated intheagreement template (Milosevic, 1995); thus,

Figure 3. Lifecycle of agreement terms as a state diagram
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thenegotiationsrelating to assignment of creators’ copyrightsarehandled as
inFigure3, employing agreement templates. Anagreement templateisconsid-
ered astheinitial content offer tothe creator or other rightsholdersand the
rightsagreementisusually formedwith minor modificationsand sel ection of
optionsgivenintemplate. Incurrent DRM processestheideaof templatesis
adoptedinto downstreamtrading of content andrights. Several product offers
withdifferent rightsexpressionsmay beformedhavingasinglepieceof content
asthe actual product. Corporate parties may consequently select a proper
businessmodel —for example, subscription, paid downl cadsor usagemetering
—fortheir digital products. However, proper mechani smsto adopt thecommon
real-worldway of transferring rightsarecurrently missing. Further, ascorpo-
rate parties are only allowed to operate according to the rights they have
managedtoacquire, it should betakeninto account that rightsand obligations
must be propagated fromtherightsagreement to products, possibly consisting
of several content entities.

Rightsexpressions, considered to describethe agreement terms, consi st of
permissions, constraintsand requirementsof material utilization. Permissions
areconnectedtotheusageof thematerial (e.g., permissionstodisplay or print
thematerial), todownstreamtransfer of thematerial (e.g., permissionstosell
or givematerial forward), to content management (e.g., permissionstosavea
copy or makeaduplicateof thematerial), andtothereuseof thematerial (e.g.,
permissions to modify or aggregate the material). Permissions can have
constraints. Therightsholder may wishtoassignthematerial toasinglegroup
of individual s, constrain the usage to some | P address space, constrain the
maximum period of time that the material will be accessible and so on.
Moreover, therightshol der may desire some consideration concerningthe
utilizationof her material; thatis, thepaymentsthat may occur for exampleper-
use or before utilization of the material. Since corporate parties may only
operate according to the rights they have acquired, the agreement terms
product offer arepropagated fromrightsagreement madeearlier. Asthedigital
rightsaretransferred andtraded between partiesinagivenbusinessmodel, the
permissionstend to decrease, whilethe constrai ntsand requirementstendto
increase.

Table2 stermsreflect thepossibilitiesof acurrently evolvingrightsdescription
language, Open Digital RightsL anguage (lannella, 2002). Onesimilar devel -
opment activity is in progress: eXtensible Rights Markup Language
(ContentGuard, 2001). Likeitscompetitor for thestandard, XrM L attempts
toprovide* agenera -purposelanguagein XML usedtodescribetherightsand
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Table 2. Structure and basic elements of rights expression language
(lannella, 2002)

Rights and obligations are expressed as Agr eements and Offers that further contain Per missions
Per missions divide into four categories

Usage Permissions Permissions to display, print, play, execute content
Transfer Permissions Permissions to sell, lend, give, lease content
Asset Mgmt. Permissions Permissions to move, duplicate, backup, save, content
Reuse Permissions Permissions to modify, excerpt, aggregate, annotate
content
Permissions may have Constraints which divide into following categories
User Constraints Constraints permission to specific individual or group
Device Constraints Constraints permission to specific CPU, network,
storage
Bound Constraints Constraints permission to specific count, range
Temporal Constraints Constraints permission to specific date & time,
interval
Aspect Constraints Constraints permission to specific format, unit,
quality
Target Congtraints Constraints permission to specific purpose, industry
Rights Constraints Constraints for the downstream transfer of content
Permissions may have Requir ements which include the following:
Payment Requirements Requirements describing an amount of the payment,

currency and if the amount is due prior to, after or for

each the granting/use of the rights

Interactions Requirements User isrequired to agree to textua information or

must register their details with the party providing

content

Usage Requirements Includes requirements of attribution of content owners

and whether a party will be tracked for the content

usage

Permissions may have Conditionsthat, if become true (or occur), revoke the Permissions
Permissions Indicates the set of permissions that will trigger the

revoking

Constraint Indicates the set of constraints that will trigger the

revoking

conditionsfor using digital resources’. Moreover, the semanticsof thecore
elementsinthesetwoarevastly similar. Digital rightsdatainthedelivery channel
confineor enable, depending onthepoint of view, consumerstousethematerial
intheway definedintherightsdescriptions. Such enforcement and possible
tracking of digital rightsthrough special technol ogiesstrivestogoverndigital
rightsdatainareasonableway.

Although the above depiction of the basic value chain suggests that the
customer will eventually pay for boththeproduct andthevaluecreatedinthe
chain, also anotion of business-to-businesstrading of productsandrightsis
valuable, sincethecreation providersand mediadistributorsbothlicenseand
sell rightstothecontentinorder to providethemto thecustomers. Theseso-
called syndication processesinvol ve providing an accessto the content for
someauthorizedintermediaries. Here, rightsdescriptionsprovideintermediar-
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ieswithdirectionsfromwhich content they may choosefromandwhat therights
arethey haveapprovedtoredistribute. Thelnformation and Content Exchange
(Thelnformationand Content Exchange, 2002) isaknown protocol sustaining
syndicationrel ationships.

Althoughthedescription of rightsrel ating to the content hasbecomeoneof the
singlemost attractiveresearch areas, theissueof identification should not be
neglected here. Theuniqueidentification of rightsdescriptionsenablesmecha
nismsto build an associ ation between the content, whether transformed into
productsor product copies, and therightsregarding that particular content. An
inherent associ ation between usage agreementsand product copiesshould be
kept in mind here. Possibilities of such reference mechanismsincludethe
insertion of rightsdescriptioninto apackageal ongwiththeactual content for
interpretation of rightsin theterminal device, and the search for therights
descriptionsthrough content describing metadatawith associationtorights
descriptions, inadditionto theadministratefunctions. In caseproduct copies
areuniquely identified, theoperationsthecustomer performstothecontent may
bemonitored and tracked.

Conclusion and Future Issues for DRM

Aselaboratedintheintroduction, creating and managing agreementsindigital
formatisvastly attractivein certainindustrieswheredigital agreement details
areto bedistributed and handl ed between several organizations. Inorder to
servetherightsholders, publishersand distributors, theDRM systemshould
support and enhance processes generating and maintaining individual and
organizational data, metadatadescribingthecontentand digital rightsexpres-
sions, whichstandfor different offersand agreementsbetween stakehol ders.
Thedomainmodel constructed here presentsdatacollection, processingand
management needsfor digital rightsmanagement. Itisthereforeaval uabletool
in specifying requirementsfor acomprehensive management systemandin
conceptuaizingthedomainfor thoseinfluenced by theorgani zation changethat
managing of intellectual property rightsinadigital environment requires.
Additionally, themodel clarifiesthe need for aseparateidentification and
characteristicsdescription of offers, agreements, val uechain participantsand
content throughitslifecycle. Such dataindigital formsupportedwith suitable
processeswill improverightsclearancesandtrading of rightsover content as
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they occur invariousdifferent situations. Moreover, improvementsmay be
gainedinthecontrol of accessand useof material, andinrightstrackingand
monitoring.

Thedomain of digital rightsmanagement systemsisinaphasewhereearly
adoptersof thetechnol ogy haveimplementedinformation systemssupporting
distribution of digital content over thelnternet by using avariety of software
toolsintended for protecting content from unauthorized use. Figure4 presents
atypical DRM application workflow at delivery channel, where before
presentingthedigital content, thecustomer isfirstrequiredtohavepermission
tousethecontent. Then, rendering applicationsinterpret thespecified digital
agreement terms, for exampl e, inlicenses, indicating whether and how theuser
of theapplicationisallowedto accessand utilizethe content.

A largevariety of softwaretool providershaveoffered systemsfocusing on
content packaging using encryptiontechniqueswith many of themwithdrawing
fromthebusiness. Sofar thetool vendorshave mostly beenusingin-house
schemesfor identification of content unitsand description of rightsassociated
with theproduct package, but are paying increasing attention to standar d-
ization. Atthisstageitisfully feasibletoimplement businessmodel sbased on
digital distribution of content, but it requirescareful matching of thebusiness
requirements, the processes, roles of partiesin the business chain, and the

Figure 4 . DRM application workflow
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technol ogiesavailable. Thedomain model presented hereprovidesaframe-
work for splitting up thefield into roles of the parties, the processesto be
implemented, and for choosing theschemesused for eachinterface needed.

Fromthebusinessperspectivethecontemporary researchisemphasizingthe
businessmodel sto be used and harmoni zation processof theconstraintsset by
national regulationandinternational treaties. Bothlegal and social factorsneed
to be considered in this research. Finding out the business models the
consumersarewillingtoadopt will havemajorimpact onthetechnical side, on
the content protection means and on the core features of digital rights
descriptionlanguagesto beimplemented uniformly in content packagingand
delivery systems. Thesevary fromthephysical formfactor of thedevicestobe
usedfor consumingthecontent, varyingfromPDA,, i-modemobilehandsetsin
Japan, and other mobiledevicesto personal video devices(PVD) usedwith
digital TV equipment. Thusit seemslikely that either one of thedescription
languagesusedfor rightsdescriptionswill gainaposition of ade-facto standard
or acommon subset of featuresused acrossawidevariety of platformswill
emerge.

The development of standard business models for e-commerce on digital
content will also be needed to find a standard set of role descriptionsto be
used intechnical implementationsand system componentsof information
systemssupporting content businessmodel s. Out of thevariety of schemesfor
role description elaborated in this chapter, none has so far gained wide
acceptanceto theextent neededto establishitself asamainstream de-facto
standard. Further research effort will be seen for example in the area of
defining standar d businessprocessdescriptionsfor content tradeintheform
of Business Process Specification Schemes(BPSS) of theebX ML language
(ebXML CoreComponents, 2001).

Sofar thecommercial toolssupporting useof DRM technol ogieshasempha-
sized content packaging and protection whilelittletools are available for
trading content in between organizationsand for acquiring rightsdescrip-
tionsfromthe content producers. Trading content rel ateswith themanage-
ment of largevolumesof rightsdescriptionspossessed by an organizationwith
the associated content and metadata. The content management systems
implemented sofar do providefeatureson managing thecontent with metadata
and associated workflows, whilethey generally lack functionality neededfor
exchanging offersand agreementswith associated rights descriptionsand
metadatain astandard format. Thisis much dueto the lack of commonly
adopted standardsfor representing these. Intheareaof content identifiersthe
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trend seemstobegoingfromavidevariety of identity schemestowardsuse of
URI astheinterchangeformat. Dublin Coreisprobably the most common
interchange format for metadata. However, inrole descriptionsand rights
descriptionsthesituationisstill much moreopen.

Alongwiththe standardization of schemesto be usedin managing volumes
of datarelated to the content, moreresearch and toolsareneeded for solving
transformations of content descriptions, right descriptions, and metadata
fromoneformat toanother. For exampl e, thecontent described using metadata
in MARC format will contain elements not present assuch in Dublin Core
metadata scheme. Or when an element with similar semantics exists, the
cardinality, domain or encoding of thevalueor valuesmay beincompatible,
requiring use of mappingsin between enumerated valuedomainsor similar
approaches related to research on integration of federated databases and
enterpriseapplicationintegration. Inthese casesal so research and practical
techniquesareneeded for mappingidentifier schemes, resolutionof identifiers,
and certificationof participants.

Assuming that an organization has the means to manage a uniform or a
heterogeneousdatabase contai ning the dataneeded for rights management of
the content under possession of the organization, the next question is on
protocols for providing access to the data for external parties. This
includesconcernson busi nessprocessesto be supported, technical aspectson
implementing the processesand on publishing theprocessto other parties, for
exampleintheformof ebX ML BPSSbusi nessprocessdescriptionspublished
inaregistry or UDDI, technical concernson processing querieson metadata
and right descriptionsonthe content another party desiresto use, aswell as
concernson security. All theseaspectsneed to be considered in each case by
each organi zation, whilethe standardi zation processisstill under way. They
alsoprovidefruitful starting pointsfor further research.

In caseagreement termsareto bedistributed and handled digitally, itisuseful
to capturethemintodigital expressionsoncethey areassignedto corporate
parties. Thiswill enableautomation of rightstransfer processesinthefollowing
lifecyclephasesasthetermsof agreementscanberetrieved, transferred, and
mani pulated by computersinstead of el aboratemanual processes. Besidesthe
advantagesgained through digitali zation and automation of information man-
agement, digitalized agreement termswill beutilized withthecontentindigital
ddlivery channdl.

Currently, there are simple approaches to produce digital expressions.
However, the current approaches reflect the way those languages express
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rightsrather than actual agreement templatesand agreement. Selection of terms
iscarried out with sel ectionelementshaving valuesdirectly fromtheexpression
scheme. In contrast, creating agreement templates and agreementsfor the
exchange of assets requires both legal expertise and an understanding of
business model s and agreement documentsthat must conform to the legal
foundationsand reflect the corporation’ sor organization’ sway of operating.
Thus, aneed touseformal natural languagestill exists. Ontheother hand, the
representatives of partiescall for straightforward creation of agreements
through selecting from available, predefined agreement termsand through
minor modificationstotheterms, if necessary. Thisappliesfor boththeinitial
assignment of creators’ rightsto corporate partiesand for thedistribution of
rightsto utilizethe content between corporate partiesand customers.

The problem domain of creating digital agreements can be elaborated
further. A need existsfor providingaDRM applicationsand amethod that
allowsthecreation of agreementsindigital environment that conformtothe
requirementsset by legal and businessmattersof contracting. Further, aneed
existsalsofor asolutionthat allowscreation of digital agreement templ atesthat
includepossi bl eagreement el ementsand parts, and fromwhichtheagreements
may be created in astraightforward manner through simple selectionsand
minor modifications. Additionally, wearerequired to capturetheterms of
agreementstodigital expressionsinorder toenablethedigitalizationandeven
automation of distributionand handling of theagreement terms. Such capturing
must produceaset of digital rightsexpressionsaccordingto astandardized
schema, which may beinterpreted by information processing systemsandon
thedigital delivery channel by rendering applicationsenforcing rightsand
obligations. Moreover, aneed existsfor efficient meanstodistributeand handle
evolving agreement termsbetween numerousparties.

Altogether, thecontemporary domainof DRM providesbusinessopportunities
for early adoptersaswell asamultiplicity of interestingresearchquestions. The
domain model presentedinthischapter enablesel aborating theareasto be
covered by projectsimplementing operational systems. It alsodrawsattention
to specificresearch questions.
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Chapter VI1I

Ratesof Changein
Ad hocNetworks

Alec Yasinsac, Florida State University, USA

Abstract

Ad hoc networks are inherently dynamic, with nodes entering, moving
around, and leaving the network, often for short duration membership.
This property of dynamic restructuring limits functionality and greatly
complicatessecurity. Here, we establish afoundation for analyzing ad hoc
network functionality or security properties relative to their dynamic
nature. The essential structurein any network isthelinks between nodes.
Thus, our approach turns on measures of link availability to define
network properties that govern functionality. In this chapter, we
systematically addressissuesassociated with changesthat occur inad hoc
networks. We consider the functionality impact of change and address
bounds on optimization that exist when changeratesare high and provide
definitions that allow reasoning about limits on functionality resulting
fromincreasingly dynamic link activity.
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| ntroduction: Dynamics of Ad hoc
Networks

Networkscomeinall shapesand sizes, withawidevariety of characteristics.
Weareconcerned with networksthat haveno permanent structure; essentially,
all nodesarenot only mobile, but they characteristically regularly moveabout.
Thesenetworksarecomprised of nodeswith limited transmissionrangesand
depend on other nodes to relay traffic in order to expand their broadcast
domain. Wecommonly term thesead hoc networ ksbecause networksform,
change, and dissolveinan ad hocway, often and quickly, and asamatter of
routine. Thenetworksthat they formareoftenhighly dynamic.

Thischapter addressesquestionsabout functional limitationsthat high and
fluctuating ratesof change causein ad hoc networks. Othershavestudiedthis
guestionempirically (Obraczka, Viswanath & Tsudik, 2001), butthereislittle
theoretical foundationfor predicting or analyzing network functionality asa
factor of network rate of change. Thefocusof thischapter istoidentify and
analyzethetheoretical limitationsonfunctionality inhighly dynamicad hoc
networks.

Intherest of thissection, wesystematically set upthediscussionby definingkey
termsandfollow with anargument about theimportant metricsand thebounds
that apply given assumptionsabout thesemetrics.

Nodes, Links, Networks and Notation

Adhocnetworksarecollectionsof nodesthat intercommunicateby relaying
messagesacrosspeer-to-peer links. Welabel our nodesin capital letters, while
linksarepairsusingthelower caselettersthat correspondtothenodesthat the
link connects. Thus, alink betweennodesA and Cisrepresentedas(a, c), or
equivalently as(c, a) since, withnolossof generality, weassumeall linksare
bidirectiond.

A network consistsof acollection, or set, of interconnected nodes. Wel abel
networkswith upper caselettersfromtheend of theal phabet, sowemay say
that nodes A and B areelementsof network X:

{A, B} e X
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andthat if bi-directional link (a, b) exists, itisalsoanelement of X.
(a b)e X

Wedefineapath asaset of interconnected linksthat connect two nodes. Paths
arerepresented asordered tuples, withthenumber of entriesdependent onthe
number of linksthat must be crossed. Thus, apathfrom A to B that must go
through Cand D (inthat order) would belabeled (a, c, d, b), or equivalently
(b,d, c,d). Theserelationshipsarecasually illustratedin Figure 1.

Network Structure Rate of Change

Thead hoc naturethat isaprimary characteristic of thenetworksweconsider
resultsindynamicnetworks. Astherateof changeincreases, thenatureof these
networksbecomesprogressively morecomplex. For example, whenalink
forms, it may joinanodeto anetwork, establishacycleinanexisting network,
or merge two networks. Conversely, dissolving asinglelink can havethe
oppositeeffects.

Weconsider the specifictypesof network structurechangeinorder to better
understandthenatureof networkswith highratesof change. Wenotethat there
ispresently no existing set of measuresto reflect thesenotions.

Figure 1.

® ®
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Link (a, b) Network {A, B, C, D} Network {A, C, D, E}
Network {A,B} Path (a,c,d,b) Network { B,F}
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Discrete Structures in High Rate of Change Networks

Oneway tothink about network changesisto consider the network structure
during static periods, as addressed in Obraczka, Viswanath and Tsudik
(2001). If wedefinechangeto occur instantaneously, thenwecantheoretically
identify thenetwork structureat any instant and leveragethestaticinterval
between changes. In suchanetwork, answersto thefollowing questionsare
Boolean (thoughtheanswer may not beavailable):

. Isnode A connected to network X?
. Doesalink exist between nodesA and B?
* Doesapath exist between nodesA and D?

Practically, network structure change does not occur instantaneously, but
rather injectsa® changeinterval” wherethe system neither hasthe previous
structure, nor thenext structure. Thesechangeintervalsresultinanadditional,
fuzzy variable, and thus, an additional level of complexity into systematic
analysisof dynamic network functionality. In networkswherethe change
interval canbeaslongaslink lifetimes, it may beimpossibleto reason about
functionality, at leastin sparsenetworks.

Conversely, if thechangeinterval issmall, theimpact on network functionality
isminimal. For simplicity, weconsider networkswith changeintervalsthat are
small enough that we can consider themto beinstantaneous, thuswithlittle
impact onour results.

M ost attempts to manage ad hoc networks are based on two assumptions
regardingtherateof change:

(1) Thechangeinterval isinsignificantand

(2) Therearelongnetwork structurestaticintervalsthat haveasignificant
interval betweenrelevant changesinthenetwork structure.

Theimpact of theformer dependsontheaccuracy of thelatter. Functionson
ad hoc networksassumethat the network isstaticfor relevant changesfor a
periodlonger thanisrequiredto completethefunction. For example, anode
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count functionmay not succeedif it cannot expect that thenumber of connected
nodeswill not changebetweenthetimethat thefunction beginsand compl etes.

Whileit seemsobviousthat anetwork function cannot work if thelinksarenot
alivelongenoughtodotheir part, classic networkswereconstructed under a
paradigmwherelonglink lifetimeswerethenorm. Innetworkswithlow rates
of changeandlong staticintervals, thechangeinterval islesssignificant, since
network changesoccur quickly inad hoc networks. Adding or deleting alink
inanetwork routinely takesafew secondsat most. I f thenetwork structureis
routinely staticfor hoursat atime, thefew secondsit takesto makeastructural
changeisinsignificant relativetothenetwork structurestaticintervals. How-
ever, if thenetwork structureinterval sareshort, thefew secondsthat it takes
tomakechangeshavealarger impact.

Population Density in Ad hoc Networks

Consideringtherateof changeinnetwork structurenecessarily requiresscope.
Wenow consider somesubtletiesof how changesaffect sparseversusdense
networks. Ingeneral, largenetworkswill havemorechangesthanwill smaller
networks. Thus, again generally speaking, larger networks require more
management effort because of thelarger number of changesand the shorter
staticintervals. Ontheother hand, eachlink inasmaller network tendsto be
moreimportanttothetrafficinthat network, soalarger percentageof changes
aresignificantrelativetomorenetwork functions.

Somenetworkswill havefew nodesandfew links. Otherswill havenumerous
nodes, but are sparsely connected, whilestill otherswill havefew nodesthat
arehighly connected. We posit that therate at which changestakeplace has
differentimpactsineachsituation. Inasparsely popul ated network, dissol ution
of anodeismorelikely to split the network into two or more disconnected
networksthanislossof asinglenodeinadensely popul ated network. Similarly,
lossof asinglelinkismorelikely to separateanodefromthenetwork if the
networkislightly connected (few linksper node) thanamorehighly connected
network.

Conversely, inadensely popul ated network, rather than experiencing network
partitioningwithlossof links, channel scan quickly become saturated with
changeinformation. Consider anetwork wherethereare 10% node changes
(add, loss, or move) every hour. Inasparsenetwork of 10 nodes, therewill be
only onechange per hour. A denser network of 1,000 nodeswill experience
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100 changesper hour. If theinterval changeis10% per minute, low power,
bandwidth, and other such devicesmay not beabletokeep up withthechange
mai ntenance processin adensenetwork.

For therest of thischapter, weempl oy the somewhat uncomfortabl euseof the
phrase® moredynamic” to addressthe network rate of change. Wesay that a
network that is more dynamic than another has a higher rate of network
structural changeand shorter staticintervalson average. Weoffer aseriesof
metricsthat categorize the dynamic nature of ad hoc networksin the next
section.

Rate of Change Metrics

Wenow definemeasuresof thedynamic natureof ad hoc networks. Withlittle
backgroundtobuildoninthisarea, our metricsaresimpleby design, leaving
rigorousdefinition and proof techniquesto later work. Rather, weintroduce
building blocks that we use to make intuitive arguments about bounds on
operational efficiency. Wepartitionthemetricsintothecategoriesof architec-
tural and applicationoriented metrics.

Architectural Rate of Change Metrics

Link Lifetime

Thefirst metricthat weintroduceisthenetwork averagelink lifetime. Linksin
ad hoc networksmay beformed or dissolved for many reasons, but welimitthe
scope of the problem by recognizing only four causesof link changesinanad
hoc network.

*  Anodeentersthenetwork

*  Anodeleavesthenetwork

*  Anodemoves, allowinganew network link toform

* A nodemoves, causing anexisting network link todissol ve.
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Changesmay occur concurrently; for example, when anode moves, it may
causeonelink todissolveand another distinct link toform. However, if we
assumethat changesareinstantaneous, wecandistingui shchangesasoneof the
four categoriesabove.

Intuitively, anetwork with shorter averagelink lifetimeismoredynamicthana
network withlonger averagelink lifetime. Thismetric may becomputed asthe
sumof theduration of theexistenceof eachlink that hasexistedinthenetwork,
divided by the number of linksthat have existed. Wegivethelink lifetime
averagefor network X withntotal linksin Equation 1.

V' LLj
Avg_LLt(X)= 2;, | (1)
n

Thelink lifetime metric is not routinely considered when planning static
networks, sincelink lifetimesinthat environment aresufficiently reliableinthat
very long link lifetimes are the norm. In such an environment, the most
commonly used metricisthewell understood meantimetofailure(MTTF)
metric, wherelink |ossisalwaysconsidered asatypeof fail ureof somepiece(s)
of network equipment, and wherethemechanical failureratesareempirically
established.

Inhighly dynamicad hoc networks, link lossisaroutinefactor inthenetwork
structure. Thus, rather than reason about thetimebetweenfailuresof essential
equipment, we reason about the duration that links can be expected to be
operationally available.

Practically,itismoredifficult tocomputetheaveragelink lifetimeof anad hoc
network than of static networks, since acquiring completeinformationis
unlikely. Rather than computingtheaveragelink lifetimeof anetwork, wemay
estimateor assumeaval uefor thismetric and reason about theresulting impact
onnetwork functionality. Itisstraightforward tomodel link lifetimeusing
statistical methods. By fixinglink lifetimeand varying thedistributionsand
impactsof differing assumptions, wecan observetheresultsasthelink lifetime
increasesand decreases, asmost structureand functionality metricshavea
cause-effect relationshipwith averagelink lifetime. For example, link lifetime
will almost alwaysbecausally correlated with nodelifetime, whichweintroduce
inthenext section.
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Node Lifetime

Thesecond metricthat weoffer isnodelifetime. Eachtimeanodeentersor
leavesthenetwork, thereisaconnectivity impact that will likely begreater than
havingasinglelink change. Thecomputationfor theaveragenodelifetimeis
similar totheaveragelink lifetime, wheremisthenumber of nodesthat have
existedinX:

m

NL;
Avg_NLt(X)= = )
m

Number of Links per Node

Wenextintroduceametricthat rel ateslinksand nodes: theaveragenumber of
linksper node. Thismetric characterizestheredundancy and connectivity of the
target network. Inawirelessnetwork, it al so characterizesthedensity of the
network, sinceinmost wirelessnetworks, linksareafunction of proximity and
broadcast range. Thus, whenmany nodesarewithinacloseproximity andare
within broadcast range of oneanother, thenumber of linksper nodeincreases.

When considered asafactor of change, thenumber of linksper nodemetric
alsoallowsreasoning about how functionality changesasconnectivity changes.
Simply stated, the number of links per nodeisrepresented asthe number of
links(n) divided by thenumber of nodes(m) inthe network.

LpN(X) = r:] (3

Network dynamicnaturehasasignificantly differentimpactinsparsenetworks
thanindensenetworks. In sparsenetworks, theprimary concernismaintaining
full connectivity inthefaceof link loss, sincelossof asinglelinkismorelikely
to separateasinglenodefromthenetwork, or to separatetwo sectionsof the
network, thanin densenetworks. M echanismsto addressthisfactor focuson
recognizingthevulnerability and establi shing mechanismsto overcomelink
loss.
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Indensenetworks, network partitioningduetolossof asinglelinkisunlikely.
Unfortunately, adifferent, but equally challenging problem existsin dense
networks: bandwidth saturation. Regardlessof thesignaling paradigm, ad hoc
wirelessnetworksthat aredensely popul ated runtherisk of saturation based
onfactorssuchasbandwidthavailable, transmiss onvolumeper node, message
routing protocol employed, and thecollision avoidance mechanismempl oyed.

Per centage of Change per Unit Time

We now return to our earlier example of the total and percent of network
changesand usethismetric asthe springboard intotal king about application
metrics. Wedefinethismetricasthenumber of changesdivided by thedesired
number of interval sof thesel ectedtimeunits. Invery large (thousandsof nodes)
or highly dynamic networks, changemay bebest measuredintermsof minutes,
or evenseconds. Insmaller or morestablenetworks, hourly changeratesmay
apply. Equation4isamathematical representation of thismetric.

Am+ An
time

Change(X) = (4

Clearly, change(X) will berelatedtothelink lifetimeinanetwork. Infact, when
combined withthesizeof thenetwork, link lifetimeistelling regarding the
overall network change. Thisgeneral metricgivessomeintuitionabout overall
functional opportunity inad hoc networks.

Still, other propertiessuch asnetwork sizeand density play apartinfunction-
ality so we need to be ableto represent their impact in order to accurately
analyze potential network functionality. For example, a network with 10
changesper minuteisnot relatively dynamicif thereare 100,000 nodesand
500,000linksinthenetwork. Togiveabetter pictureof thischaracteristic, we
generatean enhancement to thismetric by including thetotal number of nodes
andlinksinthecomputationto producethepercent of change, givenin Equation
5.
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Am+ An

Percent_Change(X) = m 5)

Themetricsthat wehavedefined sofar areinterrelated. For example, if thelink
and nodelifetimesfor network X arelonger thanthosefor nodeY , thepercent
changeof X will necessarily belarger thanthepercent changeof Y. Wecana so
observelimitsbetween these metrics. For example, the number of linkscan
changewithout thenumber of nodeschanging, sinceanodemay haveseveral
linksinthenetwork, but sinceanodeisonly amember of thenetwork if it has
alinkinthenetwork, if therearechangesinthenumber of nodes, theremust
alsobechangesinthelinks.

Application-Oriented Rate of Change Metrics

We now consider application-oriented metrics. These metrics reveal the
propertiesthat allow usto recognize boundarieson ad hoc network function-

dity.

Path Length

Nodesinad hoc networkscommuni catethrough aseriesof linksthat together
constituteapath. Consider an ad hoc network wherewedesiretoidentify a
path between nodesA and B. Notationally, apathisan ordered set of nodes
(represented in lower case) that begins at the source and terminates at the
destination. For example, if node Cliesbetween A and B andif A cansend
messagesto B, but they must berelayed by C, werepresent the path between
A and B as{a, c, b}, or equivalently {b, c, a}, and we say that C is an
intermediatenode between A and B.

Aswithlinks, paths come and go in ad hoc networks. Because we assume
bidirectionality, theremust beat | east one path between any two nodesina
network. However, aslinksdissolve, pathsmay al so disappear. Sincemany
applications are focused on setting up paths or are dependent for their
functionality, weneedto reason about thenature of pathsinad hoc networks.

Wenow consider theaveragepathlengthwithinanetwork. For simplicity, we
assumethat we can determinethe shortest path (the path that traversesthe
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fewest number of links) betweenany two nodesinanetwork andthat if there
are two or more paths of this length, we select one as the primary path
(heretoforewhenwerefer to“ path” weareaddressingthe* primary path”).
Thus, wecanenumeratethepathsinanetwork. Under theseassumptions, there
isonly onepath between any two nodes, so anetwork of m nodeshasexactly

_ (m-1?
2

thesum of thenumber of linksinall pathsdivided by the sum of thenumber of
pathsinthenetwork asgivenin Equation 6.

paths. Wethen definetheaverage path length of the network as

m

dim|
Avg_PL(X)= iz (6)
q

Path Lifetime

Another network metricfor functionsthat utilize pathsispathlifetime. This
metricisimportanttoall functionsthat operate between nodes, for example, by
formingacircuit or authenticated route. Thepathlifetimeprovidesaguideline
on how muchtimethefunction can takeand yet expect not to run out of time
beforeitspurposeismet.

Our metricfor averagenetwork pathlifetimeissimilar tothat for link lifetime.
It is based the proportionality of the network average path length and the
averagelink lifetimeandisgiveninEquation7.

Avg PLt(X)=Avg LLt(X)/Avg_PL(X) @)

Clearly, pathlifetimeswill besignificantly shorter thanlink lifetimesinad hoc
networks, sincedissolution of any link also disablesevery paththat traverses
thatlink. Similarly, and moreimportantly fromafunctional standpoint, longer
pathswill necessarily haveshorter expected |lifetimesthan shorter paths. This
meansthat network applicationsmust beconcerned about not only theaverage
path lifetime, but also the maximum path length, also called the network
diameter, whichdirectly correlatestotheminimum expected pathlifetimethat
the application may encounter in the network. As intuition may suggest,
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networkswithlonger pathswill,ingeneral, belesstol erant of protocolswith
highoverhead.

Noticethat we cannot computethenetwork average pathlifetimebased onthe
nodelifetime. Thedifficulty hereisthat multiplepathsmay comeand gowithout
any node changeswhatsoever occurringwithinthenetwork.

Metrics Summary

Tablelistaxonomy of metricsfor changeratesinad hoc networks. Wedo not

Table 1.
METRICSFOR RATE OF CHANGE IN AD HOC NETWORKS
Category Type Sub-type Description
Network Bandwidth | Available Total capacity usualy in bytes per
second
Utilization/consumption | Expected bandwidth that is normally
consumed at any given instant
Size Total # nodes
Total #links
Network diameter Length of the longest path in the network
Changerate | Total changes per Number of links and nodes that are added
unit time or lost over time
Links Link Expected period a link remains active
lifetime onceit is established
Nodes Node Expected period a node will be available
lifetime onceit is established
Link add # of links that are added to a randomly
rate selected node over time
Link drop Expected # of links that are lost to a node
rate over time
Paths Path length The expected # of links in a randomly
selected path
Path The expected # of digoint paths between
redundancy two nodes
Path Expected duration that paths will be
lifetime avalable
Density #links per Expected number of links that any node
node will have
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claimthat thelistiscomprehensive, but believeit reveal susablemetricsfor
establishingfunctional limits.

Rate of Change Categories and
I llustr ations

Theunderlying premiseof thischapter isthat beforead hoc networkscanbe
widely utilized, wemust be ableto reason about theimpact of therateof its
inherent change. I nthissection, wedefinefour categoriesof changeratesthat
allow usto solveproblemsfor classesof networksrather thanfor each specific
network. Moreimportantly, it allowsustoclearly statetheassumptionsabout
ad hoc network functional characteristics.

Wenow giveafew examplestoillustratethepartitioningthat wedesire. These
exampl esal so show that themetricswegivearepractical . Below, weidentify
four potential ad hoc network categoriesthat correspondto different ratesof
change.

1) LowRateof ChangeAdhocNetwork. Theleast dynamic(or themost
stable) category includes ad hoc networks where links exist on the
average somenumber of hours, upto several days. Changesat thisrate
arerelatively easy to handleand do not consumeasignificant percentage
of network resources. An example of such a network is an office
environment whereemployeescarry their laptop computers, connected
by roaming wirel esscommuni cations, homeandwork withthem. While
thechangeratesmay peak inthemorning and againintheafternoon, the
averagelink lifetimeswill likely behours.

2) Medium Rate of Change Ad hoc Networ k. We consider networks
withaveragelink lifetimeof 10 minutestoafew hoursasamediumrate
of changenetwork. Thechangesat theseinterval sdo not consumeeven
alocal magjority of thenetwork resources, but theresourcesconsumedare
statistically significant. Anexampleof suchanetwork isadelivery service
network, wherecommunication between carriersisviashort waveradio.
Each vehicle may operate primarily withinitsown areawith linksto
adjoining areasthat areinterruptedintermittently.
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3) HighRateof ChangeAdhocNetwork. Highrateof changenetworks
are characterized by link lifetimes between afew seconds and afew
minutes. Managing changeinthesenetworks cantakeamajority of the
availableresources. Anexampleof suchanetwork isawirel essnetwork
between handheld devicesin acrowd whereindividuals move about
independently and communicatevialow-power, broadcast medium.

4) Very High Rate of Change ad hoc Networ k. These networks are
characterized by averagelink lifetimesof just afew seconds. Theprimary
concernfor any function onthese networksisresourceallocation, and
their utility issuspect with current technology. Anexampleof suchanad
hoc network environmentisthat of jet aircraftinacombat or other high-
speedenvironment.

| mpact of Rate Change

Thusfar wehavepresented thefoundationfor reasoning about thenatureof rate
of changelimitations. Wenow addresstheimpact that rate of changehason
applications.

Therehasbeen asignificant amount of work done on ad hocrouting (Bose,
Morin, Stojmenovic& Urrutia, 2001; Carter & Y asinsac, 2002; Ko & Vaidya,
1998; Obraczka, Viswanath & Tsudik, 2001; Perkins& Royer, 1999), most
geared toward opti mizing either the number of messagesor timerequiredto
acquirean effectiveroute, wherearouteisavailable(wedonot consider “wait
and see” routing protocolswhererouterequestsare held and re-forwarded
whennew linksappear). Flood routing providesaceilinginboth theamount of
overhead and messagedeliverability.

More formally, for any ad hoc network comprised of m nodes, the most
messagesthat arerequiredtoderivearouteis2m (each of mnodesfloodstwo
messages). |f wechooseto optimizethenumber of messagesinanew routing
protocol, any routing protocol that systematically producesaroutewithfewer
than2mmessagesissuperior toflooding. Inagivenenvironment, if thereisno
protocol that can systematically producean effectiveroutewithfewer than2m
messages, then floodingistheoptimal routing algorithminthat environment.

The metrics described above help us to reason about this problem. In this
section, wearguethat optimizationisnot possiblefor somefunctionsinhighly
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dynamic networks and use of predetermined routesor circuits may not be
possibleinnetworksthat arehighly dynamic.

Bounds on Routing Protocols in Ad hoc Networks

Aswedescribed earlier, applicationsthat require circuits are particularly
vulnerable to the network dynamic nature. On demand routing protocols
generally producesuchacircuit. Weusethe Secure Routing Protocol (SRP)
(Papadimitratos& Haas, 2002) toillustrate how rate of network changecan
[imit network functionality.

SRPisaleapfrog protocol that beginswith arouterequest. Each nodethat
receivestherouterequest appendsitsaddressand retransmitsif therequestis
new, and discardsotherwise. Therouterequest protocol continuesuntil all
nodesinthenetwork receivetherouterequest. If thedestination nodereceives
therouterequest, it preparesaroutereply packet directed tothereversepath
of thefirst receivedroutereply. Whentheoriginating nodereceivestheroute
reply, it utilizestheestablished circuitto communicatewith thedestination
node. Figure2illustratesthemessagesin SRP.

Thegoal of SRPisto establish asecureroute(circuit) betweentwo hostson
an ad hoc network. SRPestablishesaroutewith only n+ | messages, where
nisthenumber of nodesinthenetwork and| isthe path length, asubstantial
reductioninthenumber of messagesover flooding.

Thetimerequiredto complete SRPistwicethe sum of thetimerequiredto
movebetweennodesontheresulting path. Our first observationregarding the
impact of thedynamic network natureisthat SRP cannot beeffectiveunlessthe
averagepathlifetimeisat |east twiceaslong astheaveragetimerequiredto

Figure 2.
ae abe abce abcde
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complete SRP. Otherwise, we should expect that the pathidentified in SRP
wouldbeinvalid by thetimethe protocol compl etes.

While SRPoffersanimprovement inthenumber of messagesover flooding, in
termsof time SRPisno better thanflooding. Flooding canestablishacircuitin
thetimethat it takestotraversethepath fromthesourcetothedestinationand
back, the same amount of timeas SRP.

Thisleadstoour first ruleregarding boundsonfunctionality of highly dynamic
ad hoc networks, where T(f) isthetimerequired to completefunctionf that
must traverseitspathtwice.

Rule 1. For any function f that must access acircuit on network X cannot
expect tocompletesuccessfully unless:

T(f) <avg_PLt(X)

Consider some subtleties of this observation. First, we do not claim that
functionsthat violatethisrulewill never work. Certainly, for shorter circuitsor
withlow probability onlonger circuits, functionsthat viol atethisrule may
occasionally work. However, we cannot expect thefunctionto completeits
taskif Rulelisnotmet. Infact, if T(f) isequal totheaveragepathlifetime, the
function should expect tofail 50% of thetime.

Secondly, theaveragelink lifetimeisacritical element of thiscomputation. In
networksincategory 4 (very highrateof change), wherelink lifetimesareonly
afew seconds, itislikely impractical to expectto beabletoutilizecircuitsat
al. Evencategory 3networksmay beconstrainedif reliability isessential or if
transmission times are long because of high traffic load or other reasons.
I ntuition has sensed these observationsin the past, but Rule 1 formulatesa
mechanismto systematically reason about theselimitingfactors.

Tuning Factors for Effective Functionsin Ad hoc
Networks

Another important question is: “Can we use Rule 1 to derive arule that
guaranteesthat suchafunctionwill complete?’ Sinceour approachisloosely
probabilistic, weprefer to deal withtermssuchas*likely” and“ expected”
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rather than* guaranteed” . However, if weaccept aslightly |oosened form of
guarantee, “insignificant,” and setthat threshold arbitrarily, wecanderivesome
helpful results.

Rule2. Any functionf that must accessacircuit onnetwork X will not betime
congtrainedif:

T(f) <minimum_PLt(X)

Tomakeastrong assuranceof success, T(f) should be (ideally substantially)
lessthantwicetheminimum pathlifetimeof thenetwork. Whileour discussion
has focused on the time necessary to traverse paths in the network, the
communication timeisfrequently asmall percentage of thetotal function
completiontime. Thus, functionality isdetermined by thedemandsof theclients
aswell asthecharacteristicsof thenetwork. Functionsthat requirelonger time
toexecutearelesslikely tobecompleted successfully thanthosewith shorter
timedemands.

Conclusion

All network functionality dependsonthecharacteristicsof itsarchitecture. In
wired, or fixed structurenetworks, link lifetime, givenintermsof hours, days,
or longer, dominatesfunctiontimesufficiently that reliability ismeasured asthe
mean timebetweenfailures. Inhighly dynamicnetworks, link losscannot be
consideredtheexceptionthat occursonly, or primarily, throughfailure. Rather,
link establishment and dissol utionarenot only normal, but alsorequiredfor ad
hocfunctionality.

Wehaveshown how thevaryingratesof changeinad hoc networksaffect their
functionality. We categorized these rates and established metricsto allow
systematicanalysisof theirimpact. Wewent onto addressspecificfunctional
boundsthat may occur for highly dynamicad hoc networks, showinghow one
securerouting algorithm cannot beeffectiveinvery highly dynamicnetworks.
Wefurther show how to useour metricsto gaugefunctionality inany ad hoc
network.
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Our work and examplesfocuson applicationsthat employ circuitsinad hoc
networks. However, these metricsand techniques are applicableto awide
variety of functionsand environmentsand can beaproductivemechanismfor
designing and analyzing applicationsin ad hoc networks.

If ad hoc networksareto matureinto aviablenetworking architecture, wemust
establishasolidfoundationfor eval uatingthemintermsof the parametersthat
dictatechangesintheir architecture. Thiswork must behighly probabilistic,
foundedintheory and proveninthelaboratory.
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Abstract

This chapter introduces the effect of negative critical incidents and
guality attributes satisfaction to heed the call for theoretically based
empirical work in terms of loyalty difference on Internet shopping. There
are some findings and recommendations. First, FNCls would affect
overall satisfaction indirectly by QASAT. Second, either highly loyal
customers or less loyal customers, although the important order of
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relationship between four latent factors of QASAT and FNCIs are not
equal, have causal relationshipsthat wereall significant. Third, the slow
response that affected overall satisfaction indirectly by QASAT seemsto
be more important to customers who have less purchase frequency or
purchase amount than higher ones. Finally, online bookstores with
incomplete content that have untrustworthy transactions would affect
overall satisfaction indirectly to customers with high loyalty by QASAT;
this seems to be more important than it is to less loyal customers. It is
hoped that theresultsof thischapter could provideavaluablestrategy for
marketers to rethink how they can find out and reduce the FNCIs that
customers may encounter.

| ntroduction

Stridesininformationtechnol ogy andimprovementsin networkingtechnol ogy
haveset the pacefor rapid growthin new applicationsof electroniccommerce
inavariety of settings. Business-to-business(B2B), business-to-customer
(B2C), customer-to-business(C2B), and customer-to-customer (C2C) have
become preval ent businesschannel sand havereshaped thewaysthat business
transactionsare conducted inthe marketplace. Accordingto Internet Data
Corporation (IDC), by theyear 2005, therewill benearly onebillionInternet
users, about 15% of theworld’ spopulation. IDC further predictsthat those
userswill promote morethan $5trillion of businessinthelnternet commerce
by 2005 (IDC, 2001). Givenrecent trendsand forecasting, itisclear that no
business enterprise can afford to ignore the tremendous potential of these
emergingtechnologiesintermsof therateof creating, processing, anddistrib-
uting thevolumeof business.

Theproliferation of theWeb potential for business, together withitsprofuse
customer information, haveoffered analternative saleschannel for agrowing
number of firmsand have prompted extensiveresearchontheeffect of negative
critical incidentson customer sati sfactionwith Internet shopping. Theincrease
inbusiness-to-customer (B2C) channel shasmadeseveral firmslook for new
strategi esto understand onlineshopping behavior inorder to attract, retainand
satisfy customers’ needs(Ranganathan & Ganapathy, 2002). Infact, many
researchershaveconsideredthat customer satisfactionleadingtohigher levels
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of customer retentionwoul d depend onthesuccessof critical factors, suchas
quality design (Huizingh, 2000; Liu & Arnett, 2000), security concerns
(Bhimani, 1996; Denning, 1997), and other factorsfor el ectronic commerce.
However, Waterhouseand M organ (1994) reported aninteresting finding that
just one factor of dissatisfaction and defection would be enough to cause
customersto becomedisenchanted with I nternet shopping. Thisfindingisbe
consistentwith Frimanetal. (2001), whofoundthat negativecritical incidents
(NCls) play animportant rolefor users’ cumulative satisfactionwith public
transport services. A critical incident is an encounter that is particularly
satisfyingor dissatisfying (Bitner etal ., 1990). NCl sarecustomer encounters
that do not proceed normally but createfriction, irritation, and dissatisfaction
(Edvardsson, 1992).

Occasionally, duetolossaversion (Kanheman & Tversky, 1979) or distinc-
tivenessinmemory (Bower, 1981, Oliver, 1997), customerstreated negative
critical incidentsmoresilently and areunlikely toremember specificcritical
incidentsfor alongtime. However, they may accurately judgethefrequency of
thecritical incidents, inparticular sncesucheventsstandout (Woodley & Ellis,
1989).

Additionally, Jones and Sasser (1995) have shown that the relationship
between satisfactionand loyalty isneither linear nor simple. Highlevel sof
measured sati sfaction sometimesgo hand inhandwithacontinuousdeclinein
turnover (Heskettetal., 1994) or anincreasein customer defection (Reichheld,
1996).

Giventheliteraturereview above, although many researchershaveidentified
critical incidentsfromdifferent perspectives, littlehasbeenreportedinthe
literaturewithregardtotheinfluenceof negativecritical incidentsfor Internet
shopping fromtheviewpoint of customer satisfaction. Therefore, thisstudy
pursued better measuresand model sfor usein predictingand explainingonline
bookstores as an example of customer I nternet shopping satisfaction. The
purposeof thisstudy wastwofold. First, it examined thefrequency of NClsin
combinationwith quality attributessatisfaction (QASAT), inanattempt to
understand their effects on the overall satisfaction of Internet shoppers.
Second, it heededthecall for theoretically based empirical work, intermsof
loyalty difference, onlnternet shopping.

From the loyalty perspective, a number of studies (e.g., Goodman, 1992;
Hughes, 1994; Stone, 1995 ) have discussed the evaluation of customer
lifetimevalueintermsof RMF (recency, frequency and monetary). Recency is

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



198 Fang, Shih & Liu

time period sincethelast purchase; frequency isnumber of purchasesmade
withinacertaintimeperiod and monetary istheamount of money spent during
acertain time period. Bult and Wansbeek (1995) and Liu and Shih (2002)
indicatedthat customerswithlessrecency, and higher frequency and monetary
ratings represent who has high loyalty. However, sincerecency ishard to
determineinthisstudy, acustomer with highloyalty isdefined astheir purchase
frequency ismorethanthreetimesamonth and spendsabove1,000NT dollars
amonthinonlinebookstores.

Proposed M odel

Withtheboomintheonlineshopping, theseproliferated Web siteshaveal so
provided variousonlineservices. Understanding consumer behaviorsrelating
to online shopping is essential to effective Internet marketing. Recently,
numerousstudiesrel ated to e-busi nesshaveattempted to expl oreinfluenceson
onlineshopping behavior (e.g., Bhatnagar et al., 2000; Koufariset al ., 2002;
Liao& Cheung, 2001). However, customer satisfactionwith servicequality of
courseisessential tothesuccessof any businesssystem. Customer satisfaction
also has been linked to firm profitability and repurchase probability (for
example, Labarbera& Mazursky, 1983). Itisimperativethat satisfactionis
distinguished from cumulativesatisfaction (Firmanetal ., 2001) andinboth
casessatisfactioniseither defined asan overall judgment of satisfactionor
quality attributes(Cronin& Taylor, 1992; Gotleibetal., 1994).

Research onWeb quality attributesfor measuring I nternet shoppingfallsinto
four broad categories. quality e-store, information content, security concerns
and consumers' experience. Thesefour categorieswerespecifiedto construct
aset of critical incidentsfor encounter satisfaction. Thefour factorsconsisted
of 34itemsfrom previousliteraturedescribed asfollows:

(1) Quality e-store(10items): fast Web pagedownl oad, storesize, promo-
tions, ease of useand so on (Huizingh, 2000; Liu & Arnett, 2000).

(2) Informationcontent (eightitems): availability of informationtocompare
acrossalternatives, completenessof information provided about afirm,
product and serviceand soon (Huizingh, 2000; Ranganathan & Ganapathy,
2002).
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(3) Security concerns(fiveitems): availability of securemodesfor transmit-
tinginformation, provisionsmadefor alternatives, overall concernabout
security of transactionsover thelnternet, gathering of personal informa-
tion and so on (Mannix, 1999; Mardesich, 1999; Ranganathan &
Ganapathy, 2002).

(4) Consumer experience(11items): increased customization, convenience
in purchasing, responsivenessin product delivery and so on (Elliot &
Fowell, 2000; Jarvenpaa & Todd, 1996).

Theseitemswereinitially assessed usingaDel phi method. Threee-commerce
scholars were asked to evaluate the items and make changes to eliminate
repetitive items. After two evaluation rounds, there remained 22 critical
incidentsof Web quality attributesfor further study.

Two questionswereused to measureoverall satisfaction. Oneis“What isthe
degreeof satisfactionfor onlinebookstores?’ Theother questionis“Will you
recommend using onlinebookstorestoafriend?’

In order to compare the model difference and path coefficients between
customerswithhighloyalty andwithlessloyalty, aproposed model wasshown
asFigurel. A structural equation modeling (SEM) wasusedto evaluatethe
group difference, whereyand 3 are path coefficientsusedin SEM. Herein,
group A ismeasured by frequency of purchasing; group B ismeasured by
amount of money spent.

Figure 1. Casual relationships among frequency of negative critical
incidents, quality attributes satisfaction and overall satisfaction

Frequency of
negative criteria
incidences

satisfaction

Y2 p?
»/ Quality attributes »( Overall satisfaction
satisfaction

Frequency of
negative criteria
incidences
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Atfirst, thecausal rel ationshipsamong thefrequency of NCls, QASAT, and
overall satisfactionwereshownashypothesisH,.

H: FNClsaffectedoverall satisfactionindirectly by QASAT.
AccordingtoFigurel, thefollowing hypotheseswill besubjecttotest.

H,. FNClsaffectedoverall satisfactionindirectly by QASAT and determine
if therearedifferencesby customer loyalty (lessgroup/high group).

H,. FNCIs affected overall satisfaction indirectly by QASAT and
determineif therearedifferencesby frequency of purchasing (less/
high purchasefrequency).

H2,,: FNCls affected overall satisfaction indirectly by QASAT and
determineif therearedifferencesby amount of money spent (less/
high purchaseamount).

M ethodology

M easur ement

A questionnaire was designed to measure satisfaction of service quality,
frequency of negativecritical incidents, overall satisfaction, demographic
variables, and experienceof online purchasing. Thequestionnairewashbased
onthepreviousstudies(Fangetal ., 2003). A measurement of quality attributes
satisfactionand overall satisfaction, suchas*What isthedegreeof satisfaction
for onlinebookstores?’ included afive-point Likert scalefrom* strongly agree
(5)” to “strongly disagree (1).” A measurement of the second question of
overall satisfaction, “Will yourecommend using onlinebookstorestoafriend?’
included afive-point Likert scalefrom “strongly willing (5)” to “strongly
unwilling(1)” . A measurement of frequency of NClsal soincluded afive-point
Likert scalefrom*“never experienced (5)” to“alwaysexperienced (1)”. In
addition, two demographicvariables(gender andincome) and threevariables
with experienceof online purchasing (number of onlinebookstorevisitsper
month, frequency of purchasing per month, averageamount of money spentin
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online bookstores per month) are all measured by a nominal scale from
respondentsto obtain moreinformationfor explainingtheanal ytical results.

Data Collection

In this study, two pilot tests were conducted. For the purpose of content
validity, seven participants were asked to review the first draft of survey
instrumentswith 22 critical incidentsof Web quality attributesfor clarity,
content, and appropriatenessof the questions. M odifications, served asthe
second draft of the survey instrument, were madein accordancewith their
suggestions. Inorder toremovethebiasfrominexperienced customers, 30
customerswho haveat | east oneonlinepurchasewereaskedtorespondtothe
second draft of the instrument. Seven infrequently experienced negative
indices, including price, promotion activities, discounts, variety of payments,
personalized service, variety categoriesand search engine, were dropped.
Thereremained 15 critical incidentsfor further analysis. Once again, the
number of measuringvariables, 15 critical incidents, wasthesamefor measur-
ingtheconstructsof FNClsand QASAT.

Anonlinesurvey wasperformedfor collecting thedata. Participationinthis
study wascompletely voluntary, but respondentsof at |east oneonlinepurchase
wereconsidered qualifiedfor analysis. Inthisonlinesurvey, our systemwould
check incompl etedataand ask therespondentstofill out thequestionnaireon
time,

Thisstudy used 210 respondentsto examine the model differencesamong
loyalty. Table 1 presents the characteristics of respondents. The sample
included 88 (42%) males and 122 (58%) females, all of whom had made
purchasesonline, with 75% having had at | east oneor two experiencesinonline
book purchasing per month, spending varyingamounts.

Thisstudy defined highloyalty asapersonwho purchasesonlinebooksmore
thanthreetimesamonthsand spendsmorethan 1,000 NT dollarsamonthin
onlinebookstores. Therefore, for frequency of purchasing, thereisagroupwith
lessfrequency of purchasingandagroupwith highfrequency of purchasingof.
For amount of money spent, thereisagroup withlessamount of money spent
and agroup with high amount of money spent. Table 2 displaysdescriptive
statisticsof theeffectivesamplefor each of thegroups.
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Table 1. Profile of respondents (N=210)

Frequency (%) Frequency (%)
Gender No. of books purchased a month
Mae 88 420 1-2 158 75.2
Femae 122 58 3-4 43 205
Income 56 6 2.9
<=20000 134 619 7-8 2 1.0
20001~40000 45 214 >8 1 04
40001~60000 27 12.9Average spending amonth
60001~80000 4 19 <=500 88 419
80001~100000 4 19 501-1000 85 405
No. of bookstores a month 1001-1500 16 7.6
1-2 75 35.7| 1501-2000 13 6.2
34 48 22.9 >2000 8 38
56 31 1438
7-8 17 81
>8 39 18.6

Table 2. Respondents’ information with different groups

Frequency of Amount of money
purchasing spent
Less High Less High
Number of respondents 158 52 88 122
Percentage of total 0.75 0.25 0.42 0.58
respondents

Resear ch Design

Thisstudy examinedwhether the FNCl saffected overall satisfactionindirectly
by QASAT for diversecustomers;, for example, whether highloyal customers
andlessloyal customersarethesameor not. Therefore, aproposed model was
usedfor each of thesubgroups. At first, wewouldliketo examinewhether the
FNClsaffected overall satisfactionindirectly by QASAT, namely theinte-
grated model. For analysi spurpose, thisstudy might adopt adummy variable
for loyalty (customer with highloyalty equals1; customerswithlessloyalty
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equals0). If apositiveeffectissignificant, thelatent variableishigher for
customerswithhighloyalty, andviceversa. Sincetheloyalty wasmeasured by
frequency (frequency of purchasing) and monetary (amount of money spent),
customerswith high purchasi ng frequency and amount of money spent equal's
1; otherwiseit equalsO. To examinethesimilaritiesor differencesbetween
subgroups, structural equationmodeling analysiswasusedintwo stages. First,
astructural equation modeling (SEM) was used to comparethe high loyal
customerstothelessloyal customersintermsof frequency of purchasingand
amount of money spent, respectively, todetermineif thereweresignificant
differences. Thentoverify thisdifference, aSEM wasal sorun comparingthe
highloyal customerstothelessloyal customers.

TheLisrel 8.3 package (Joreskog & Sorbom, 1993) wasselected for al model
fitting. A matrix of covariancebetweenvariableswasinputtoLisrel 8.3using
themaximumlikelihood estimated. Therearefiverecommendedfitindicesthat
were considered to determineif the proposed model fit the observed data.
Theseweredescribed asfollows: (1) normed Chi-square(Chi-square/df) (the
recommended level was between 1.0 and 2.0) was the most appropriate
parsimoniousfit measurefor themodel fit (Hair etal., 1995). (2) Goodness-
of-fitindex (GFI), whichisanindicator of therel ativeamount of variancesand
covariancejointly accounted by themode. A marginal acceptancelevel is0.9
(Hairetal., 1995). (3) Root-mean-squareerror of approximation (RM SEA,
Browne& Cudek, 1993), valuebelow 0.05indicatesgoodfit. (4) Relativefit
index (RFI, Hair et al., 1995). (5) Comparative fit index (CFl & Bentler,
1990), whichtakesvaluesbetween 0 and 1; thecloser to unity, thebetter the
model fit.

For explanation, thetotal coefficient of determination (TCD) R?for structural
equationswasshown herein. Furthermore, t-stati sticsfor examiningthecorre-
|ation between thelatent constructsand correl ation among latent constructs
wereusedtotest path links. T-statisticsexceeded thecritical value(1.96) for
the0.05significant levelsandthe0.01significancelevel aswell (critical value
=2.576) (Reisinger & Turner, 1999).
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Analysis Results

Quality Attributes Satisfaction (QASAT)

Principal component analysis (PCA) isauseful strategy for recovering an
underlying model that canthen beevaluated with CFA (Gerbing & Hamilton,
1996). Therefore, this study used PCA to identify items belonging to the
different hypothesized latent variablesfirst. Hair et al. (1995) suggested that
itemloadingsgreater than 0.3 areconsidered significant, greater than 0.4 are
moreimportant, and greater than 0.5 areconsidered very significant. Generally,
thereareno accepted* absolute” standardsfor thecutoffs; thechoiceisbased
on judgment, purpose of the study, and prior studies. Since our goal isto
examineaset of themost significantitemseval uated in confirmatory factor
analysis(CFA), wedecidedto useacutoff point of 0.7 foritemloadingsand
thefactor analysisreveal ed four factorswith an eigenval ueof greater thanone
(asshowninTable3).

Table 3. Principal component analysis with varimax rotation — Quality
attributes

Quality attributes Variable
(Coded) Factorl Factor2 Factor3 Factor4

Acceptable service charge Sat4 0.65 0.16 -0.08 0.17
Diversity shipping Satb 0.82 0.14 0.11 -0.03
Diversity ordering Sat6 0.78 0.10 0.19 0.10
Diversity receiving Sat7 0.81 0.10 0.05 0.14
Speedy product delivery Sat8 0.24 0.56 0.35 0.12
Simple transaction process Sat9 0.46 0.42 0.14 0.28
Variety of communication Sat10 0.21 0.70 0.12 0.20
Quick response Satll 0.09 0.83 0.15 0.14
Convenienceto exchange product ~ Sat12 0.10 0.77 0.11 0.13
Book preview service Sat13 0.10 041 0.50 -0.09
Infrequent books Sat18 0.05 0.01 0.82 -0.01
Complete introduction of books Sat19 0.08 0.23 0.81 0.21
Accurate book reviews Sat20 0.08 0.24 0.66 0.32
Security of transactions Sat2l 0.25 0.17 0.22 0.81
Privacy of personal details Sat22 0.12 0.23 0.06 0.85
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Thefollowing changeswere made. Sincethreeitem scales(Sat8, Sat9 and
Sat13) did notload on any factors, they wereremoved. Sat4 and sat20 factor
loadinglessthan 0.7 wereremoved. Finally, 10 measured variablesonto the
four latent factorsof positiveemotionswereconstructed. Furthermore, quality
e-store, customer experience, and information content were renamed into
“easeof use, quick response, completeinformation, and trustworthy”.

It was found that ease of use consisted of three items and dealt with such
attributesasdiversity shipping, diversity ordering, and diversity receiving.
“Quick response” reflectsconcernsrel ated to finding specific detail sabout
supporting multi plechannel sof communicationwith organizationsandre-
sponsequickly. “Completeinformation” consisted of twoitems: support of
infrequent booksand compl eteintroduction of books. “ Trustworthy” contains
two items: security of transactions and privacy of personal details. The
standardized Cronbach’ sal phacoefficientswith0.81,0.79,0.70,and 0.78for
ease of use, quick response, completeinformationand trustworthy wereall
exceedingthegenerally accepted guideline0.7 and above(Hair etal., 1995).

Inorder totest that quality attributessatisfaction on I nternet shoppingisjudged
with respect to ease of use, quick response, complete information, and
trustworthiness, maximumlikelihood of confirmatory factor analysis(CFA)
wasconducted. Thefollowingindiceswereshown: Norm Chi-square=1.19,
RFI =0.93, GFI = 0.99, AGFI =0.94, RMSEA = 0.023. According to the

Table 4. The measurement model of the ratings of positive emotions

. Standardized
][_amerwt Variable Quiality attributes parameter  T-statistics
actor (Coded) :
estimates
Ease of use Sat5 Diversity shipping 0.73 11.16**
Sat6 Diversity ordering 0.81 12.46**
Sat7 Diversity receiving 0.76 11.69**
Quick S10 Diversity channel of communication 0.76 11.60**
response  Satll Quick response 0.86 13.61**
Sat12 Convenience to exchange product  0.64 9.43**
Complete  Sat18 Infrequent books 0.54 8.50**
information Sat19 Complete introduction of books 1.00 20.45**
Trustworthy Sat21 Security of transactions 0.92 12.10**
Sat22 Privacy of personal details 0.70 9.62**

**: Level of significance= 0.01, *: = 0.05
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criteriaenumerated above, wejudgethisto bean acceptabl efit. Thestandard-
ized parameter estimatesandt-statisticsareshownin Table4. Accordingtothe
analytical results, all of thet-statisticsof critical incidentsexceededthe 1.96
and 2.57 thresholdsfor both 0.05and 0.01 level sof significance, respectively.

Frequency of Negative Critical Incidents (FNCI's)

Asdescribed above, FNCI measureswerethe sameastheconstruct of quality
attributessatisfaction andthusFNClswere mappedintofour factors, usel ess,
careless, incompl eteinformation, and untrustworthy, directly. Inaddition, the
resultsof aprincipal analysisextracting four factorssuggestedthat six critical
incidents (Unsatl, Unsat5, Unsat7, Unsat9, Unsat10 and Unsat13) were
removed, since item loadings were less than 0.7 (as shown in Table 5).
Standardized Cronbach’ sal phacoefficientsfor usel ess, carel ess, incompl ete
informationand untrustworthy were0.85, 0.81, 0.68, and 0.85, respectively.

Sameas QASAT constructs, the FNClson Internet shopping were judged
with respect to useless, slow response, incomplete information and

Table 5. Principal component analysis with varimax rotation — Critical
incidents

Critical incid Variable
ritical Incidents (Coded) Factorl Factor2 Factor3 Factor4

Need more service charge Unsatl 055 020 -0.16 0.40
Lessdiversity shipping Unsat2 030 079 0.03 024
Lessdiversity ordering Unsat3 022 087 010 0.18
Lessdiversity receiving Unsat4 021 077 018 0.12
Slow product delivery Unsatb 066 018 041 -0.02
Complicated transaction process Unsat6 0.71 017 010 0.27
Lack of variety of communications Unsat7 061 046 026 0.09
Slow response Unsat8 0.73 038 0.18 0.19
Inconvenience to exchange product Unsat9 058 020 020 041
Don't provide book preview service Unsat10 0.37 018 0.63 -0.08
Less variety of products Unsatll -0.05 0.12 080 0.05
Incomplete introduction Unsatl2 0.11 004 085 0.26
Mid eading book review Unsatl3 0.32 0.06 060 0.26
Poor security of transactions Unsatl4 0.20 027 013 084
Poor privacy of personal details Unsatl5 0.23 0.17 023 0.83
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Table 6. The measurement model of the ratings of negative emotions

Variable o Standardized
Latent factor (code) Negative critical incidents parameter t-value
estimated
Useless Unsat2  Lessdiversity shipping 0.83 14.09**
Unsat3  Lessdiversity ordering 0.90 15.64**
Unsat4  Lessdiversity receiving 0.72 11.48**
Slow response Unsat6 ~ Complicated transaction process 0.66 9.5%*
Unsat8  Slowly response 0.78 12.20**
Incomplete  Unsatll Lessvariety products 0.59 9.37**
infformation  Unsat12 Incompletely introduction 1.00 20.45**
Untrustworthy Unsatl4  Poor security of transactions 0.88 14.01**
Unsatl5 Poor privacy of persona details 0.84 13.17**

untrustworthiness, and maximumlikelihood of confirmatory factor analysiswas
alsoconducted. It wasreveal ed that thefitindices(normed Chi-square=1.70,
RFI =0.93, GFI =0.96, AGFI =0.93, RMSEA =0.053) wereall greater than
thecriteriawith anacceptablefit. Thestandardized parameter estimatesandt-
statisticsareshowninTable6. All of themaresignificant.

Integration of FNCIs and the QASAT Fit Model

Themaximumikelihood estimated wasal so used tofit thismodel . Conver-
gence was achieved in 26 iterations, and no estimation problems were
encounteredfor thecalibration sampleof 210 respondents. A path analysisof
theintegrated model showsacceptablefittothedata(norm Chi-square=1.38,
RFI =0.88, GFI =0.90, AGFI =0.87 and RM SEA =0.039). Theamount of
variancein the dependent variable, overall satisfaction, explained by this
integral model was44%. Thereareeight paths(causal rel ationshi ps) between
theFNCIs, QASAT constructsand overall satisfaction (Figure?2). Six of these
eightlinks, except thelinksbetween ease of use, trustworthiness, and cumula-
tiveoverall satisfaction, havepath coefficientssignificant, inwhichall of the
remembered frequency of negativecritical incidentsaredirectly related to
quality attributessatisfaction. Accordingly, hypothesisH, wassupport based
ontheabovefindings.

Moreover, fromtheanalytical reportsof total effectsin Table7, indirect paths
betweenincompl etecontent, untrustworthinessand construct of overall satis-
faction mediated by QASAT weresignificant.
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Figure 2. Integrated model with NCIs and QASAT path analysis

- 0.39**
Slow 0.63** 0.44
response
P Overall
satisfaction
0.29
0.24**
Incomplete 0.54** Complete
information information
0.13
0.21
- 0.46**

Table 7. Total effect, direct effect and indirect effect in the integrated
model fit

Latent (endogenous) Latent (exogenous) Indirect Direct T-value Total

effect  effect effect

Ease of use Useless 0.39** 6.22 0.39
Quick response Slow response 0.63** 6.92 0.63
Complete information Incompl ete content 0.54** 6.87 0.54
Trustworthy Untrustworthy 0.46** 6.48 0.46
Useless 0.15 0.62 0.15

. . Slow response 0.47** 3.61 0.47

Overall satisfaction Incomplete content  0.24** 2.07 0.24
Untrustworthy 0.13 0.88 0.13

Multiple Group Analysis

A structural equation modeling wasusedto changerel ationshipsbetweenhigh
loyal customersandlessloyal customersintermsof frequency of purchasing
and amount of money spent. [tem means and standard deviationsfor each
group of loyalty aredisplayedin Table8.

For frequency of purchasing and amount of money spent, three(RFI, GFIl and
RMSEA) of fiverecommended indicesto theoverall goodnessof fit of the
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Table 8. Item means and standard deviations for QASAT and FNCIs

Fregquency of purchasing Amount of money spent
Less High Less High
QASAT Mean (SD) Mean (SD) Mean (SD) Mean (SD)

Eaeof use Sa5 381 (0.96) 3.98 (L08) 3.88 (0.91) 3.81 (105
Sa6 385 (0.90) 3.85 (L09) 3.89 (0.92) 3.85 (1.06)
Sa7 410 (1.03) 417 (1.08) 411 (1.02) 4.19 (1.05)
Quick S10 333 (097) 331 (L15) 332 (0.97) 342 (L05)
reponse  Sarll 340 (0.99) 3.35 (L17) 341 (0.93) 342 (1.10)
Sa12 315 (0.98) 298 (L1l) 313 (0.96) 3.10 (1.04)
Complete Sal8 351 (1.08) 340 (L27) 3.42 (1.00) 350 (1.21)
information Sar19 352 (1.01) 350 (L26) 355 (0.87) 354 (1.20)
Trusworthy Sat2l 355 (0.95) 3.44 (0.98) 358 (0.91) 350 (0.98)
Sa22 346 (0.93) 328 (0.88) 351 (0.88) 3.31 (0.93)

FNICs
Useless Unsat2 372 (1.06) 3.81 (1.16) 3.86 (0.10) 3.81 (1.14)
Unsat3 3.83 (1.01) 4.00 (0.93) 390 (0.92) 4.00 (1.03)
Unsat4 3.84 (1.06) 3.89 (1.00) 3.81 (0.98) 3.87 (1.09
Slow Unsat6 3.67 (1.00) 3.62 (1.00) 3.71 (0.96) 3.67 (1.02
response  Unsat8 357 (1.13) 342 (1.16) 3.72 (1.11) 354 (1.15
Incomplete Unsatll 351 (1.13) 315 (1.26) 3.64 (1.09) 325 (1.23)
information Unsat12 3.19 (1.10) 3.17 (1.22) 314 (1.01) 327 (1.21)
Untrustwort Unsatl4 3.17 (1.10) 3.1 (1.10) 322 (099 314 (119
hy Unsatl5 3.75 (0.96) 3.64 (0.95) 391 (0.89) 358 (1.07)

proposed model for thedatacol |l ected from each of subgroupsindicated that
theFNClsthat affected overall satisfactionindirectly by QASAT aredifferent.
Althoughnotall of theindiceswouldindicatethedifferencesexisted absol utely,
westill retainthisresult. Then, hypothesisH, (either H, or H,, ) wassupported
by the data.

Therefore, we concludedthat the FNCl sthat affected overal |l satisfactionand
were indirectly mediated by QASAT of lessloyalty and high loyalty are
different. Fiverecommendedindicesfor each subgroupweresummarizedinto
Table9.
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Table 9. Model difference between less and highly loyal customers

Purchase Purchase

frequency amount
Chi-sguare 421.37 425.78
Degree of freedom 350 354
Norm Chi-square 1.20 1.20
RFI (above 0.9 is good fit) 0.88 0.89
GFI (above 0.9 is good fit) 0.88 0.82
CFI (greater than 0.9) 0.97 0.98
RMSEA (0.05 or less is better) 0.059 0.057

Group Difference

The results of the group comparison in purchase frequency and purchase
amount were shown in Figures 3 and 4. The overall satisfaction variance
explainedinlessloyalty (either customerswith purchasefrequency 0.55 or
purchaseamount 0.87) washigher thanin customerswith highloyalty. These
coefficientsdepicting therel ationship between FNCI and QASAT wereall
significantinthesetwo groups. However, theorder of R>wasnot similar. In
additiontothis, slow responsethat affected overall satisfactionfor agroup of
lessfrequency of purchasing wasstronger than when customershavehigh
frequency of purchasing. Ineither customerswithhighfrequency of purchasing
or with high amount of money spent, incompl etecontent and untrustworthiness

Figure 3. Group difference in terms of frequency of purchasing

0.68*
0.36°
’
032
Slow 0.80"* Quick 005 031 Slow Quick
response reporse reporee reporse vl
satisfaction
036 - satisfaction
Incomplete 0.68** Complete | ncnmplete Complele
information information nf rmation
0.24
Q.
. « .
= ° @

high loyal customers less onaI customers
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Figure 4. Group difference in terms of amount of money spent

0.30

0.55+*
Slow Quick
response response
Incomplete Complele
|nforrnauon |nforrnauon

Overall
satisfaction

high loyal customers less loyal customers

that affected overall satisfaction mediated by QASAT werestronger thanin
customerswithless.

Discussion and Conclusions

Thischapter used structural equation modelingtoexamineand verify whether
the difference loyalty would similar or difference in the FNCIs affected
QASAT. We summarized into the following findings and proposed some
recommendationsfor researchersand marketing practitionersinonlinebook-
stores.

(1)

(2)

FNCIswould affect overall satisfaction indirectly by QASAT. The
integrated model explainsnot only thevarianceinthedependent variable,
overall satisfaction being 44%, but al so much more than variance ac-
counted for NCls (23%) alone (Fang et al ., 2003). In NCls, only one
latent variable, s ow response, affected overall satisfactionsignificantly. In
theintegrated model, not only slow response but al soincompl etecontent
showed anindirect effect of 0.47 and 0.24 mediated by quality attribute
satisfaction.

In either high loyal customers or less loyal customers, although the
importanceorder of relationship betweenfour latent factorsof frequency
of negativecritical incidentsand quality attributes satisfaction arenot
equal, causal relationshipswere all significant. To sum up, negative
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emotionshavean effect on positive emotionsand satisfactionin each
subgroup.

(3) Thedlowresponsethat affectedoverall satisfactionindirectly by QASAT
seems to be more important to customers who have low purchase
frequency or purchaseamount than high ones. Itimpliesthat customers
withlow purchasefrequency or purchaseamount in onlinebookstores
have moreexpectationsthan higher ones. Oncethey haveafeelingwith
the slow response, slow product exchange or slow communication
channels, positiveemotionswill beinfluenced by thesenegativeemotions,
and affect overall satisfactionindirectly, even affect re-purchaseinten-
tions.

(4) Onlinebookstoreswithincompletecontent andthat haveuntrustworthy
transactionswould affect overall satisfactionindirectly to customerswith
highloyalty by QA SA; thisseemsto bemoreimportant thanto customers
withlessloyalty.

Accordingtoabovefindings, therearesomeimplicationsfor researchersand
market practitioners. For researchers, Fang et al. (2003) havediscussed that
cumulativeoverall and quality attributessatisfaction with onlineshopping
servicearerelatedtotheremembered frequency of negativecritical incidents.
Extendingtotheir analytical results, thischapter al soexaminedwhether diverse
customershavedifferent or similar effects. Inconclusion, FNCl sthat affected
overall satisfactionindirectly by QASAT wasdifferent by loyalty difference,
especially differencesin slow responseandincompl ete content. Therefore,
managersin onlinebookstorewould providequick responsefor customers
withlessloyalty, providing completebooks' content for customerswithhigh
loyalty. Inmy opinion, few researchersfocuson discussing thisin previous
studies.

Fromthestandpoint of busi ness, market managersof onlinebookstoresneed
tobeawarethat cumulativeoverall satisfaction dependsnot only onpositive
emotions, but also on negativeemotions. Thisideaissimilar toanexamplethat
Babinetal. (1998) proposed—if acustomer weretofill out a“ satisfaction”
survey toindicate some satisfaction onthescal erating, the customer would
never return becauseof thehighlevel sof negativeemotional soexperienced but
unassessed. Fromthecommercial viewpoint, online shopping hasbecome
moreand moreessential andisbroadly well known. How to build, maintain,
and enhancecustomer relationshipsisanimportantissueinafiercely competi-
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tiveenvironment. Therefore, theresultsof thisstudy indicatethat it would be
avaluablestrategy for marketersto rethink how they canfind out and reduce
thefrequency of NClsthat customersmay encounter.

Several issuesfor futureresearch needto beaddressed. First, inthisstudy, only
online bookstores were examined; other types of online shopping mall or
auctionsites(for example, Acer mall, Cool Bid.com) canbeexplainedinfuture
studies. Finaly, thisstudy collected aset of quality attributessatisfactionand
asked customersto notethefrequency of NClsthey encounter, regardlessof
whether they repurchaseor not. However, infact, satisfaction also hasbeen
linked to firm profitability and repurchase probability (e.g., Anderson &
Sullivan, 1993; Labarbera & Mazursky, 1983). Therefore, whether any
differencesand similaritiesbetween customerswith highloyalty andwithless
loyalty incustomer profitability or intentionbehavior areuncertain. Theseissues
arevaluableandinterestingfor futurestudies.
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Chapter X

Benefitsand Difficulties
of Internet Usein Hotels
and ltsEffectsAccording
totheFacilitiesRank,
Property Size, Manager’s
Ageand Experience
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Faculdade Natalense para o Desenvolvimento do Rio Grande do Norte
— FARN, Brazil

Anatalia Saraiva Martins Ramos,
Universidade Federal do Rio Grande do Norte — UFRN, Brazil

Abstract

This study aimsto analyze the per ception of manager s on the benefitsand
difficulties of Internet use in hotels and its effects according to the
facilitiesrank and property size plusmanagers age and experiencetime.
It used a questionnaire to collect data from the managers of 35 hotelsin
the city of Natal, RN, Brazil. By using analysis of variance (ANOVA) and
Tukey test, results showed that there is no significant difference in the
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per ception of managerson theimpact of I nternet usein hotels. Hence, the

managers of these hotels had similar opinions about the benefits and
difficulties of the Internet use in their hotels.

I ntroduction

Tourismisthemostimportantindustry intheworldintermsof thenumbersof
employeesanditseffect onthesocial and economical development of aregion
or country (Holjevac, 2003). AndHoljevac (2003) believesthat by the year
2050, tourismwill beby far thelargestindustry worldwide, with 2 billion
touristsand US $24 billionin domestic and international receipts. More-
over, themajor tourist destinationswill be India, China, Indonesiaand
Brazil.

Tourism, alongwiththehotel industry, dependsprogressively ontheresource
of new information technol ogy to follow and updatethetool sthat allow an
efficient devel opment of activitiesineach section of thehotel, |eadingto better
resultsfor itsmanagement (Matoso, 1996). To Phillipsand M outinho (1998),
I Tisoneof thecritical factorsof successinthehotel industry.

Accordingtostudiesand data, theuseof technol ogical toolswill allow abigger
competitivenessfor hotels. Technology will bethecatalyst of change, asource
of growing connectivity and oneof themost important factorsindistinguishing
successamong hotel companies. Few issueshavegreater importancetothe
hospitality businessthan thetechnology decisionsthat will be madeinthe
comingyears(Buhalis, 1998; Cline, 1999; Olsen & Connoly, 2000; VanHoof
etal., 1995).

Intourism, theuseof information technol ogiesfor basi cfunctionsisbecoming
usual — conferences, businessmeetingsindistant places, training, designed
routes and airlines, reservations and tickets purchased through computer
systems, tourist shops, and restaurants— all these serviceshaveledtourist
companiesto adopt moreupdated methodsin order toincreasecompetition.
Consumersarealready becoming familiar with new technol ogiesand they
demandmoreflexible, interactiveand specialized productsand services, which
will bring new management techniquesfromtheintelligent useof I T usedto
accomplishtour companies’ businessprocesses(Buhalis, 1998).
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Notetheimportance of information technology anditssignificancefor the
tourismindustry asorganizationsusethe WWW for interactivity and competi-
tiveness. Thekey factor for successful organizationsistheir willingnesstodo
businessinthisnewway.

Though many expertsand busi nesspeopl e agreethat thenternetisprobably
themostimportant technological tool, itisstill relatively new and misusedinthe
hotel industry (VanHoof & Verbeeten, 1997).

Viewingthisscenario of Internet usein hotels, most precisely inthecity of
Natal, estateof Rio GrandedoNorte, Brazil, wehad posed aresearch question
— which benefits and difficulties affect the per ception of hotel managers
on the impacts of Internet in their facilities?

Inorder toanswer that question, field researchwascarried out toidentify the
benefitsand difficultiesthat contribute to the perception of hotel managers
relating to Internet usein their hotels. Thefollowing specificaimswere
defined:

1. Describingthehotel and manager profilesandtheir organizational and
individual featuresof I nternet use, respectively.

2. Determining which aspectsof I nternet useare considered important to
hotel managers, identifyingtheirindividual perceptionsintermsof benefits
anddifficultiesof Internet usein hotels.

3. Identifyingwhichbenefitsand difficultiescontributeto the perception of
managersastotheuseof Internetinhotels, particularly accordingtothe
number of rooms, rate, manager age and their experiencein the hotel
business.

Thischapterisdividedinfiveparts—thefirst oneintheintroductionitself. On
the second part we present basi c conceptsand atheoretical background. The
third part deal swith methodol ogical resourcesused ontheresearch. Inthe
fourth part, results are presented and discussed through descriptive and
inferential analysis. Intheend, afew statementsarepresented onthelnternet’s
roleinthehotel industry according to theresultsand main problemsof the
research.
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Backgr ound

The hotel sector, whichispart of the tourism and travel industry, includes
accommodation (hotels, motels, inns, hostelry, cottages, etc.) andfood and
drink operations(Sheldon, 1997).

Decadesago, beforethe use of the computer intheaccommodation sector,
those charged with making reservations performed their service checking
availability tablesexposed onthewall or inlarge, updated, hand-writtenlists
(O’ Connor, 1999).

Thehotelsreceivedinnumeroustel ephonecalls, lettersand telex from potential
clients, sometimeslarger thanthat of thehotel” sreception, and worked to select
correspondence, typeletters, sendtel egramsand deal with other demands. The
delayswerefrequent, thecost of correspondencewriting went sky-highand
specializedtypistswereindemand (O’ Connor, 1999).

A way found by the Americanhotel chainstostreamlinethereservationservices
wasto centralizethisfunctioninamain officeserving theconsumer better and
offeringaval uableservicetothehotel sbelongingtothat chain.

O’ Connor (1999) statesthat thereservation processinhotelsinthe USA was
made even easi er with theintroduction of freetel ephoneservicesinthemid-
60s, which permitted potential clientsto perform only one call to obtain
information or makereservationsinany of thehotelsintheworld of that chain.

Althoughthereservationareabecamefaster and moreefficient, twolargecosts
remained, those of telecommuni cations(freetel ephone service payment) and
labor costsof thereservation agentsnecessary to answer the phones.

Withtheincreaseintripsduringthe1960s, theairlinecompaniesdevel opedthe
Computer Reservation System (CRS), which pressured the hotel sector to
developitsown (O’ Connor, 1999).

The main focusin hotel and restaurant management has always been the
maximization of consumer satisfactionand personalized attention. Theuseof I T
has, at times, seemedincompatiblewith thisobjectiveand thehotel sector has,
inaway, delayedtheapplicationof IT initsoperations. Thetechnology has
been viewed as a hindrance to personalized service because it creates an
impersonal, mechanical and cold environment withtheclients.

However, thisbelief is being changed within the hotel sector. Nowadays,
accordingto Sheldon (1997), theestablishmentsarenoticingthat I T canbring
efficiency tothehotel, besidesreducing costsand being agreat potential to
increasethelevel sof personalized servicetotheclients.
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Inasurvey performed by financial managersof Americanhotels, al stated that
I Tincreasedthehotel’ sproductivity (David, Grabski & Kasavana, 1996). The
motives used to justify this statement were the following: the technology
reducestheadministrativecosts, decreasestheamount of paperwork between
sectors, minimizesoperational errors, increasestheearnings/profitsof thehotel
and makes the reservation management more efficient. This same survey
provedthat I T isnot only usedtoincreasethehotel’ sproductivity but alsoto
improvetheserviceaswell asoffer new servicestotheguests.

AccordingtoNamasivayam, Enz and Siguaw (2000), I T can also beused be
employedto reach businessobjectives. American and European hotel execu-
tiveshave performed planning to use thetechnol ogy to reduce operational
costs, increasesales, improvetheservicetotheclient, increasetheproductivity
of employeesandincreasetheearningsof the hotel.

In research performed by Van Hoof et al. (1995), 550 American hotel
managersanswered about their perceptionsof the useand implementation of
technology intheir establishments. Thoserespondingidentifiedthefront office
(receptionand reservations) of thehotel asthe sector that can benefit themost
fromtheuseof thetechnol ogy, foll owed by salesand marketing, accounting
and thefood and drink sector.

AccordingtoVanHoof etal. (1995), havingaquality serviceisachallengeto
thehotel industry, whichhashighempl oyeeturnover indexes, employeesalary
increaseand|ow ageof themost qualified people. Consequently, technol ogy
applicationshavebeendevel opedinthehotelstoincreasethisquality inthe
servicesandimprovetheinteraction of thehotel employeeswiththeguests.

| mpacts of the Internet in Hotel
| ndustry

Duringthe80sand 90sseveral authorsfrom companiesand universitieshad
already foreseenthat asnew technol ogieswouldincreasingly beused, hotels
could benefit from that in agreat range of situations, for example: better
qualified servicesfor customers, increased salesand profits, efficiency in
operation and integration of hotel sectors, quick communication and cost
reduction (Laudon & Laudon, 1999; VanHoof etal., 1995).
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Technological applicationsenableinformationand knowledgeto bring com-
petitiveadvantagetothefutureprofileof thehotel . The* Ageof Information”
ideaisthat themost moderncompanieswill buildtheir successupontheamount
of knowledgethey haveabout their clientsaswell asgiveinformationontheir
productsand servicesand how they will get profit inthisnew environment
(Olsen& Connoly, 2000).

Internet bel ng used asameansof communication givesseveral advantagesor
benefitscomparedto other vehicles. Accordingto L age(2000), whenit comes
tothetourist area, themain pointsare: thenew rel ationshi p between consumers
and companies, marketingfor actively parti ci pating consumers, theimportance
of detailedinformation, self-service application, credibility and agility of
communication.

Tourismisamongthelargest onlineindustriesandisoneof themostimportant
kindsof commercethroughtheWeb. It correspondsto amost 40% of all global
el ectronic commerce transactions (Scottish Executive, 2000, Werthner &
Klein, 1999). Sothedatashow that all major companieslinkedtothetourism
industry (hotel s, agencies, air companies, rental s) do possesssomekind of e-
commerceactivity throughtheWeb (O’ Connor, 1999). Internetisprobably
thenewest star on communicationanditisextremely valuableinthetourism
industry. Theuseof thelnternet and theWorld WideWebisspreading quickly
onmost devel opmentsof consumers’ accessareatotravel databases. There
are hundreds of thousands of suppliers’ homepages, associations, e-news,
newsgroupsand chatsfor thetravel and tourism community. Thisbunch of
technol ogiesprovidesmany opportunitiesfor theindustry tointeract withits
consumersand suppliers. Itisal so possiblethat, throughinformation technol -
ogy, productsand servicesmay bepersonalized accordingtothetourist needs
andthusbecomeadifferential featurefor thosewho adoptit (Buhalis, 1998;
Sheldon, 1997).

Thepurchaseof productsand servicesthroughthelnternetisrevolutionizing
theworld of businessand peopl€’ slivesaswell. For someclientsitismore
comfortableto book anair ticket through the company homepagerather than
goingtothetravel agency (Franco, Jr., 2001).

Notechnology had ever had suchfull acceptancetoallow that to happen. As
thelnternet beganand grew, theuse of such technol ogiesat homeor work and
alsothenew opportunitiesthat arosefromthelower costsintelecommunication
equipment madeit possiblefor supplierstodistributeinformationtotheir clients
and processreservationsdirectly with the clients (O’ Connor, 2001). Soit
becameeasy for I T tolink clientsto suppliersand thus, many new waysof doing
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businesshave been created and al so reshaped theindustry and created new
intermediatesinthetourismindustry.

AccordingtoJeongand Lambert (2001), thelnternet hasalready modifiedthe
competitivestrategy of somehotels. Itisthroughthelnternet that theclient can
havea“ self-understanding” inaservicethat isbeing offeredtohimor herina
more efficient way. In hotels, check-in processes can already be totally
automatic, fromthel nternet booking until themoment theclient takeshisor her
keysin an automatic dispenser. Theresult isthat clients can becomemore
informed and willing to havequick answersfromtheordersonline.

Ontheother hand, several authorshaveidentifiedimpedimentstothegrowth
of thelnternetintheindustry and hence, havereservationsabout thewillingness
of hotel operatorsto adopt the Internet wholeheartedly (Wei et al., 2001).
Theseproblemsincludeuser-friendliness, thequality and accuracy of informa-
tion obtained fromtheWeb, and theissueof datasecurity (Wel etal., 2001).
Hereareother difficultiesfound by Lituchy and Rail (2000) intheir research:
problemsinupdating new informationinhotel Web pages, managersexpressed
annoyanceat i naccessible Webmasters, hardto find hotel Web sites, some
hotel employeesdo not know how to usethetechnol ogy andimpersonality of
themedium. That way, consumershavebeen slow to adopt theInternet asa
meansto makehotel reservations; only 4% of reservationsaremadeonline
(Maselli, 2002).

Namasivayam, Enz and Siguaw (2000) summarize that almost 60% of the
hotelsin their study had few technologies. To Van Hoof, Verbeeten and
Combrink (1996), alack of proper training, highturnover ratesand limited
financial resourcesweremajor barrierstothesuccessful useandimplementa-
tion of new technologies.

In addition to this, many hotels still believe that conventional means of
advertising, suchasradio, televisionand printed material arethemost effective
way of promotingtheir properties. Theshareof reservationsreceived through
the Internet remai ns minute as compared to reservationsreceived through
conventional means, suchasphone, fax or mail (VanHoof & Combrink, 1998).
However, these problemsarediminishing with thegrowth of the number of
Internet users. Andif customersbecomeaccustomed to browsing for rooms
and making reservationsthroughthel nternet, moreand morepropertieswill be
forcedtoget onthelnternet aswell (Mendes-Filho & Ramos, 2002).

In a specific way, the Internet provides an expansion on hotel services,
changingthisindustry and giving new opportunitiestoclients, thusbeinganew
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channel to be devel oped. Besides onlinereservation services, the I nternet
allowshotelstosell their servicesand chargethem el ectronically andalsoto
offer new productsthroughthe World Wide Web (Blank, 2000; L audon &
Laudon, 1999).

ThroughtheWeb, the customer can check hotel location, comparerates, see
pictures and watch videos, get tourist destination information about other
facilities, check roomavailability, book and confirm hisor her bookingfor the
amount of time he or she wants to stay, among other services (Jeong &
Lambert, 2001). Hence, theinteractivity of theWeb providesanideal medium
for distributingaccommodationonline, consolidatingitself asavery adequate
platformfor bringinginformationand servicestotheclientinavery straightfor-
ward, efficient and quick way (Blank, 2000; Hotels, 2001).

Marriot, Hospitality Servicesof AmericaandHiltonareafew of thehospitality
industry membersthat havesuccessfully used marketingonthelnternettoreach
new markets, track customers, takeonlinereservationsand offer information
about their productsand services(Lituchy & Rail, 2000).

Fromthetheoretical fundamentsandsimilar studiesbriefly presented above, a
frame has been developed for the research, aiming at three targets to be
exploredthroughthetwo dimensionsof analysisthat buildtheconstruct of “the
perception of theimportanceof Internet use”: benefitsand difficulties.

Ontheother hand, torelatethese dimensionsof I nternet useto conditioning
factorsthemodel suggestsagroup of four variables: twoonorganizational level
(hotel rateand number of rooms) andtwoonanindividual level (managers age
and hotel experience).

Resear ch M ethodology

Theresearch was defined as descriptive, for it describes the features of a
certain population as well as establishes rel ationships between variables
through astandardized datacol | ectiontechnique. Itsapproachisquantitative,
sincetheresearch used quantificationnot only inthedatacol lection processbut
alsoinitstreatment through statistical methods.

Thedatacollectingtool wasaquestionnairewith closed questions, organized
intwo parts: thefirst onehad profilequestionsfor manager/respondent, hotel
and I nternet use; the second part had perception questionsusing anon-metric
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scalefor measuringtheimportancefrom 1to 5 (five-point Likert-typescale),
whichtriedtomeasuredifferentlevel sof individua managerimportanceonthe
following aspects of Internet use: benefits and difficulties, containing 16
perception evaluationitems. Thisquestionnairewasadapted fromV an Hoof
and Combrink (1998) andvalidatedfor Brazilianreality, enabling confirmation
of thevariablesthat belong to thequestionnaire’ sblocks.

Thefieldresearchwasdevel opedinthecity of Natal, capital of Rio Grandedo
NortestateinBrazil. Theorganizationa unity chosenwashotel enterpriseswith
morethan40rooms(intheresearch areathey areconsideredasmediumtobig-
sized) rated on the Guia Quatro Rodas Brazil (2003). The subjects of the
researchwerethemanagerswhoweremoreinvolvedwith Internetuseinhis
hotel.

The Guia Quatro Rodas Brazil was used as a reference for rating the
categorized researched hotel sbecausethisguide hasbeen currently used by
tourists, tour agenciesand tour operatorsfor over 39yearsinBrazil.

Small propertiesareout of thestudy, for thissort of facility haslessawareness
ontheimportanceof adoptingtechnol ogical solutionsand alsohaslessfinancia
conditionstoinvestinIT (Cooper etal ., 1998). Itisa sobelievedthat thiscould
interfereintheperception of managersontheimpactsof thelnternet.

Nineout of the44 hotel ssel ected werenot given thequestionnaireapplication,
asitisexplained bel ow: threeof them had already takenthepre-test; four were
not rated inthe GuiaQuatro RodasBrazil, onewasnot working, and another
oneitwasnot possibleto contact itsmanager to answer thequestions, though
itwasvisitedthreetimes. So, 35 hotel swere studi ed and the managers spent
25 minutesto answer thequestionnaire.

Thisstudy isconsidered of theuniquetransversal type, for it extracted only one
samplefromtheintervieweesof thetarget popul ation and alsotheinformation
wascollected only once. Thefirst phaseof collecting datareferstothepre-test
application period devel opedinthefirst week of August 2002, inthreehotels.
After that phase, somedue changeswere made and the questionnaireswere
then applied from August 14, 2002 to September 13, 2002.

With respect to statistical treatment of data, Microsoft's STATISTICA
softwarefor Windowswasused to do thedescriptiveanalysisof data, andfor
inferential results, analysisof variance(ANOV A) and HSD Tukey test were
carriedout.

Inthedescriptiveanalysis, softwarecal cul ated thefrequency tableineachone
of thevariablesusedinthestudy and distributedinfive partsof the question-
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naire. Onthefirst and second parts(interview/hotel profileand Internet use) it
wascal culated only the percentagesof each oneof thevariablesinvolved. On
theremaining parts(manager perceptions, benefitsand difficulties), thevari-
ables’ percentagesand averageswerecalcul ated.

The analysis of variance was used to check if there was any significant
differenceontheopinionsof hotel managersaccordingtothehotel rate. The
ANOVA allows the researcher to compare averages of several different
samples (three or more) with data from the ordinal level to determine if
population averages from these samples have any significant differences
(Montgomery, 1996).

Tukey’ sHSD test (“honestly significant difference”) wasal soused tolocate
wheresignificant differenceswerelocated betweentheaverages. Tukey’s
HSD test that wasusedisspecificfor differently sized samples, whichisthe
case of thisresearch. Tukey’sHSD test isone of the most useful testsfor
multiplecomparisons.

Results

Theresultsof theresearchweredividedintwo parts: Thefirst oneconsistson
adescriptive analysiswhere hotelsand managersare profiled and also the
perception of managersof the use of theInternet in hotel s; the second part
presentstheanalysisbased on Tukey’ svariancestatistical tests.

Descriptive Results of the Research

Sampled Hotels' and Managers’ Demographic Profiles

OnTablelitischeckedthat most of therespondentswerewomen (65.7%),
hotel reservation managers(60%), andrelatively young, upto 35yearsold
(68.6%0). Inrespecttotheir hotel experience, resultswereconcentrated onsix
to 15yearsof experience (42.9%) but it isimportant to say that thereisalso
aconsiderabl e percentageof fiveyearsof experience (40 %).
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Table 1. Managers' profile

Position N %
General Manager 3 8.6
Guest Manager 2 5.7
Commercial Manager 4 114
Administrative M anager 2 5.7
Reception Manager 3 8.6
Reservation Manager 21 60.0
Total 35 100.0
Age N %
Lessthan 25 years old 8 22.9
26 to 35 yearsold 16 45.7
Over 36 years old 11 314
Total 35 100.0
Hotel Experience N %
Lessthan 5 years 14 40.0
6 to 15 years 15 42.9
Over 16 years 6 17.1
Total 35 100.0
Table 2. Hotels' profile
Hotel Rate N %
Simple 14 40.0
Medium Comfort 12 34.3
Comfortable/ Very Comfortable/ Luxury 9 25.7
Total 35 100.0
Number of hotel rooms N %
L ess than 50 rooms 7 20.0
51 to 100 rooms 11 314
101 to 150 rooms 10 28.6
Over 151 rooms 7 20.0
Total 35 100.0

Table2showsthat the 35researched hotel sarerated as“ simple” or “medium-
comfortable” (74.3%); alittle more than ahalf of them havelessthan 100
rooms.
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Aspects of Internet Use in Hotels

When questioned about the use of the Internet in the hotels, most of the
managersansweredthat they did havelnternet of somekindintheir facilities
(97.1%). Other data show that 97.1% of the hotels have their own e-mail
address.

When it was asked if the hotel used the Internet to build up any kind of
relationshipwithitsclients, 85.7% of managersanswered*yes,” which seems
todemonstratetheir interestinusing the Web asan el ectronic marketing tool
aimingtheir customers’ faithfulness. Another relevant pieceof informationis
that only four (11.4%) out of the 35 managerssaidthey had Intranetintheir
work. Thisindicatesthat hotel sdo not seemto consider theimportanceof using
thelnternet asacommunication and cooperationtool for their employees. A
possiblereasonfor thesedatai sthat someof thesehotel sdo not usean Internet
platformasaway of corporate communication and cooperation.

Relating to hotel-supplier integration, only 20% of thehotel suselnternet to
purchase from the supplier. Mendes-Filho and Ramos (2001) stated that
administration and food and beverage managersdo research their product
pricesbut do not buy them through the Web; thereforethe Webisused only
for priceinvestigation.

A littlemorethan 90% of hotel salready havetheir homepagesand 54.3% of
such pages have existed for over two years, which resemblesthe research
carried out by Lituchy and Rail (2000) intheU.S. and Canada, where89.2 %
of thesefacilitiesalready haveaWeb siteonthelnternet and thevast mgjority
(55.9 %) have already been on the Web for over two years. Most of these
hotel sareal so using their homepagesto of fer Web room reservation services,
for 85% of them do havethat service.

Wei et al. (2001) accomplished aresearch about homepage too, and they
concludedthat of thehotel sthat had aWeb pageand al so allowed their guests
to makereservationsthrough the Internet, only asmall proportion of their
reservationswerereceivedthroughtheWeb. Infact, lessthan 1% of thehotels
had received more than 20% of reservationsthrough the Web. Inthe same
investigation, most respondents(73.6%) i ndicated that making reservations
through the Web was actually the same or worse compared to making
reservationsby conventional means. Somecommon featureswerefound on
these Web pages: photos of property features (78.2%), information on
reservations(67.3%), informationonavailability (22.4%), and virtua toursof
theproperty (21.2%).

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



The Benefits and Difficulties of Internet Use in Hotels 229

I nter net Benefits

Thelnternet enablesthehospitality industry tocontrol costs,improveemployee
productivity and providesuperior customer service(Cisco Systems, 2003). As
aresult of thisinnovation, the hospitality industry hasdiscoveredthatitis
possibleto cutlabor and overhead costswithout sacrificing product quality or
customer service. Itisrelevant to hospitality-rel ated businessesof every size,
from single-unit operationsto multinational corporations(Cisco Systems,
2003).

On the managers’ opinion, the most expressive benefit reached was the
increaseof hotel advertisingand marketingintheloca andworldwidemedia,
considered the most important by 85.7% of the interviewees (Table 3).
Another benefit that also had a great result was the increase of sales and
reservationsthroughthe\Web: 80% of themanagerssaiditisvery important for
their facilities. Theresultiscoherent tothe Abreu and Costastudy (2000), in
which it was demonstrated that the increase in the sales wasthe main aim
expected by hotel swhen usingthelnternet.

However, there were two benefits that were mentioned by 5.7% of the
managersaslessimportantfor their hotels: tofacilitatetherel ationshipwiththe
client through messages, forwarded messagesand birthday cardsandto allow
agreater knowledgeontheclient through homepageregister forms.

Table 3. Biggest benefit that the Internet can bring to a hotel

Not Little Very

Benefits important important Neutral | Important I mportant Average
Increasing hotel 2.9% 00% | 00% | 114% 85.7% 48
advertising and marketing

'rgre\"/":ﬂ"gnza'es and 0.0% 2.9% 00% | 17.1% 80.0% 47
Improving client service

by providing hotel 0.0% 0.0% 0.0% 37.1% 62.9% 4.6
information

Reducing hotel costs 0.0% 0.0% 5.7% 31.4% 62.9% 4.6
Improving hotel image 0.0% 2.9% 5.7% 45.7% 45.7% 4.3
Facilitating the

{S&Zﬁ: P W'“;chnegts 0.0% 57% | 29% | 457% 45.7% 43
direct mail

Increasing competition

(by competing with other 0.0% 2.9% 2.9% 51.4% 42.9% 4.3
hotels)

Allowing bigger 0.0% 57% | 29% | 60.0% 31.4% 4.2
knowledge on the client
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Inter net Difficulties

Thetourismindustry’ sadvantage over most of theother sectorsof electronic
commerceisthat the consumer goesand collectsthe product at the point of
production. However, several issueshave beenidentified asnecessary steps
towardsthefull exploitation of tourism’ selectronic commercefull potential

(Deimizi, 2003):

*  Increasesecurity of transmissions;
*  Ensurecredibility of information;

»  Secureintellectual property and copyrightissues;
»  Enhancebandwidthandreducespeedlimitations,
*  Reduceuser confusionand dissatisfaction;

*  Provideadequately trained specialists;
»  Developequal accessfor smaller andlarger partners;

»  Establishpricing structuresfor distribution of informationandreserva-

tions;

»  Enhancethestandardization of information and reservation procedures.

Table 4. Biggest difficulty for the hotel to use the Internet

R Not Little . Very
Difficulties difficult | difficult Neutral | Difficult difficult Average
Cost and time involved on Internet o o o o o
installation process 17.2% 17.2% 14.2% 5.7% 45.7% 35
Clientsand employeesarenot usedto | 14 00 | 14306 | 5706 | 34.3% | 3L4% 35
using Internet
Developing training courses for
employees who do not have any 20.0% 31.4% 5.7% 22.9% 20.0% 29
knowledge about | nternet
Client becomes suspicious about 285% | 257% | 143% | 229% | 86% 26
using Internet
Safety and trust of hotel datato be o o o o o
exposed on the Web 40.0% 11.4% 17.2% 17.2% 14.2% 25
Employees waste time by using 314% | 17.2% | 114% | 200% | 20.0% 24
Internet for personal purposes
Specialized labor cost for homepage | 5o 006 | 5149 | 57% | 14.3% 8.6 24
maintenance and update
Complex Internet management 48.6% 22.8% 8.6% 8.6% 11.4% 21
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Accordingto Table4, for 45.7% of themanagersinterviewed, cost andtime
involvedinthesetting of thel nternet makesitsusevery difficultinahotel. A
reason that may justify thisstatement isthat most hotel sarequitesimpleand
withlessthan 100 rooms, which may meanlessfinancial power toinvesttime
and money for Internet access. Thevariable*® clientsand employeesarenot
usedtousing I nternet and/or acomputer” reached 31.4% of manager opinion
asanitemthat makesitdifficultfor their facilitiestousethelnternet.

Accordingtomanagers’ opinions, thecomplexity of I nternet management
(48.6%), and al so the safety and trust of hotel datathat can beexposed onthe
Web (40%), do not seemto bedifficult elementsto bedealt withwhenit comes
toInternet presenceinthehotel.

Inferential Results of Internet Use in Hotels

Theone-way average comparisontechnique(ANOVA) wasused witha0.05
significancelevel tocheckif thereweredifferencesintheopinionsof managers,
followed by aTukey test to determinethebiasof such differences.

Through theresults of theresearch it isintended to identify which factors
contributedtothe perception of managersrelatingto Internet useinhotels. The
analysiswasdevelopedfor four variables: accordingtothe number of rooms
and rate — both related to the organizational profile; age of managers and
experiencetimeinhotel industry- bothrelatedtoindividual profile. Insideeach
oneof the profilesthe perception ontheimportance of I nternet usewiththe
benefitsand difficultiesof thelnternet wasanalyzed.

Effect of Manager’s Age on Perception on the Use of the Internet

Theanalysisof variance(Tableb) hasidentified significanceintwo benefits
givenby theuseof thelnternetinhotels: to allow agreater knowledgeonthe
clientandtoreducethecostsof thehotel.

Intheareaof difficultiesrelated totheinstallation of thelnternet, only one
variablehadasignificancelevel lower than 0.05: thedevel opment of trainingfor
employeeswho do not know how to usethelnternet.

ThroughtheTukey testit waspossibl eto concludethat managersupto25years
old agreedthat theInternet allowsagreater knowledgeof theclient thanthe
older managersdid. Managerswhowerefrom 26to 35yearsold consider the
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Table 5. Effect of managers’ age on the perception of the importance of
Internet use

IMPORTANCE OF INTERNET USE Less 26to Over F- P

than 35 36 value
Mean 25 years years

years old old

old
Benefits*
Increasing hotel advertising and marketing on local and global media 4.88 4.63 4,91 0582  0.565
Increasing hotel reservations and sales 5.00 4.75 4.55 1308 0.285
Improving client service by providing hotel information 4.88 4.56 4.55 1340 0.276
Reducing hotel costs 4.63 4.81 4.18 4218  0.024*
Improving hotel image and facilitating the consolidation of its name/brand 4.38 4.25 4.45 0258 0.774
Increase competition (Competition with hotels from other places) 4.63 4.25 4.27 0.881 0424
Facilitating relationship with the client 475 4.06 4.36 2158 0.132
Allowing greater knowledge on the client 4.63 4.31 3.64 5.904  0.007*
Difficulties*
Cost and time required for installing Internet in the hotel 3.88 381 2.64 2.225 0.125
Clients and employees are not used to using I T 3.25 3.94 3.18 1117  0.340
Need of training for employees who do not know the Web 2.50 3.75 2.00 6.564  0.004*
Client suspicious of using the Internet 2.63 2.38 2.82 0.342 0.713
Safety and trust of datain Internet ambient 2.38 2.50 2.73 0.129  0.880
Waste of time due to the use of Internet by employees for persona purposes 2.75 281 2.82 0.005 0.995
Specialized labor cost 2.63 2.38 2.27 0.191  0.827
Complex Internet management 213 231 1.82 0.387 0.682

*Variablewith significance p<0.05

I nternet moreimportant to reduce coststhan theoneswho areover 35years
old.

By usingthe Tukey test theconclusionisthat 26 to 35 year-old managersagree
that trai ning for empl oyeeswho do not haveany knowledgeontheWeb makes
theuseof I'T moredifficult thantheoneswho areover 35.

Effect of Manager’s Experience Time in Hotel Industry on the
Perception on the Use of the Internet

Whenit comestotheeffect of managers’ experienceinhotel industry intheir
perceptions, there were no identified significant variables related to the
difficultiesinInternet use.

From Table 6 it is observed that the ANOV A test found avariable with a
significancelevel below 0.05: Internet facilitatestherel ationshipwiththeclient
intermsof itsbenefits.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



The Benefits and Difficulties of Internet Use in Hotels 233

Table 6. Effect of manager’s experience time on their perception

IMPORTANCE OF INTERNET USE Less 6tol1l5 Over F- P
than 5 years 16 value
Mean years years
Benefits*
Increasing hotel advertising and marketing on local and global media 4.64 4.87 4.83 0.351  0.706
Increasing hotel reservations and sales 4.64 4.80 4.83 0.306 0.738
Improving client service by providing hotel information 4.79 4.40 4.83 3254 0.052
Reducing hotel costs 4.64 4.60 4.33 0.558  0.578
Improving hotel image and facilitating the consolidation of its name/brand 4.14 4.47 4.50 0.886  0.422
Increase competition (Competition with hotels from other places) 4.50 4.27 417 0649 0529
Facilitating relationship with the client 4.71 4.20 3.67 4776  0.015*
Allowing greater knowledge on the client 4.43 4.00 4.00 1416  0.257
Difficulties
Cost and time required for installing Internet in the hotel 3.07 3.73 3.67 0.656 0.526
Clients and employees are not used to using I T 3.86 3.33 3.33 0.539  0.588
Need of training for employees who do not know the Web 293 3.13 2.33 0.611  0.549
Client suspicious of using the Internet 2.64 2.67 217 0.310 0.735
Safety and trust of datain Internet ambient 293 213 2.67 1.014 0374
Waste of time due to the use of Internet by employees for personal purposes  3.00 2.67 2.67 0.181  0.836
Specialized labor cost 2.36 2.67 1.83 1019 0.372
Complex Internet management 1.93 213 2.50 0.334  0.719

*Variableswith significance p<0.05

Tukey testindicated that managerswho havelessthan 5fiveyearsof hotel
experiencethink that theuseof thelnternet facilitatestherelationshipwiththe
clientfar morethanthe more experienced managers.

Effect of Hotel Rate on the Perception of Internet Use

ANOVA testfound nosignificant result relating to theeffect of hotel ratingon
thedifficultiesof Internet. However, asitisshowninTable7,theANOVA test
appliedtothebenefitsof thelnternet tothehotel hasfound avariablewitha
significancelevel below 0.05: Internet usedoesimprovetheservicetoclients
by providinginformation of thehotel throughitsWeb pageand e-mail.

FromtheTukey test, luxurioushotel managersconsider it moreimportanttouse
thelnternettoimproveservicetotheclient rather than simplehotel managers.
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Table 7. Effect of hotel rate on the perception of managers

IMPORTANCE OF INTERNET USE Simple Medium Luxury F- P
comfort value

Mean

Benefits*

Increasing hotel advertising and marketing on loca and 4.86 458 4.89 0.595 0.558

global media

Increasing hotel reservations and sales 471 4.67 4.89 0352  0.706

Improving client service by providing hotel information 4.36 4.67 5.00 6.232  0.005*

Reducing hotel costs 464 4.50 4.56 0.174 0.841

Improving hotel image and facilitating the consolidation of 4.36 4.25 444 0.180 0.836

its name/brand

Increase competition (Competition with hotels from other 414 4.50 444 1017 0.373

places)

Facilitating relationship with the client 4.29 4.50 411 0.615 0.547

Allowing greater knowledge on the client 4.00 4.42 411 1.048  0.362

Difficulties

Cost and time required for installing Internet in the hotel 321 333 4.00 0.689 0509

Clients and employees are not used to using IT 314 3.50 4.22 1597 0.218

Need of Training for employees who do not know the Web 2.50 2.67 3.89 2966  0.066

Client suspicious of using the Internet 271 2.08 3.00 1329 0.279

Safety and trust of datain Internet ambient 2.36 3.08 211 1241  0.302

Waste of time due to the use of Internet by employees for 257 292 3.00 0.244  0.785

personal purposes

Specialized labor cost 2.00 2.92 2.33 1.953 0.158

Complex Internet management 1.86 2.33 222 0.390 0.680

*Variableswith significance p<0.05

Table 8. Effect of the number of rooms in the perception of managers

IMPORTANCE OF INTERNET USE Less 51to 101to Over 151 F-value P
than 50 100 150 rooms

Mean rooms

Benefits

Increasing hotel advertising and marketing on local and global  4.86 5.00 4.50 471 0.853  0.476

media

Increasing hotel reservations and sales 5.00 4.45 4.80 4.86 1.387 0.265

Improving client service by providing hotel information 4.43 4.64 4.70 4.71 0.508 0.679

Reducing hotel costs 4.57 4.64 4.40 471 0413 0.745

Improving hotel image and facilitating the consolidation of its ~ 4.57 4.27 4.20 4.43 0.405 0.750

name/brand

Increase competition (Competition with hotels from other 3.86 4.64 4.30 4.43 2087 0.122

places)

Facilitating relationship with the client 4.29 464 4.10 414 0.949 0.429

Allowing greater knowledge on the client 4.29 4.27 4.00 4.14 0.282  0.838

Difficulties

Cost and time required for installing Internet in the hotel 3.57 2.73 3.60 4.29 1457 0.245

Clients and employees are not used to using IT 3.14 3.27 3.90 3.86 0.602 0.619

Need of training for employees who do not know the Web 2.57 2.82 3.10 3.14 0231 0874

Client suspicious of using the Internet 2.29 2.55 2.90 243 0.306 0.821

Safety and trust of datain Internet ambient 2.57 3.09 2.40 1.86 0.978 0.416

Waste of time due to the use of Internet by employees for 314 273 2.30 3.29 0.662 0.582

personal purposes

Specialized labor cost 271 2.36 2.10 257 0.385 0.764

Complex I nternet management 2.29 145 2.80 2.00 1751 0177

*Variableswith significance p<0.05

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



The Benefits and Difficulties of Internet Use in Hotels 235

Effect of the Number of Rooms on the Perception of Internet Use

Accordingto Table8, theeffect of thenumber of hotel roomsontheperception
of the managers showed no significant variablerelated to the benefitsand
difficulties.

Future Trends

A hotel chain’ ssuccesshasalwaysdepended on excellent servicesperformed
by operation, marketing and humanresourcessectors. For Withiam (2000),in
the 21% century an essential factor will betechnological support, makingit
possiblefor computersto processinformation of reservation systems, affinity
programsand marketing databanks.

Improvementsintheintegration, centralized databanksand the use of Web
sites are some of the tendenciesin the development of softwarefor hotels
(Adams, 2001). Therefore, theconnection of ahotel systemtothelnternet will
integrateinformation of theinternal systemwiththeWebsite, andthiswill make
alot of information available to managers. The new systems are being
developedwiththisintegrationwiththeWebsite.

Withtheincreasingdemand of informationinthetourist sector theimportance
of IT useinthisindustry will only tendtoincreaseinthefuture. Therefore, the
touri st businesses must understand, incorporateand use | T strategically to
servethetarget markets, improvetheir efficiency, maximizeprofitability,
perfect servicesand maintaintheprofitability inthelongterm (Buhalis, 1998).

To Olsenand Connoly (2000), the volume of information about the guests
collected electronically istoo large for the directorsto be able to manage
without the hel p of technol ogy. Datawarehousing and datamining aretech-
nol ogiesthat aregai ning popul arity toanalyzeinformationabout clients. These
technol ogiesmay beusedto help hotel - keepersconstruct good rel ationships
withtheir guests, increasingtheir loyalty tothem.

Usingthelnternetinthehotel industry hasgood prospectsof growth, though
inmany hotel stheuseof suchtechnology isstill moving slowly. Itwill bean
important and strategi cissuefor businesspeopl eto stimulatesuch I nternet use
policiesinsidethetourist tradesothat they becomewiredtothisnew reality and
canwork oneventermswiththeir competitors.
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Conclusion

Despitethefact that Internet useisvery common, the proportion of reserva-
tionsreceivedfromthelnternetissmall. Thepubliccouldstill beconcerned
about issuesof

security for financial transactions, or could not besatisfiedwithitsinability to
synchronizeinquiries. A low reservationratefromthelnternet may also be
partly attributed to the lack of certain relevant information, such as room
availability, and virtual toursof the property not commonly includedinthe
homepage (Wei etal., 2001).

In general, the Internet does enable tourist companies to increase their
competitiveness. I T canimprovetheefficiency of suppliersandprovidetools
for thedevel opment and delivery of different tourist products(Mendes-Filho
& Ramos, 2003). Oneof the benefitsreachedisthereduction of the depen-
denceonthemiddle-personinthedistribution of tourist products. Hotel owners
shouldinvest moremoney intechnol ogy besidesconcentrating moretimeand
attentionto subjectsinthat area. I T affectsall aspectsof ahotel chain’ svalue,
goingfar beyond sectorsand departments. Astechnology will beintrinsically
linkedtohotel business, itsexecutiveswill inserttechnology inall their strategic
decisonsforthefacility. Thatimpliesthat al theempl oyees(includingmanagers
and directors) need to have enough knowledge to extract the potential the
technology provides.

Moreover, thel nternet hasdecreased expensesand enabled small businesses
toconduct international businessfromhome(Lituchy & Rail,2000). Smallinns
andbed & breakfastsareadvertisingontheWeb and arethereforebecoming
apresenceintheglobal market. So, they facethelikelihood of servingforeign
customersthat may havedifferent hospitality expectations.

Inthisresearchitwaspossibleto portray thesituation of mid- andlarge-sized
hotelsinNatal, RN, Brazil, and al so contributeby offering apanoramicview
ontheuse of Internet and someimpacts perceived by managersinthehotel
industry. It hasbeen demonstrated that there are not so many differencesof
opinionastotheuseof Internetinhotels. That leadstoanimportant conclusion:
Nowadaysthelnternet hasbecomeahighly rel evant instrument notwithstand-
ingany demographic variablesthat may occur (e.g., age, experience, sizeand
rate).

However, for itstransversal andtemporal character aswell asitsrestraint to
Brazilian hotel swithmorethan 40 roomsinaspecificcity, itisnot possibleto
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generalizeall hotel universes. Hence, thereisan expectancy that other research
ontheacademiclevel may completeand broaden thisbasisof knowledgeon
theimpactsof I T applications, remarkably the onesdevel oped for theWeb
platform, and therefore hel p the production sector to better understand them
and adopt them effectively intheir businesses.

For that purpose to be fulfilled other research should be developed by
incorporating other variables, using other analysi stechniquesand observing
different cities, bigger hotel samplesor even comparative studieswiththe
resultsobtained.
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Chapter XI

A Rever seAuction

CaseStudy:
The Final Chapter
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Abstract

The reverse auction tool has evolved to take advantage of Internet
technology and has been identified by many large organisations asatool
to achieve substantial procurement savings. As companies adopt this
technology it isimportant for them to under stand the implications of this
type of procurement. This chapter re-visits a reverse auction event and
discussestheimpactstherever seauction format had upon all participants
involved in the auction. In late 2001 a small Australian supplier of
transport and logistics services was asked to participate in a reverse
auction for services they had provided for five years to a multi-national
organisation. They werenot successful inretainingtheir contract position
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and this chapter looks at the rever se auction and its businessimpacts two
years after theinitial auction. The case study is viewed through the eyes
of the winning supplier, losing supplier, auction vendor, and buyer. The
main outcomes show that the reverse auction struggles to adapt to fluid
business conditions and is limited if it is used as only a price fixing
mechanism. It did not engender co-operative supply chains or win-win
situations between the auction players.

| ntroduction

Today, organi sationsspend over US$20trillionglobally onexternal goodsand
services, and thus, the supply chainisnow thefocusin cost reduction and
efficiency increase(Minahan, 2001). Asmoreand moreinnovativeapplica-
tionsaredevel oped, el ectronic commerce hasincreasingly adopted an ever-
widening definition. Onerecent applicationthat hassought the® €’ treatmentis
procurement. Minahan (2001) defined e-procurement as.

“The process of utilising Web-based technologies to support the identifica-
tion, evaluation, negotiation, and configuration of optimal groupings of
trading partners into a supply chain network, which can then respond to

changing market demands with greater efficiency” (Minahan, 2001).

Activitiesthat could be appliedtothee-procurement processinclude:

*  Advertisement of tenders.

»  Electronicsubmissionof tenders.

e Electronicordering.

* Internetsourcingviathirdparties.

»  Electronicmail betweenbuyersandsellers.

»  Electronicmail incontract management.

*  Researchintosupplier markets.

*  Integrationof procurement withinthefinancial andinventory systems.
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Accordingly, thereareapl ethoraof tool sthat have been devel opedto support
thesebusinessactivities. Asorganisationsextend thereach of their information
systemsintothesupply chain, e-procurement hasbecomeadriving forcefor
achieving substantial cost savings. Onemechanismthat facilitatese-procure-
ment isthereverseonlineauction. Reverseonlineauctionsaredelivered by
intermediaries, many of whom promisetodeliver savingsof upto 20%for the
buying organisations. Therhetoric of B2B collaboration has®win-win” sce-
nariosfor all who participateinonlineauctions. Butisthistrue? Thischapter
will re-visitacasestudy of an Australianreverseonlineauctionaskingthebasic
guestions: what long-termimpactsresulted fromtheoriginal reverseauction?
Itwill analysetheonlineauctionfromall viewpoints, questioning thevalue
proposition of thereverseonlineauctionasatool in B2B e-commerce.

The Growth of E-Procurement

Many research organisations predict massive growth in the B2B market.
Bowles(2000) saw theglobal B2B market growingto US$968 millionin 2002
andthen US$1.551 billionin2004. Y et, thesefigurespal eintoinsignificance
when considering other market analysts, predictions:

e Gartner: US$2.9trillion by 2003.
*  AMR:US$5.7trillionby 2004.

e Forrester: US$7.29trillionby 2004 (Diba, 2001; Hersch, 2000; Regan,
2001).

Thesepredictionsshoul d beaccepted with caution, however. Inarecent article
in Management Resear ch News, Wyld (2002) cautionsthat weareentering
theend of the* trough of disillusionment” phaseof e-business, whereexponen-
tial gainsinefficienciesand cost reductionswill bereplaced withincremental
progress. Y et, there does seem to be a sea change in how procurement is
conducted in organisations. B2B has promised — and delivered in many
instances — to drive costs down and streamline procurement operations
(McGarvey, 2000). Infact, Metcalfeet al. (2001) predicted that European
companiescouldachievea50%gaininproductivity throughadopting I nternet-
enabled B2B processesby 2010. Wyld (2000) devel oped an e-procurement
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Figure 1. The Wyld (2000) e-procurement model

Drivers I mpacts I mperatives
Fast pace of tech Shift of power from Internal linkage
innovation suppliersto buyers between supply
chain & portal
Economic Develop online
Globalisation supplier
qualification
Rapid growth of Market makers Leverage suppliers
e-business portal increasing into e-portal
sector competition marketplaces
Large Develop vertica
organisations marketsto force
become market B2B and lower
makers costs
Vertical trading New product & Build strategic
communities services alliances between
requirements e-commerce
Demand for B2B players
solutions

Source: Wyld (2000, p. 4).

model, presented in Figure 1, looking at the totality of the e-procurement
process, fromdriversthroughimpact toimperatives. Themodel demonstrates
some of the changes that are affecting the e-procurement value chain.
Organisations on the buying and selling side will need to address these
challengesto capture both the tactical cost control and the more strategic
market devel opments. Oneof thecritical aspectswill bedecisionsregarding
buyers employment of and sellers’ participationinonlineauctions.

The Auction Economy

Batsone (1999) asked the question whether inthefuture, what if the price of
everything would be negotiable?Wehave grown accustomed —bothinthe
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businessand consumer marketplace—to the concept of market prices. Y et, at
theheart of theauction economy isthe concept of pricing, and moreimpor-
tantly, dynamic pricing. Dynamic pricing simply meansthat agood or service
ispriced according to what themarket determines. TheWeb introducesthe
element of real-time pricing andfurther el evatestheimportance of personal
priceelasticities. Customerswill determinetheprice, depending upontheprice/
valuetrade-off. Nolonger isthe supply/demand model determining price.
Rather, amore complicated, customer-centric price/val uetrade-off deter-
mines pricing (Batsone, 1999). Many service-based companies use this
principlewhenthey havemultiple—and sometimeshundreds—of pricepoints
for theoneproduct, most notably airlinesand hotels.

O'Malley (1998) saw theWebbeing“agiant biddingwar,” and Queree (2000)
commented that online auctionswerefast becoming amainstream business
model. Theauction model hassettledintothe B2B marketplaceand hasbeen
developedfor variouse-government applications(NSW, 2001). Wyld (2000)
saw theauction model being adaptablefor usein:

*  Procurement.
»  Disposition of used assets.

*  Interna corporatemanagement.

Therearesevera differingauctionformatsusedinonlineauctions, including:

English.

*  Yankee

e Dutch.

* Sealedbid.
*  Vickrey.

»  Forwardand ReverseAuctions(Wyld, 2000).

Kafkaetal. (2000) predicted that by 2004, US$ 746 billion of businesswill be
conducted through onlineauction model s, based ondynamicpricing.
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Rever se Auctions for E-Procurement

Whilemany first think of eBay and forward auctions(wherepricesrise) when
thesubject of onlineauctionsisdiscussed, rever seauctionsplay animportant
roleine-procurement strategies. Infact, growing numbersof firmsworldwide,
led by the global Fortune 1000 companies, have successfully used online
auctionsasatool toreducepricesfor goodsand services(Emiliani, 2000). One
of the pioneers of online B2B auctionsfor e-procurement is Freemarkets,
whichwasestablishedin 1995 andlaunched their onlineauction sitein 1999.
Todate, they have conducted auctionsinvolving morethan 19,000 suppliers
from morethan 70 countriesworth $US 30 billion (Freemarkets, 2002).

Inthefirst quarter of 2000, they conducted auctionsinvolving 47 Fortune 500
buyers and 4,000 suppliers (Freemarkets, 2002). Mayne Group, one of

Table 1. The reverse auction process

Step Activities
. Make market (specifications)

1) Market Made (Client focus) Identify Suppliers

Pre-Award Review
Contract/schedule, Specifications
Ability to deliver, Quality
assurance

2) Pre-Qualification (Supplier Focus) Past performance, Responsibilities
Set-up technicals

Approved supplierslisting

Identify specific terms & conditions

Invite suppliers

Set up Auction
Create auction content, Set-up
security
Register bidders, Ensure readiness
Contingency planning

Supplier Auction Strategy

Conduct Auction
Suppliers bid real-time, Buyers

3) Pre Auction Planning (Client/Supplier)

4) Auction Activity (Supplier) monitors auction
Winners selected, Contingencies
ready

5) Post Auction (Client) Contract write-up

Source: Adapted from Buyers.gov, 2000.
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Australia sleading companieswithmajor interestsin health careandlogistics,
signed athree-year deal in 2000 with Freemarketsto managetheir procure-
ment and operateonlineauctions. Other major B2B auctionfacilitatorsinclude:

e Ariba
. CommerceOne.
e Andde.

. Elcom.com.
J Procuree.
. Verticalnet.

TheB2B auction facilitatorsusually work with buyersto select biddersto
participatein each auction, devel op specificationsin detail, and tailor the
bidding processtothesituation. Thisserviceisbilledto buyersaccordingly.
There could be additional costs, based on a percentage of the anticipated
savings(Messmer, 2000). Freemarkets(2002) promotestheability of their
auctionformat to decreaseservicepricesby 16-18% and goodsby 2-3%. The
reverseauction processinvolvesintensivework on behalf of the buyer and
market maker to structure the bidding process and prepare suppliers for
qualification. ThisprocessisrepresentedinTablel.

Reverse Auctions: State of Play

A recent comprehensivereport by the CAPS Research Group (Beall etal .,
2003) detailed the landscape for the operation and success for reverse
auctions. Thereport recognisesthat reverseauctionsarecontroversial andare
implemented for many reasons:

»  Gethuyersandsellerstointeractinareal-timelnternet enabledworld.
*  Recognisethat servicequality and product quality are”givens”.

»  Massivecost savingsarepossible.

* ROlisrapidwithreverseauctiontools.
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*  Cycle-timesavingsintheprocurement processaresignificant.

»  Buyers can reach more suppliers and thereby increase competitive
advantage.

Whiletheliteratureshowsrapidacceptanceof thereverseauctionformat there
areseveral impedimentstothe successful operation of reverseauctions:

*  Unfamiliarity of thenew procurement processand methodology.
*  Fasepremisethat priceistheonly determinant of thereverseauction.

»  Potentia that thereverseauctionwill diminishbuyer/supplier valuetrust
network.

Reverseauctionsarestill intheir formativeyears. Organi sationsareonly now
implementing their second andthirditerationsof reverseauctions. | ssuestodo
withethical useof reverseauctionsand businessviability of thereverseauction
format arebeing devel oped. Thereisno doubt that thereverseauctiontool is
becoming part of mainstream procurement operationsasshownin Table 2
(I1SM, 2002).

Beall (2003, p. 60) concludes by mentioning the acceptance and potential
impact that reverseauctionscan have and makesthefollowing points:

»  Definiteacceptancefor highly standardized productsand services.
*  Reported payback after afew usesof reverseauctions.

» Littleevidenceof reverseauctionsharming buyer/supplier valuetrust
network.

e Lateadoptersrushingtocatchfirst adopters.

Table 2. Use of online reverse auctions for procurement

Q- [Q2 [Q3 [Q& [Q- [Q2= [Q3 |Q&
2001 | 2001 |2001 2001 |2002 |2002 |2002 | 200
All Companies | 15.8% | 15.0% | 20.4% | 17.4% | 23.1% | 20.2% | 22.4% | 18.8%

Source Data: 1SM/Forrester. (2002). Reports on e-Business.
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»  Ethical concernsarelessthan existing negotiationspractices.
*  Predicted growth of reverseauctionsintothefuture.

Reverse Auction Case Study

M ethodology

Theprimary objectiveof thischapter wastoreturn after twoyearsto astudy
of an Australianexample(Steinetal., 2003) of reverseauction procurement
and analysetheauction processand outcomes. Whilstthegrowth of thereverse
auction hasbeenmarkedinrecent yearsfew studieshavelooked at long-term
impactsof theprocess. Theviewpointsof thewinningandlosing suppliers,
auctionvendor and buyer will bepresented, asthereisadearth of literature of
long-term casestudiesof participantsinanonlineauction. Thisanalysiswill be
presented as a case study. More specifically, the research question to be
addressedinthisstudy is; What arethel ong-term busi nessimpactsof theonline
auction?

Case study research methodol ogy wasused inthisresearch, asthisproject
represented anexpl oratory look at implicationsof reverseonlineauctions. Yin
(1994, p. 35) emphasisestheimportance of asking “what” when analysing
information systems. Yin goes further and emphasises the need to study
contemporary phenomenawithinreal-lifecontexts. Wal sham (2000, p. 204)
supports case study methodology and sees a need for amove away from
traditional information systemsresearch methods, such assurveys, toward
moreinterpretative case studies, ethnographiesand action research projects.
Several works(Benbasat et al., 1987; Chan & Roseman, 2001, L ee, 1989)
haveused case studiesin presenting information systemscase-study research.
Cavaye (1996) used case study research to analyse inter-organisational
systemsandthecomplexity of information systems. Thedatacoll ection process
for thepresent researchincluded:

*  Examinationof existing documentation.
»  Contentanalysisof e-mail.

* Interview of actors.

»  Directobservations.
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Theinitial auction eventwasanalysed (Steinetal., 2003) from the supplier

organisation’ sviewpoint but thisanalysiswill haveemphasisonall participants
and outcomesof theevent.

The Initial Reverse Auction

InApril 2001, AusBuyer! commissioned Auction.comtomakeamarket for the
logisticscomponent of their manufacturing activities. Themarket wasbroken
downinto 19 channels, both stateand nationally based. AusSupplier received
notificationthat acontract that it had partially carried out for fiveyearswasto
beauctioned onthelnternet. AusSupplier started asix-monthexplorationinto
onlineauctionsand B2B procurement. Considerabletimeandfinancial re-
sourceswereexpendedtofirstlearnabout andthento participateinareverse
onlineauction.

The Participants

AusSupplier isamicro-business, having two full-time and five part-time
consultants. Itisan“infomediary,” or - inolder parlance- a“middleman”.
AusSupplierturnsover AUD$10millionand hasasmall client base. Therole
of the*infomediary” istowinacontract for packingandexportingcommodities
intotheAsianmarketplace. AusSupplier winsacontract fromalargemanufac-
turer (AusBuyer) and then negotiates transport and rates from shipping
organisations. The commodity that was to be auctioned was worth about
AUDS$1.6millionper year. Currently, AusSupplier wasresponsiblefor about
20% of thecontract, withamajor transport company being responsiblefor the
other 80%.

Auction.Com is amulti-national, market |eading e-commerce company,
specialising in e-procurement and auctions. It has about 1,000 employees
worldwide and operates for about 140 large multi-national clients. It has
conducted about US$ 21 billionin auctions, resulting in savings of about
US$6 billion. Itisobviouswhenlooking at Auction.Comand AusSupplier, the
differenceinsize, technology and moreimportantly, thechasminunderstanding
e-business.

AusBuyer isan Australian manufacturer that ispart of aglobal organization,
basedintheUnited States. Theglobal organisationwasundergoingfinancial
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strain, dueto the poor commodities market worldwide. In order to reduce
costsAusBuyer turnedto Auction.Comto conduct anumber of auctionevents.
Thiscasestudy outlinesthefirst of over 300 auction eventsconducted over the
last two by Auction.comfor Ausbuyer.

The Auction Process

Theauction event wasan Australia-wideprocurement exercise, focusing on
logisticsandtransport services. Theentireprocurement operationof AusBuyer
was placed in 19 lots, with each lot undergoing a 1.5-hour auction. For
AusSupplier theauction event went throughfivestages:

Market-made(client).

Pre-qualification (supplier).

Pre-auctionplanning & strategy (client/supplier).
Conduct auction (supplier).

Post-auction(client).

a b~ DN

Stage 1

Instage 1 (Market-made), AusSupplier undertook researchintothereverse
auction process, and then received a CD containing Web-based bidding
software and documentation from the manufacturer. This documentation
consisted of over 50files: tender documents, quote spreadsheets, specifica-
tionsandinformation sheets. It wasupdated four timesbeforethefinal auction.
Initially, thedelugeof informationwasoverwhel ming.

“| have spent hoursretrieving, printing, reading and just trying to make sense
of the process.” Managing Director, AusSupplier, May 2001.

Atthisstage, considerableeffort wasexpended to determineif AusSupplier
could participate in more than one channel (auction). It wasfelt that other
channels, including some interstate, could be bid for. However, a more
conservative approach was adopted, due to uncertainty about the online
auction process.
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Stage 2

Stage2, (pre-qualification), invol vesAuction.Comand AusBuyer weeding out
non-performing suppliers. Y et, at thesametime, they aretryingto ensurean
adequate number of bidders to be able to create the auction dynamic.
AusSupplier had noideahow many other companieshad pre-qualified; itonly
learned of the exact number at the auction event. Pre-qualification also
introduces some financial parametersfor the event. Auction.Com set the
switchingpriceat SAUD 1.3million; that is, the pricewhen AusBuyer would
consider awarding the contract away from the existing supplier. Market
research by AusSupplier showed the existing contract was worth $AUD
1.6million. Thedifferencebetweenthepriceof switchingtoanew supplier and
theexisting contract pricewasabout 18%. Thisfigureissimilar tothefigure
guoted intheadvertising material by Auction.Com, which quotessavingsof
18%.

AusSupplier again had expended considerableresourcesat thisstage:

e twositevisits.

»  four sub-contractor meetings.

*  200phonecalls.

* 45e-mailsout.

« 15e-mailsin.

»  30hoursof managingdirector time.
*  20hoursof consultants’ time.

Thus, thebill for participatinginthereverseauctionwasclimbing. Summarising
thefinancial detailsthusfar:

*  AusSuppliersmarket entry price AUD$2million
*  Existingcontract price. AUDS$1.6million
*  Reserve(switching) price. AUD$1.3million

TheAusSupplier’ shighmarket entry price($AUD 2 million) wasformul ated
onthebasisof entry into an unknown scenario. It wasformulated ontherate
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of movingthecommodity by thetonnagesquoted by AusBuyer, withamargin
builtin. Atthisstage, it becameapparent that theauctionformat wasintroducing
anelement of incredulity tothequoting process.

“We are flying in the dark, some cowboy could underbid us and have no real
idea of what isinvolved in thejob....” Managing Director, AusSupplier, June
2001.

AusSupplier had noideaof how many othersbidderstherewere, noideaof
their market entry point and only one Auction.Comtutorial onasimulated
auction. Being pre-qualified and waiting for theauctionbecamequitestressful
for the AusSupplier. Questionswereraisedinregardsto:

*  What strategy should be adopted?

*  Whatwouldhappenif thepower failed, or if thel SPwent down?

*  Whatwouldbethe*bottom-line” position?

*  Would AusSupplier beswept upintheauctiondynamic?

*  Whowould pressthebuttons, and wouldthey beabletokeeptheir nerve?

Auction.Com conducted atraining sessionfromtheir Asian headquarters, and
AusSupplier personnel had soon mastered theauctioninterface.

Stage 3

InStage 3, (Auction Strategy), AusSupplier devel opedthreestrategiesfor the
auction:

*  Entrystrategy.
* Middlestrategy.
Endstrategy.

Theentry strategy wasto comein at thehigh pre-qualification bid after about
threeminutesand thenwatchthemarket devel op. Themiddlestrategy wasto
maintaincontrol onthescreenanddrivethebidsdowninacontrolled manner.
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Duringtheauctionevent, AusSupplier would not know whowereresponsible
for theother bids. Theonly strategy for theend wasto beinthe*end game,”
andif they did not havethelowest bid, then, at | east, they would beunder the
switching cost at theend. It wasbelieved that thiswoul d show AusBuyer that
AusSupplier wasaseriousbidder. It wasstated that AusBuyer wasnot under
any obligationtoaccept thelowest bid. AusSupplier had seen sampleauction
events, and they knew the“ end game” wasfrantic.

Stage 4

Stage 4, (auction), was delayed a week with alate flurry of updates and
clarifications. Finally, the day of the auction arrived and at 10:33 a.m.
AusSupplier pressed thebid accept button toindicatethey were part of the
event. Withinfiveseconds, AusSupplier’ searly and middlestrategieswere
destroyed. Thescreen showed therewerethreeother bidders, with onebidder
right ontheswitching price (AUD$1.3million). Thiswasfelttobeaploy to
scareoff other biddersand AusSupplier wasconfident that thiswastheexisting
contractor, who had 80% of the existing contract. After about half an hour,
another bidder entered and soon started to drive the bidding price down
further. AusSupplier’ sstrategy wastodrivedownthebidstothereserveprice.
Astheschedul ed auctiontimewasnearing compl etionthebiddingintensified
and AusSupplier’ sphoneswereput onhold. A bidinthelast minuteextends
theauction minute-by-minute. Therewerethreebiddersleft. Therewastension
inAusSupplier personnel asthelow pricepreviously agreed uponwaspassed.
Thisresultedinthestaff member infront of thecomputer handing over control
tothemanagingdirector.

The auction entered the phase that Auction.Com refersto asthe “auction
dynamic,” thedynamicthat drivesthe pricedownevenfurther. Infact, the
reservewasdrivendown $90,000in seven minutes. Thenumber of bidsinthe
last seven minutestripled all bidsinthe previous 1.5 hours. The managing
director became caught up intheauction dynamic, ashedid not want tolose
totheother bidders. AusSupplier’ slowest bid wasbased on an agreed upon
margin of 12%, but thiswasreduced to 5% towardsthe end of the auction.

AusSupplier didnot wintheauction, but that did not meanthat they had not won
thecontract. They wereinthegameat theend, and they weredeterminedto
drivethemarket downtoinflict somepainontheother bidders.
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Stage 5

In Stage5, (post-auction), AusSupplier wastoldthat they would havetowait
fiveweeksfor theresult. However, theanswer camemuchearlier. AusSupplier
wasunsuccessful; they had |l ost the 20% of the contract that they had owned
previously. Themanaging director took about 2weeksto get over losingtothe
competition. Thereareseveral issuesthat need to bediscussed concerningthe
winnersand|osersof reverseauction e-procurement.

Discussion

What are the Long-Term Business I mpacts of the Online
Auction?

A full casestudy analysisof theauctioneventisdescribedin Steinet al . (2003).
Thefollowinganalysiswill focusonthelong-term businessimpactsasexperi-
enced by all participantsof theinitial auction.

The Auction Vendor — Auction.com

So, who benefitedinitially fromtheauction event and wasthisbenefit main-
tained over the course of the contract? Auction.com wasthe big winner by
gainingtheirinitial consultingfeesfor setting uptheauctioneventandalsoa
percentageof thesavingsfrom AusBuyer. They alsousedthisauctioneventto
demonstratetheir auctiontechnology to other large Australian companies.
They werevery successful indemonstrating their ability toachievesavingsand
thisresulted in them conducting 300 reverse auctionsfor Ausbuyer in the
following year. Many organisations have moved to reduce the cost of the
reverseauction by moving fromusingauctionvendorsinan ASPformat to
conductingtheir ownauctions(Beall etal., 2003, p. 8) onsite.

Oneyear after theauction, Auction.com (Rawlings, 2002) commented onthe
processes, transparency and fairnessof reverseauctions. Itishardtoargue
withtheauctionvendor, asthegrowthinreverseauction hasbeensignificant
(Bedll etdl., 2003:31). Auction.comdid acknowledgethechallenging nature of
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thereverseauctionprocessbut still felt that both suppliersand buyerswerein
awin-winsituation. Auction.comcommented ontheacceptanceof thereverse
auction process by supplierswho appreciated the transparent nature of the
processand thewidening of marketsfor suppliers. Itisinterestingtonotethe
impact of thereverseauction on middleman suppliers. Inthe casedescribed
above(Steinetal., 2003), theauctionvendor wasableto prune20%fromthe
contract pricewhilst charging something upto 20%for their fees. Thesum
effectisatransfer of profit marginfromthesupplier totheauctionvendor and
itishardtoimagineamoreeffectivelnternet enabled businessstrategy.

Beall etal. (2003, p. 11) point to theeffect that changing external economic
conditionscan haveontheeffectivenessof thereverseauctionformat. The
buyer isusingthereverseauctiontool to magnify their competitiveadvantage
over their suppliers. Themore suppliersthebetter, but what happensif the
supply market tightensand suppliershavecompetitiveadvantageover buyers?
Beall suggeststhat suppliersmight then conduct forward auctionsto sell their
capacity to buyers. Again the auction vendor may be ableto intercedeand
transfer buyer margininto auctionvendor fees.

Theoriginal auction event asdescribed above specified acontract length of 2
years; would areverseauction besustainableasecond or third time?Would
theauctionvendor get asubstantial feefor aclaimed saving of another 20%on
repeated buys? Asdescribed bel ow the contract in thiscaselasted only six
monthsbeforethecommercial conditionsweresubstantially changed. The
auctionvendor wasnot penalised eventhoughthey play amajor rolein setting
themarket inthefirst stage of thereverseauction process. Indeed themore
unsettled external market conditions render potential for auction.com to
conduct moreauctions.

The Winning Supplier

Theauction produced oneclear-cut winner, or didit? Thewinning supplier,
prior totheauction, had 80% of thecontract at apriceof AUD$1.28 million.
Theywonthefull contract at approximately thesameprice. Thus, they garnered
20% morework for anominal extramargin. They did dispel thecompeting
supplier and becamethepreferred supplier. Asthewinning supplier wasalarge
national transport company andthelosing supplier wasan SMEitisfeltthat the
winning supplier took aloss-leader positionto winthecontract.
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Intheinitial contract the predicted product tonnagewasspecified. Six months
after theauctionevent additional logisticsfacilitiesbecameavailableto Ausbuyer,
andthey begantomoveproductswithout usingthewinningsupplier. Theinitial
product specificationintheRFQwaschanged substantially. Wouldthewinning
or losing supplier be able to have redressin terms of changing contracts?
Perhaps, but inthecommercial environment where powerful multi-national
buyers are using smaller suppliers the buyer dictates changesin contract
conditions.

Twoyearsafter theinitial auction, businesscircumstanceshavereturnedto
thoseexisting beforetheauction. Thewinning supplier hasabout 90% of the
contract whilethelosing supplier hasregained about 10%. Ratesareassetin
thereverseauction and essentially thisexampleof areverseauctionhad only
twowinners, Ausbuyer and Auction.com. Beall etal. (2003, p. 10) pointtothe
useof reverseauctionsfor indirect and direct procurement for commodity-like
products. Servicesor productsthat areirregular or subject tofrequent change
donot lendthemsel vesfor reverseauctionformats, thesecouldinclude:

* Designservices.

*  Repairservices.

Emergency deliveries.

e Suddensurgesinproduct demand.

Thedramati cchangein product tonnagesand changed transport optionsmeant
that thereverseauctionwasoriginally deciding atwo-year contract whenin
reality itwasonly asix-month contract period. Sowouldit beviableto conduct
an auction every timethe contract conditionschanged markedly, or would
Ausbuyer go back to the original suppliers and negotiate new terms and
conditions?1f negotiationsareused, and Beal|l et al. (2003, p. 11) suggest they
are, then the reverse auction again revertsto apricefixing rolewith more
complex negotiationsnecessary to compl etethecontract. Doesthisthen affect
theclaim by Auction.comthat the new reverseauction processisall-encom-
passing andtransparent?
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The Losing Supplier

Therewerefour losing bidders. AusSupplier had 20% of the contract prior to
theauctionbut lost all entitlementstothecontract. Thiswasdevastatingto
AusSupplier. At thetimeof theauctionthe AusSupplier management team
pondered whether therewoul d beapriceto pay whenthecontract |apsesand
apremium paidtobringinanother supplier tocompletethe contract. Indeed
thisis precisely what happened 18 monthsinto the contract. The winning
supplier could not servicethe contract with respect to margin and product
tonnages. Ausbuyer contacted AusSupplier and askedthat they againfulfil the
rolethat they had prior tothereverseauction.

Anotherissuethat AusSupplier hadto contendwithwasthelow availability of
new marketsthat Auction.com had saidwould eventuatefor suppliers. Intwo
yearsonly onepotentia new busi nessopportunity wassourcedfor AusSupplier
through Auction.com. Thisopportunity wasnon-viableasit wasinaproduct
areathat AusSupplier had noexpertisein. Thegreatestimpact for AusSupplier
isintheareaof supplier-buyer relations. Over aperiod of twoyearsthetrust
that had been developed over a period of 15 years had been eroded; all
together, the auction inspired adrop of 12% in margin. Was it worth the
potential savings?Beall (2003, p. 11) indicatesmany suppliersdrop previously
“free” servicesbecausethey arenot valueaddingfor them, or not affordabl e.
Goodwill andtrust arenegatedinfavour of theletter of thecontract andthel ast
30-minutedropinpriceasobservedinthereverseauction. Thepricefocusof
theauction again seemsto dominate accepted long-term businesspractices.

The Buyer

Intheinitial auction AusBuyer appearedto bethebigwinner, withatangible
savingsof a20% reductioninthecost of the contract. Therewereminimal
switching costs, asthey awarded the contract to the company who held the
majority (80%) of thecontract previously. However, fromthisAuction.com’s
costs need to be subtracted. An intangible benefit was the pre-qualifying
processthat identified futuresuitablesuppliers. It appearsthepre-qualifying
processwasflawedinoneof theother auction eventsconducted onthe same
day whenonly onesupplier wasidentified and thiswastheexisting contractor.
Theauctionevent still went ahead and resultedina5%increaseinthecontract
cost. Inthiscase, theauction dynamicwasmissing, and therefore, no savings
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weremade. AusBuyer used thereverseauction processover 300timesinthe
next year. There can be no doubt that reverse auctions can provideavalue
addingbusinessprocessintheprocurement area. Beall (2003, p. 11) supports
thisanalysiswhen hecommentsonthebenefit of reverseauctionsto buyers:

“For a growing number of buying firms, e-Reverse auctions have found an
appropriate niche in their strategic sourcing toolkit, allowing them to
efficiently source goods and services that are highly standardized, have
sufficient spend volume, can bereplicated by a reasonable number of qualified

competitors, and haveinsignificant switching costs.” (Beall etal., 2003, p. 13)

Conclusion

Many analysts(e.g., Deiseetal., 2000; Wyld, 2000) believethat theuseof the
Internet - asamediumfor business- providestheopportunity for companies
torestructuretheir supply chainsin collaborationwith theother supply chain
partners. One of the imperativesin the e-procurement model proposed by
Wyld(2000) wasto build strategicalliancesbetween businesspartners. This
involvesboth buyersand vendors, working collaboratively to provide cost
efficienciesand add valueto productsand services. Many believethat this
strategiccollaborationisessential tosurviveinthee-world. Thisisthepremise
of theVaueTrust Network (VTN). Raisch (2001) seesthesupply chainbeing
enhanced by the established rel ationshi psbetween buyersand suppliers, not
just by theadoption of Internet technol ogy. If reverseauction e-procurement
isto enhanceenterprisecompetitiveness, thenvaluemust bedeliveredto ease
industry pain points, with trust being enhanced between suppliersand buyer
(Emiliani & Stec, 2002; Jap, 2000; Raisch, 2001).

The question that needsto be asked isto what extent doesareverse online
auction contributetothisvalueandtrust?Thewhol eissueof driving costsdown
tothelowest possiblelevel would seemto present aseriousimpedimenttothe
creationof any valueor trust (Bartholomew, 2001). Theattributesand skills
that buyerswouldliketofoster intheir suppliersareplaced at alower priority
toprice. Mozer (2002) questionsthe el evation of cost savingsover service
offerings, suggesting that buyersshould belookingfor thefairest pricefor the
supplier of choice, rather thanthelowest offer. Docompaniesreally want their
businesstorunonthelowest price?
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Emiliani and Stec (2002) proposed several unresolved questionsintheir recent
study of reverseauctions:

Wheredothecost savingscomefrom?

*  Arereverseauctionsone-timeevents?

*  Will onlineauctionvendorsreplacethein-housebuying function?

» Isthereaconflict between supply chain management and onlineauctions?
* Doonlineauctionsactually increaseproductivity?

Thereverseauctioning method may indeed only beashort-term solutionina
businessworldthatisincreasingly based onlong-termalliancesand partner-
ships. Whilst Rapport (1998) believesthat areverseonlineauctionisonly a
“quick fix” to satisfy management objectivesfor increased sharehol der value,
Beall (2003) pointstothereverseauctionbeing onetool applicablefor specific
circumstances. Driving forcesincludethespeedy ROI of reverseauctionand
theoverall shortening of thewholeprocurement cycle.

Inthe casestudy presentedinthischapter, thereverseauction:

*  Didrender massivecost savings.

»  Didreplaceexistingin-houseprocurement.

» Didincreasesupplier distrust.

» Didhavemassiveimpactsonthesuppliers, buyersand auctionvendor.

»  Showedthat pricea onewill not replacetrust and negotiationincomplex
businessinteractions.

Endnote

1 All company namesarefictionalized.
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